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1
Decision/action requested

SA3 is asked to agree to the changes described in this pCR.
2
References

[1]
S3-180696 
Agenda and notes of joint conference call on SBA N32 security
[2]
S3-180836 
Requirements for secure API design for SBA
3
Rationale

In the joint conference call between CT3, CT4 and SA3 on February 12th [1], CT4 clearly expressed the need for SA3 to define security guidelines for the specification of IEs and API details. Such requirements can be differentiated into the ones being specific to inter-PLMN signalling in SBA, which are covered in [2], and general rules that should always be considered during protocol and API design. This contribution aims to capture an initial set of the latter.
4
Detailed proposal

***START OF CHANGES***

13
Guidelines for secure protocol design
The following rules are intended as general guidance for 3GPP stage 3 work in order to specify secure protocols and APIs. As such, these guidelines are independent of the specific technology and shall be followed at all times.
- 
The valid format and range of values for each IE shall be defined unambiguously.
NOTE: Explicitly defining format and range of values not only helps to improve the security of a certain implementation, but also allows for realiable interoperability between different protocol implementations.
Example: Defining a lowercase string variable of length 10 and range [a..z] is much more explicit that just defining a string of length 10.
-
The number of IEs within a message shall have a defined limit. 
-
Each datastructure within a message shall have a defined maximum size.
-
Information elements of the same name shall only be used in ordered data structures, e.g. arrays or dictionaries, not in unordered structures, e.g. lists or sets. Multiple use of the same information element within an unordered data type must be explicitly forbidden to allow implementations to act accordingly when malformed messages occur, i.e. by discarding them.
NOTE: Duplicate or multiple occurrence of information elements is likely to be handled differently by implementations. Some may interpret the first occurrence, others the last. There are known attacks with specially crafted malicious messages that are designed to confuse implementations of NFs to get fraudulent messages into a PLMN.
***END OF CHANGES***
