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Decision/action requested

To agree the proposed pCR for TS 33.501
2
References

 [1]
3GPP TS 33.501:  Security architecture and procedures for 5G system.
3
Rationale

Rationale 1: 

With reference to clause 6.1.3.2 of TS 33.501 [1], 

1. NOTE 1 specifies request of multiple authentication vectors is not supported. 
2. Step1 of 5G AKA authentication procedure specifies that UDM/ARPF generates a 5G HE AV. 

Based on this, corrections to authentication vectors text in various clauses is proposed.

Rationale 2:

EAP-AKA’ authentication procedure is specified in clause 6.1.3.1 of TS 33.501 [1]. Step 1 specifies that one authentication vector is generated by UDM/ARPF. Correction to step 1 of Figure 6.1.3.1-1 is proposed.

It is proposed to SA3 to agree this pCR for TS 33.501.
4
Detailed proposal

****************** Start of Changes ************************

6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in Figure 6.1.2-1.  
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUCI or 5G-GUTI in the registration request.
The SEAF shall send an Authentication Initiation Request (5G-AIR) message to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR message if it has an authentication vector for 5G AKA available. 

NOTE 1:
In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR message shall contain either:

-
SUCI, as defined in the current specification, or

-
SUPI, as defined in TS 23.501 [2].
The SEAF shall include the SUPI in the 5G-AIR message in case the SEAF has a valid 5G-GUTI, and re-authenticates the UE. Otherwise the SUCI is included in 5G-AIR.
Editor's Note: It is FFS how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain:

-
the serving network name, as defined in subclause 6.1.1.2 of the present document.

NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

Upon receiving the 5G-AIR message, the AUSF shall: check that the requesting SEAF in the serving network is entitled to use the serving network name in the 5G-AIR by comparing the serving network name it receives with the serving network name it expects;, and temporarily store the received serving network name.

The Authentication Information Request (Auth Info-Req) sent from AUSF to UDM includes the following information:

-
SUCI or SUPI;

-
the serving network name;

-
an indication of whether the authentication is meant for 3GPP access or non-3Iaccess;

Upon reception of the Auth Info-Req, the UDM/SIDF shall be invoked if a SUCI is received. SIDF, as offered as a service by UDM, shall de-conceal SUCI to gain SUPI before UDM can process the authentication vector request.
Based on SUPI, the UDM/ARPF shall choose the authentication method, based on the subscription data. 

NOTE 3:
The 5G-AIA message is the reply to the 5G-AIR message and is described as part of the authentication procedures in section 6.1.3.
************************************** Next Change *****************************************
6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12]. The 3GPP 5G profile for EAP-AKA’ is specified in the normative Annex F.
EAP-AKA' is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and has chosen EAP-AKA' as the authentication method, cf. subclause 6.1.2 of the present document. 

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:
0. The AUSF shall send Auth-Info Req message to the UDM/ARPF as described in Clause 6.1.2.
1.
The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A and replac CK and IK by CK' and IK'. 

2.
The ARPF shall subsequently send this transformed authentication vector (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Auth Info Req using an Authentication Information Response (Auth Info-Resp) message. 

NOTE:
The exchange of an Auth-Info-Req message and an Auth-Info-Resp message between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], subclause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as "network access identity" in TS 24.302 [13], and for 5G, it is defined as "serving network name" in subclause 6.1.1.4 of the present document and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy.

Editor’s Note: It is FFS whether serving network name should be bound into the derivation of KAUSF as this may be used to derive keys for registrations on multiple serving networks. If there is a problem, it may be necessary to consider solutions like in S3-172458.
Editor's Note: The number of the stage 3 specification TS 24.yyy [xx] is FFS. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.
3.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message. 

4.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Auth-Req message. This message shall also include the ngKSI that will be used by the UE and AMF to identify the partial native security context that is created if the authentication is successful.
Editor’s Note:
The SEAF needs to understand that the authentication method used is an EAP method. How the SEAF learns about the type of authentication method based on the 5G-AIA message is specified by CT4.  
5.
The UE shall verify the AUTN, calculate the RES, and derive CK' and IK' according to TS 33.402 [11], subclause 6.2, step 15.
6.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.

7.
The SEAF shall transparently forwards the EAP-Response/AKA'-Challenge message to the AUSF. 

8.
The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error. 

9.
The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 

Editor's note: the condition needs to be clarified.
10.
The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in Annex A.6. The AUSF shall send an EAP Success message to the SEAF, which shall forward it transparently to the UE. The EAP Success message shall be contained in a message over N12 that also contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the N12 message.  

Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps such as acquiring SUPI from the UE are required. 

11.
The SEAF shall send the EAP Success message to the UE in the N1 message.
The key received in the N12 message shall become the anchor key, KSEAF in the sense of the key hierarchy in subclause 6.2 of the present document. On receiving the EAP-Success message, the UE calculates KAUSF and KSEAF in the same way as the AUSF.

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in subclause 6.1.4 of the present document. 

If the EAP-Response/AKA'-Challenge message is not successfully verified, the subsequent AUSF behaviour is determined according to the home network's policy. 

If the AUSF and SEAF determines that the authentication was successful, then the SEAF provides the ngKSI and the KAMF to the AMF.
Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

************************************** Next Change *****************************************
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

NOTE 1:
5G AKA does not support requesting multiple AVs.

In 5G AKA there are two types of authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced  by the HXRES* and the KSEAF in the 5G AV.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA
The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For the 5G authentication vector requested, the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV with th Authentication Management Field (AMF) separation bit set as defined in TS 33.102 [9], deriving as per Annex A.2, and XRES* as per Annex A.4, and finally, creating the 5G HE AV from RAND, AUTN, XRES*, and KAUSF.
2.
The UDM/ARPF shall then return the 5G HE AV to the AUSF in an authentication information response (Auth Info-Resp). 

3.
The AUSF may store the XRES* temporarily until itexpires. The AUSF may store the KAUSF.
4.
The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* according to Normative Annex A.5 5 and KSEAF from KAUSF according to Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV.

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.

5.
The AUSF shall then return the 5GAV (RAND, AUTN, HXRES*, KSEAF) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in 5G-AIA. The AUSF shall include an expiry time after which the SEAF shall not use the authentication vector for an authentication run.


NOTE 2:
The VPLMN is not required to wait for the AV to expire before requesting a new AV.
Editor's Note: The minimal expiry time of an AV needs to be standardised so that the serving network has time to run authentication.
Editor's Note: The flows needs to be updated to match SBA names and request/response style
6.
The SEAF shall verify that the expiry time specified by the AUSF has not yet expired. . In case the timer has expired the SEAF shall request a new AV. 
7.
In case the timer has not yet expired, the SEAF shall send RAND, AUTN to the UE in a NAS message Auth-Req. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful.  

8.
The USIM shall return RES, CK, IK to the ME. The ME then shall compute RES* from RES according to Annex A.#4. The UE shall calculate  KSEAF from KAUSF according to Annex A.6.
9.
The UE shall return RES* to the SEAF in a NAS message Auth-Resp. 

10.
The SEAF shall then compute HRES* from RES* according to Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF shall reject the authentication. 

11.
The SEAF shall send RES*, as received from the UE, in a 5G Authentication Confirmation (5G-AC) message (containing the SUPI and the serving network name) to the AUSF.

12.
When the AUSF receives the 5G-AC message it may verify whether the AV has expired. If the AV has expired the AUSF may consider the confirmation unsuccessful. AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the confirmation message as successfully verified. 

13.
The AUSF shall indicate this in the Authentication Confirmation Answer (5G-ACA) whether the confirmation was successful or not. 

Editor’s Note: Treatment of missing 5G-ACA and treatment of 5G-ACA indicating an error is FFS. 

Editor’s Note: How SEAF informs UE and other network functions of 5G-ACA errors is FFS

If the authentication was successful, the key KSEAF received in 5G AV shall become the anchor key in the sense of the key hierarchy in subclause 6.2 of the present document. Then the SEAF provides the ngKSI and the KAMF to the AMF.
The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in subclause 6.1.4 of the present document. 

Editor's Note: It is FFS whether the RES* could optionally be computed on the USIM.

************************************** Next Change *****************************************
6.1.4.2
Linking authentication confirmation to update location procedure

This subclause gives informative guidance on how a home operator could link authentication confirmation (or the lack thereof) to subsequent 5G Update Location procedures to achieve protection against certain types of fraud, as mentioned in the preceding subclause. 

Approach 1: 

The home network records the time of the most recent successfully verified authentication confirmation of the subscriber together with the identity of the 5G visited network that was involved in the authentication. When a new 5G Update Location Request message (5G-ULR) arrives from a visited network, the home network checks whether there is a sufficiently recent authentication of the subscriber by this visited network. If not, the 5G-ULR message is rejected. The rejection message may include, according to the home networks policy, an indication that the visited network should send a new 5G Authentication Initiation Request (cf. subclause 6.1.2 of the present document) for fetching new authentication vector before repeating the 5G-ULR message. 

NOTE 1: 
With this approach, the authentication procedure and the 5G Update Location procedure are performed independently. They are coupled only through linking information in the home network. 

NOTE 2: 
It is up to the home network to set the time threshold to define what 'sufficiently recent' is.

Approach 2: 

As a variant of the above Approach 1, Approach 2 is based on a more fine-grained policy applied by the home network; the home network could classify roaming partners into different categories, depen–ing on the trust - e.g. derived from previous experience placed in them, for example as follows: 

-
For a visited network in the first category, the home network would require a successful authentication 'immediately preceding' the 5G-ULR.

-
For a visited network in the second category, the home network would only check that an authentication in a network visited by the subscriber was sufficiently recent (taking into account that there may have been a security context transfer between the visited networks).

-
For a visited network in the third category, the home network would perform no checks regarding 5G-ULRs and authentication at all. 

Further approaches are possible, depending on the home operator's policy.

************************************** Next Change *****************************************
6.8.1.1.1
Transition from RM-REGISTERED to RM-DEREGISTERED

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.5.1, which is about Transition to EMM-DEREGISTERED.

There are different reasons for transition to the RM-DEREGISTERED state. If a NAS messages leads to state transition to RM-DEREGISTERED, it shall be security protected by the current 5G NAS security context (mapped or native), if such exists in the UE or the AMF.

NOTE1:
The present specification only considers the states RM-DEREGISTERED and RM REGISTERED and transitions between these two states. Other specifications define additional RM states (see, e.g., 5GMM states in TS 24.501 [35]). 

On transitioning to RM-DEREGISTERED, the UE and AMF shall do the following:

1.
If they have a full non-current native 5G NAS security context and a current mapped 5G NAS security context, then they shall make the non-current native 5G NAS security context the current one.

2.
They shall delete any mapped or partial 5G NAS security contexts they hold.

Handling of the remaining authentication data for each of these cases are given below: 

1.
Registration reject: All authentication data shall be removed from the UE and AMF

2.
Deregistration:

a.
UE-initiated

i.
If the reason is switch off then all the remaining authentication data shall be removed from the UE and AMF with the exception of:

-
the current native 5G NAS security context (as in clause 6.1.1), which should remain stored in the AMF and UE, and

-
any unused authentication vector, which may remain stored in the AMF.

ii.
If the reason is not switch off then AMF and UE shall keep all the remaining authentication data. 

b.
AMF-initiated

i.
Explicit: all the remaining authentication data shall be kept in the UE and AMF if the detach type is re-registration.

ii.
Implicit: all the remaining authentication data shall be kept in the UE and AMF. 

c.
UDM/ARPF-initiated: If the message is "subscription withdrawn" then all the remaining authentication data shall be removed from the UE and AMF.

3.
Registration reject: There are various reasons for Registration reject. The action to be taken shall be as given in TS 24.501 [35].

Storage of the full native 5G NAS security context, excluding the UE security capabilities and the keys KNASint and KNASenc, in the UE when the UE transitions to RM-DEREGISTERED state is done as follows: 

a)
If the ME does not have a full native 5G NAS security context in volatile memory, any existing native 5G NAS security context stored on the USIM or in non-volatile memory of the ME shall be marked as invalid. 

b)
If the USIM supports RM parameters storage, then the ME shall store the full native 5G NAS security context parameters on the USIM (except for KNASenc and KNASint), mark the native 5G NAS security context on the USIM as valid, and not keep any native 5G NAS security context in non-volatile ME memory. 

c)
If the USIM does not support RM parameters storage, then the ME shall store the full native 5G NAS security context (except for KNASenc and KNASint) in a non-volatile part of its memory, and mark the native 5G NAS security context in its non-volatile memory as valid.

d) For the case that the AMF or the UE enter RM-DEREGISTERED state without using any of the above procedures, the handling of the remaining authentication data shall be as specified in TS 24.501[35].

************************************** Next Change *****************************************
9.4
Security messages over N12  

This subclause lists the security-related messages that are run over the N12 interface between the AMF and the AUSF. The N12 interface is defined in TS 23.501 [2]. 

In the present release of this specification, the AMF is co-located with the SEAF. 

The messages listed here are used in procedures that are described in clause 6 of the present document. 

NOTE:
The names of messages used here are specific to the present document and may be different in other 3GPP specifications. 

Editor's Note: Suitable names for the N12 messages listed as N12(xxx) below have to be found, in collaboration with CT4.
Messages independent of the authentication method: 

-
Authentication Initiation Request (5G-AIR): 

This message sent from the SEAF to the AUSF is described in subclause 6.1.2 of the present document. The content of this message is independent of any authentication method. 

Messages dependent on the authentication method:

-
5G Authentication Initiation Answer (5G-AIA): 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3 of the present document. This message contains the first authentication message sent by the AUSF. The content of this message is hence dependent on the authentication method selected by the AUSF.

Messages relating to EAP-AKA':

-
5G-AIA containing the EAP-Request/AKA'-Challenge sent to the UE: 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Request/AKA'-Challenge sent to the UE.

-
N12(EAP-Response/AKA'-Challenge): 

This message sent from the SEAF to the AUSF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Response/AKA'-Challenge sent from the UE.

-
N12(EAP-Request /AKA'-Notification): 

This conditional message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Request /AKA'-Notification sent to the UE.

-
N12(EAP-Response/AKA'-Notification): 

This conditional message sent from the SEAF to the AUSF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Response/AKA'-Notification sent from the UE.

-
N12(EAP-Success): 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Success message sent to the UE. It also contains the anchor key.

The following messages are part of EAP-AKA' (cf. RFC 4187 [21] and RFC 5448 [12]), but not shown in subclause 6.1.3.1 of the present document:
-
N12(EAP-Request/AKA'-Reauthentication)

This message is sent from the AUSF to the SEAF. It contains EAP-Request/AKA'-Reauthentication message to the UE.

-
N12(EAP-Response/AKA'-Reauthentication)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Reauthentication message from the UE.

-
N12(EAP-Response/AKA'-Authentication-Reject)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Authentication-Reject message from the UE.

-
N12(EAP-Response/AKA'-Synchronization-Failure)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Synchronization-Failure message from the UE.

-
N12(EAP-Response/AKA'-Client-Error)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Client-Error message from the UE.

-
N12(EAP-Failure)

This message is sent from the AUSF to the SEAF. It contains the EAP-Failure message to the UE.

Editor's Note: It is to be finally decided by CT1 whether the method-specific identity exchange messages EAP-Request/AKA'-Identity and EAP-Response/AKA'-Identity are needed in 5G. 

Messages relating to 5G AKA:

-
5G-AIA containing the 5G AKA authentication vector, as described in subclause 6.1.3.2 of the present document.

-
5G Authentication Confirmation (5G-AC) message: 

This message sent from the SEAF to the AUSF is described in subclause 6.1.3.2 of the present document.

-
5G Authentication Synchronization message:

This message is sent from the SEAF to the AUSF. It is not shown in subclause 6.1.3.2 of the present document . It corresponds to the authentication data request with a "synchronisation failure indication" as specified in 3GPP TS 33.102 [9], subclause 6.3.5.

************************************** Next Change *****************************************
10.2.2.2
UE sets up an IMS Emergency session with emergency registration

UEs that are in limited service state (LSM) request emergency services by initiating the Registration procedure with the indication that the registration is to receive emergency services, referred to as Emergency Registration. 

UEs that had earlier registered for normal services but now cannot be authenticated by the serving network, shall initiate Emergency Registration procedure to request emergency services.

It shall be possible to configure whether the network allows or rejects an emergency registration request and whether it allows unauthenticated UEs to establish bearers for unauthenticated IMS emergency sessions or not.

The AMF may attempt to authenticate the UE after receiving the emergency registration request. 

If authentication failed in the UE during an emergency registration request, the UE shall wait for a NAS SMC command to set up an unauthenticated emergency bearer. 

If authentication failed in the serving network and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF shall proceed as with the normal initial registration requests. The AMF shall reject the unauthenticated emergency bearer setup request from the UE.

If authentication failed in the serving network and if the serving network policy allow unauthenticated IMS Emergency Sessions, then the AMF shall support unauthenticated emergency bearer setup and the behaviours of the UE and the AMF are as described below.

a) UE behaviour: 

After sending Emergency Registration request to the serving network the UE shall know of its own intent to establish an unauthenticated IMS Emergency Session. 

The UE shall proceed as specified for the non-emergency case in except that the UE shall accept a NAS SMC selecting NEA0 and NIA0 algorithms from the AMF.

NOTE: In case of authentication success the AMF will send a NAS SMC selecting algorithms with a non-NULL integrity algorithm, and the UE will accept it.

b) AMF behavior:

After receiving Emergency Registration request from the UE, the AMF knows of that UE’s intent to establish an unauthenticated IMS Emergency Session. 

-
If the AMF cannot identify the subscriber, or cannot obtain authentication vector (when SUPI is provided), the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE. 

-
After the unsuccessful verification of the UE, the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.

-
After the receiving of both, the Emergency Registration request and the failure message from the UE, the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.

Editor’s Note: Error message depend on the primary authentication method used. It is ffs which message is used by the UE to indicate authentication failure.

************************************** End of Changes **********************************
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