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1
Decision/action requested

This pCR (revision of S3-180258 at SA3#90) proposes UE requirements for the support of privacy preserving scheme and profiles.
2
References

 [1]
S3-180362 - draft TS 33.501 v0.7.0
3
Rationale

It was agreed by SA3 that the UE shall support at least one privacy-preserving mechanism. Furthermore, the following was also agreed (see clause 5.1.5 of [1]):

Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.

NOTE 1: If the indication is not present, the calculation is in the ME.

With the above agreement, it is sufficient if the Rel-15 ME is required to support only one privacy preserving scheme. This is because, if a home network operator desires to use a different privacy preserving scheme than the one supported by the ME, the home operator can use the USIM to perform the calculation of the SUCI. This will simplify the ME implementation and ease deployment and use of the subscriber privacy feature. 
It is proposed that SA3 adopt Profile <A> of the ECIES scheme specified in Annex C.3 as the scheme that shall be supported by the Rel-15 ME. If there is a need for supporting a different profile of the ECIES scheme or a different privacy preserving scheme in Rel-15, it can be supported by the USIM.  Note that any of the profiles (including Profile <A> in Annex C) can be supported by the USIM.
Support of additional profile or privacy preserving schemes by the ME can be added in later releases if it is found to be required. Since Rel-15 5G system only supports 128-bit equivalent security, there is no need to require support for profiles or scheme that provide security beyond 128-bit equivalent security. Therefore, it is also proposed that the three ENs in Annex C.3.4 is deleted. 
To ensure forward compatibility such that additional protection schemes can be introduced in the ME in future releases, a negotiation method between the USIM and the ME needs to be specified in Rel-15. Such a method could work as follows: The ME provides the protection scheme(s) that it supports to the USIM. Based on the information received from the ME, the USIM (as per the operator decision) selects the protection scheme that should be used by the ME and indicates it to the ME along with the associated home network public key.
It is also proposed to delete the EN regarding where the calculation of the SUCI as this is no longer needed.
4
Detailed proposal

SA3 kindly requested to agree to the below pCR.

************************** START OF pCR  ************************

5.1.5
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

The UE shall support 5G-GUTI.

The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The UE shall support at least one privacy-preserving mechanism.
The ME shall support Profile <A> 
of the ECIES privacy scheme specified in Annex C.3. The ME is not required to support any other profile or the privacy-preserving mechanism.
The USIM may support any profile or privacy preserving mechanism as decided by the home network operator.
The home network public key shall be stored on the tamper resistant secure hardware component. 

The UE shall support the null-scheme.
If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.

Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.

NOTE 1: If the indication is not present, the calculation is in the ME.
When the SUCI calculation is performed by the ME, the ME shall provide the supported privacy scheme(s) to the USIM. USIM may use this information in selecting the privacy scheme, as per operator’s decision, and indicate it to the ME.
NOTE 2: The ME providing the supported privacy scheme(s) to the USIM allows for the future introduction of new privacy schemes in the ME.
In case of an unauthenticated emergency call, privacy protection for SUPI is not required.
Provisioning, and updating the home network public key in the tamper-resistant hardware shall be in the control of the home network operator. 

NOTE 3:
The provisioning and updating of the home network public key is out of the scope of the present document. It can be implemented using, e.g., the Over the Air (OTA) mechanism.
Subscriber privacy enablement shall be under the control of the home network of the subscriber. 

Editor’s Note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.
========================== NEXT CHANGE =================
C.3.4
ECIES profiles

The ECIES profiles shall be compliant with and use the terminology from SECG version 2 [29][30]. The profiles shall use “named curves” of prime group order.

All profiles shall use the Elliptic Curve Cofactor Diffie-Hellman Primitive (section 3.3.2 of [29]) to enable future addition of profiles with cofactor h ≠ 1. For curves with cofactor h = 1 the two primitives (section 3.3.1 and 3.3.2 of [29]) are equal.

All profiles shall use point compression to save overhead. Note that if modern curves such as curve25519 are added in the future, they should use their own standardized formal for point to byte string encoding.

The profiles shall not use backwards compatibility mode (therefore are not compatible with version 1 of SECG).

C.3.4.1
Profile <A>

The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–128 in CTR mode

-
enckeylen










: 128

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: secp256r1

-
point compression







: true

-
backwards compatibility mode




: false




====================== END OF pCR =============================
�We use Profile A here as it is the only profile currently specified in Annex C.3. Replaceing secp256r1 with a different curve (such as Curve25519) that is agreeable to SA3 is also acceptable, provided that the Rel-15 ME is required to support only one Profile.





