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This pCR proposes textual improvements to texts in clause 6.6.2.
1
Decision/action requested

This document improves some texts in subclause 6.6.2.
2
References

[1] TS 33.501 v0.7.0
3
Rationale

In subclause 6.6.2, some texts have been modified and re-ordered to improve the readability. No Technical content has been altered.
4
Detailed proposal

***** Start of Change 1 *****
6.6.2
AS UP security activation procedure

Editor's Note: This subclause is currently a placeholder. The content of this subclause is meant to describe how UP security activation is done, including aspects like activation of confidentiality and integrity protection, obtaining security policy, handling conflict between RAN and CN, etc.  The content should be according to agreements recorded as EN under Clause 6. 

AS UP integrity protection and ciphering activation is done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this subclause, see figure 6.6.2-1. 

After receiving PDU session establishment message, the SMF retrieves the security policy as defined in TS 38.413 [34], based on SUPI and other information, such as DNN. The SMF then sends the security policy to the gNB.  

The RRC Connection Reconfiguration Request message sent from the gNB to the UE for UP security activation shall contain an indication for the activation of UP encryption and integrity protection according to the security policy. This message shall be integrity protected using RRC security context that was negotiated and activated as part of the AS security mode command procedure as described in subclause 6.7.4.

Similarly, the RRC Connection Reconfiguration Complete message from UE to gNB shall be integrity protected using the same RRC security context used to protect the RRC Connection Reconfiguration message.

If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message:

· The UE shall, after successfully receiving and verifying the RRC Connection Reconfiguration message, start the UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB.

· The gNB shall, after successfully receiving and verifying the RRC Connection Reconfiguration Complete message, start the UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB.



If UP integrity protection is not enabled for a specific DRB, the gNB and the UE shall not integrity protect the traffic of such DRB.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message:

· The gNB shall, after sending the RRC Connection Reconfiguration message to the UE, start ciphering the downlink UP traffic for such DRB using the UP ciphering key that is derived based on the current KgNB.

· The UE shall, after successfully receiving and verifying the RRC Connection Reconfiguration message from the gNB, start deciphering the downlink UP traffic for such DRB using the UP ciphering key that is derived based on the current KgNB.

· The UE shall, after sending the RRC Connection Reconfiguration Complete message to the gNB, start ciphering the uplink UP traffic for such DRB using the UP ciphering key that is derived based on the current KgNB.

· The gNB shall, after successfully receiving and verifying the RRC Connection Reconfiguration Complete message from the UE, start deciphering the uplink UP traffic for such DRB using the UP ciphering key that is derived based on the current KgNB.






If UP ciphering is not enabled for a specific DRB, the gNB and the UE shall not cipher the traffic of such DRB.
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Figure 6.6.2-1: User Plane security activation
***** End of Change 1 *****
_1575449003.doc


Verify RRC Connection Reconfiguration Request integrity. If successful & integrity & ciphering enabled, start UP integrity protection, UP downlink deciphering, and send RRC Connection Reconfiguration Complete.







If Integrity & Ciphering enabled, Start downlink UP Integrity & ciphering
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