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 BEGIN of CHANGE
 ***
6.12.5
NF discovery with SUCI parameter part

The SUCI as described in Annex XXX 
consists of 2 parts: 

· a concealed SUCI part to protect privacy related data of the subscription identifier and 

· a SUCI parameter part, needed for a NF to discover the home network AUSF and UDM. 

SUCI parameter part may include parameters such as routing information, key identifier, protection scheme as well as other parameters that need to be available such that an AMF can figure out (possibly via NRF discovery) the correct routing destination and further find the correct SIDF for deconcealment of the SUCI within the home operator domain. Routing info known from LTE as MCC and MNC but optional also additional routing tags or the key identifier may be needed to find the correct UDM/SIDF, e.g. for routing to an SIDF co-located with a UDM instance, etc. Whether the operator is using the key identifier or an additional routing tag as the distinguisher for routing the SUCI to a central SIDF, a local SIDF within a UDM, or a UDM instance is up to implementation. 

During registration request, the serving network has only knowledge of the UE's SUCI. Before communication can be established, the serving network needs therefore to discover the NFs in the home network responsible for provisioning the authentication vectors, which is only possible after de-concealment of the SUCI. The AUSF is the entry point for any UDM request, thus NF discovery for AUSF and UDM during registration phase shall be based on the SUCI parameter part. The network may use SUCI parameter part in an implementation specific way.

SUCI de-concealment takes place within UDM and is needed to request the correct UDM instance for the authentication vector, if not direct routing to a UDM instance with co-located SIDF is implemented. Several configurations for UDM and its UDM/UDR instances seem possible, while distinct subscriber sets per UDR instance would be mandated. Note, it is left to the operator how to organize their subscriber databases, but a central SIDF seems sensible from a management perspective in case of privacy key updates. Example deployments are:

· one UDM with one UDR.

· front end UDM which re-directs a AV request to one of the several UDM/UDR instances after de-concealment.

· several UDM/UDR instances with a serving network to route directly a request to a distinct UDM/UDR instance.

· Operator contracted MVNOs that operate their own UDM/UDR instances.

The AMF in the serving network needs to have sufficient information to route the Auth-Info-Req to the correct AUSF/UDM. Thus, SUCI format is designed in above described way allowing different topologies in the operator’s UDM domain. Several options of SIDF deployment seem possible, e.g.

· central SIDF for deconcealment of SUCIs before routing by SUPI to the UDM instance; 

· local SIDFs each co-located to an UDM instance with routing by SUCI paramenter part.

Thus, any solution for NF discovery need to be designed to allow 

· AUSF to ask within Auth-Info-Requ(SUCI) the UDM/SIDF service or

· AUSF to use the SUPI response from UDM/SIDF for requesting Auth-Info-Req(SUPI) or

· UDM to directly forward the Auth-Info-Req with deconcealed SUPI to the correct UDM instance or

· UDM or AUSF to redirect the Auth-Info-Req to a MVNO’s UDM (instance).

This is possible with a flexible SUCI parameter part that the operator can specify by itself.

6.12.6
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. The de-concealment shall take place at the UDM. Access rights to the SIDF shall be defined, such that only a network element of the home network is allowed to request SIDF.
SIDF location is specific to operator implementation. As detailed in clause 6.12.5. it could be for example a central UDM with local UDM instances, each of them handling a distinct set of subscription identifiers. 

If the AUSF needs SUPI out of SUCI, it shall request the NF UDM SIDF service of a UDM or the distinct UDM instance.

Discovery and selection of network functions like AUSF and UDM/SIDF with or without using NRF shall be done according to 3GPP TS 23.502 [8] and shall use SUCI parameter part as input parameter, but not the concealed SUCI part, when SUCI is only known to the visited network. 
 
***
 END of CHANGE
 ***
�Annex needs to be adapted if way forward of seeing SUCI in two parts and handling NF discovery very generic is agreed on as described here





