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1. Overall Description:

SA3 thanks CT1 for the LS in S3-180557 / C1-180761 regarding the CT1's agreement on the PLMN/RAT selection mechanism in the CRs attached in the LS. SA3 discussed this solution, specifically the CR C1-180462, and would like to express our view on it.
In the solution described in the CR C1-180462, the UE sends Authentication Failure message if the UE determines that the currently selected PLMN/access technology is not the highest priority one in the list provided by the HPLMN (as described in step 8b in C1-180462).
SA3 observed that, in this case, it's not possible to distinguish the difference between the normal UE from a malicious UE. In other words, the following 2 scenarios exhibit the exact same behavior:

1. A normal UE which successfully passes the authentication procedure itself but decides to leave the VPLMN/RAT in order to find a higher priority one.

2. A malicious UE failing the authentication procedure.

In light of the above, it is SA3's view that, irrespective of the priority of the currently camped chosen VPLMN, the UE needs to be authenticated by the network before aborting the ongoing registration procedure so that the operators can distinguish/monitor whether the roaming UE is a valid one or not.
2. Actions:

To CT1 group.
ACTION: 

SA3 asks CT1 to consider the above point to do the further work on this topic.

3. Date of Next TSG-SA WG3 Meetings:

SA3#91
16 - 20 April 2018

Belgrade (Serbia)

SA3#91bis
21 – 25 May 2018

La Jolla (US)
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