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1
Decision/action requested

It is requested to discuss and approve the proposed changes.
2
Rationale

This pCR does some corrections in Clause 6.6.2. One example is correcting the text explaining protection of RRC connection reconfiguration and RRC connection reconfiguration complete message. Another example is that the activation of user plane confidentiality and integrity protection have been put together. Because, splitting them as they were, was an unnecessary complication.

The diagram is redrawn (with corrections) in MS Visio, and step-wise descriptions have been added.
MS word comments are added inline to explain the changes. 

3
Detailed proposal

*** BEGIN CHANGES ***
6.6.2
UP security activation 
mechanism

UP integrity protection and ciphering
 activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause. See Figure 6.6.2-1. 

SMF shall send UP security policy to the gNBas defined in Clause 6.6.1. If the gNB cannot fulfil the UP security policy, the gNB shall behave according to Clause 6.6.1.  
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1a. Precondition: 

RRC security is activated, i.e., 

RRC ciphering and RRC integrity 

protection are activated.

1b. RRC Connection Reconfiguration

({UP integrity indication, UP ciphering indication} for each DRB)

2a. Verify RRC Connection Reconfiguration 

integrity. If successful, for each DRB, if UP 

integrity is activated, start uplink UP integrity 

protection and downlink UP integrity 

verification; for each DRB, if UP ciphering is 

activated, start uplink UP ciphering and 

downlink UP deciphering; and send RRC 

Connection Reconfiguration Complete. 

2b. RRC Connection Reconfiguration Complete

1c. For each DRB, if UP integrity is activated, 

start uplink UP integrity verification and 

downlink UP integrity protection.

For each DRB, if UP ciphering is activated, 

start uplink UP deciphering and downlink UP 

ciphering.


Figure 6.6.2-1: User plane (UP) security activation mechanism

1a.
This RRC Connection Reconfiguraiton procedure which is used to add DRBs shall be performed only after RRC security has been activated as part of the AS security mode command procedure defined in Clause 6.7.4.
1b.
The gNB shall send RRC Connection Reconfiguration message to the UE for UP security activation containing indications for activation of UP integrity protection and ciphering for each DRB, according to the UP security policy. 


1c.
If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRBs 
shall start at the gNB
.Similarly, if UP ciphering is activated for  DRBs as indicated in the RRC Connection Reconfiguration message, UP ciphering for such DRBs shall start at the gNB.
2a.
UE shall verify integrity of the RRC Connection Reconfiguration message. If successful,

2a.1
If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRBs shall start at the UE.
2a.2
Similarly, if UP ciphering is activated for DRBs as indicated in the RRC Connection Reconfiguration message, UP ciphering for such DRBs start at the UE.



2.b
If UE successfully verified integrity of the RRC Connection Reconfiguration message, the UE shall 
send RRC Connection Reconfiguration Complete message to the gNB.
If UP integrity protection is not activated for DRBs, the gNB and the UE shall not integrity protect the traffic of such DRBs.

If UP ciphering is not activated for DRBs, the gNB and the UE shall not cipher the traffic of such DRBs.




**** End of Changes ****
The word "�procedure" has a meaning in 3GPP.


RRCreconfig is a procedure. But there is no procedure called UP security activation.


Note that "cihpering" and "encryption" are used in�consistently. Correction has been made by using "cihpering" consistently.


�We should not create ambuiguty by defining stuffs twice.Clause 6.6.1 shall be authoritative and sufficient.


This is not completely correct. �RRC connection reconfiguration shall both be ciphered and integrity protected, for handovers, SRB2, and DRBs. (ref. 36.331 in LTE). Correction has been made as Step 1a.


�Redundant. This is covered by Step 1a. Mind that there will also be harmonization of keys into K_AN or similar.


�Start of activation can happen before 2b. Same comment for all.


�Already covered.


�Redrawn with corrections in Visio and moved up.
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gNB
1a. Precondition: 
RRC security is activated, i.e., RRC ciphering and RRC integrity protection are activated.
1b. RRC Connection Reconfiguration
({UP integrity indication, UP ciphering indication} for each DRB)
2a. Verify RRC Connection Reconfiguration integrity. If successful, for each DRB, if UP integrity is activated, start uplink UP integrity protection and downlink UP integrity verification; for each DRB, if UP ciphering is activated, start uplink UP ciphering and downlink UP deciphering; and send RRC Connection Reconfiguration Complete.
2b. RRC Connection Reconfiguration Complete
1c. For each DRB, if UP integrity is activated, start uplink UP integrity verification and downlink UP integrity protection.
For each DRB, if UP ciphering is activated, start uplink UP deciphering and downlink UP ciphering.
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Verify RRC Connection Reconfiguration Request integrity. If successful & integrity & ciphering enabled, start UP integrity protection, UP downlink deciphering, and send RRC Connection Reconfiguration Complete.







If Integrity & Ciphering enabled, Start downlink UP Integrity & ciphering
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RRC Connection Reconfiguration Request (UP Integrity Indication, UP Ciphering Indication)
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RRC Connection Reconfiguration Complete ()












