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Decision/action requested

This contribution discusses the CT1's current solution of SoR based on the received LS at this meeting. We propose SA3 to consider this from security perspective.
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Rationale

In the CT1#108 meeting (January, 2018), CT1 decided a solution for the Steering of Roaming (SoR) as informed in their LS to SA3 (S3-180557 / C1-180761 [1]). This LS indicates that the solution uses the authentication procedure to provide a list of preferred PLMN/access technology combinations, as agreed in the CR: C1-180462 [2].

Following Figure 1 is a Stage 2 flow diagram quoted from the C1-180462 [2]:
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Figure 1: Procedure for providing list of preferred PLMN/access technology combinations (from C1-180462 [2])
According to the C1-180462 [2], the list of preferred PLMN/access technology is conveyed to the UE in Steps 5 to 7. After checking this list in Step 8, the UE moves to another PLMN/access technology and leave currently camped chosen VPLMN if there is higher priority PLMN/access technology. This is done by the UE sending AUTHENTICATION FAILURE message to the VPLMN AMF.
5)
The HPLMN UDM to the HPLMN AUSF: The HPLMN UDM sends the list of preferred PLMN/access technology combinations in Auth Info-Resp message along with other existing parameters. 

6)
The HPLMN AUSF to the VPLMN AMF: The HPLMN AUSF sends the 5G Authentication Initiation Answer (5G-AIA) message to the VPLMN AMF, which includes the protected list of preferred PLMN/access technology combinations and the AV(s).

7)
The VPLMN AMF to the UE: The VPLMN AMF transparently sends the list of preferred PLMN/access technology combinations and the AV(s) to the UE in the NAS AUTHENTICATION REQUEST message. 

8)
If the UE has successfully authenticated the network(see 3GPP TS 33.501 [19]), after receiving the NAS AUTHENTICATION REQUEST message:

a)
The UE checks the indication included in an AV to determine whether a list of preferred PLMN/access technology combinations was provided by the HPLMN and then performs security check on the received preferred PLMN/access technology combinations.
b)
If the list of preferred PLMN/access technology combinations is received and the check is successful in step  8a, then the UE proceeds as described in subclause 5.2.4.1.3.  If the UE determines that there is a higher priority PLMN than currently camped chosen VPLMN, then the UE shall respond with AUTHENTICATION FAILURE message indicating VPLMN AMF to release the current N1 NAS signalling connection and abort the ongoing registration procedure before performing PLMN selection. If the current chosen PLMN is the highest priority PLMN, the UE shall respond with AUTHENTICATION RESPONSE message and may include a protected acknowledgement IE, if HPLMN requested it. If the indication included in an AV indicates a list of preferred PLMN/access technology combinations was provided by the HPLMN but no list is received; or if the list of preferred PLMN/access technology combinations is received but the security check is not successful in step 8a then the UE shall respond with AUTHENTICATION FAILURE message and proceeds as described in subclause 5.2.4.1.4. 
OBSERVATION 1: It should be noted here that, in step 8, the UE has successfully authenticated the network. However, the network has not authenticated the UE in step 8b if the UE decides to leave the current VPLMN in order to search the higher priority PLMN (e.g. VPLMN-1 in Figure 2).
OBSERVATION 2: The UE returns the AUTHENTICATION FAILURE message despite the UE has successfully authenticated the network.
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Figure 2: Observation on the CT1 solution

This solution, according to C1-180462 [2], has the following security issue: 
1. The operators (e.g. VPLMN-1 and HPLMN-1 in Figure 2) cannot distinguish/monitor whether the roaming UE, who has received the list and decides to leave the VPLMN based on the received priority list, is valid or not. This is simply because the UE never returns the authentication challenge result to the VPLMN AMF.

2. In addition, from the authentication principle perspective, SA3 considers that there is a security concern to provide UE specific information to the UE without it is fully authenticated.
Based on the discussion above, we have the following proposals:
PROPOSAL 1: The UE needs to be authenticated by the network before aborting the ongoing registration procedure so that the operators can distinguish/monitor whether the roaming UE is a valid one or not.
PROPOSAL 2: SA3 sends a LS to CT1 to indicate the above security issue, and ask CT1 to update their solution taking into account of it. (see S3-180754 for draft LS [3])
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Detailed proposal

PROPOSAL 1: The UE needs to be authenticated by the network before aborting the ongoing registration procedure so that the operators can distinguish/monitor whether the roaming UE is a valid one or not.

PROPOSAL 2: SA3 sends a LS to CT1 to indicate the above security issue, and ask CT1 to update their solution taking into account of it. (see S3-180754 for draft LS [3])
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