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1
Decision/action requested

Attached pCR proposes which subscriber identifier is used as input in key derivation with EAP-AKA’. 
2
References

None. 
3
Rationale and proposal 
Annex F has an EN related to which subscriber identity is used in key derivation. It is proposed that SUCI, SUPI or fast re-authentication identity (if supported) is used. 
Editor’s Note: It is FFS which identity is used in key derivation when the UE is re-authenticated without identity request. When the SUCI is sent within the NAS messages, the identity used in key derivation should be SUCI. SUPI could be used with re-authentication without identity request, however, the UE never sends the SUPI to AUSF, and consequently there is a small risk that UE and AUSF have slightly different formats of SUPI, and they fail to calculate identical keys with the key derivation.
4
pCR 

*** FIRST CHANGE *** 

Annex F (normative):
3GPP 5G profile for EAP-AKA’  

F.1 
Introduction 

The present annex describes the 3GPP 5G profile for EAP-AKA’ described in RFC 5448 [12], and RFC 4187 [21]. 

Editor’s note: 
This annex (or a part of it) can be later removed e.g. if RFC 5448 is updated in the IETF and a reference to the new RFC is added. Alternatively, some of the content may be moved to relevant 3GPP stage 3 specification.

F.2 
Subscriber privacy

EAP-AKA’ includes optional support for identity privacy mechanism that protects the privacy against passive eavesdropping. The mechanism is described in RFC 4187 [21] clause 4.1.1.2, and it uses pseudonyms that are delivered from the EAP server to the peer as part of an EAP-AKA exchange. The privacy mechanism described in [21] corresponds to the privacy provided by 5G-GUTI, however, assignment of 5G-GUTI is done outside the EAP framework in 5GS. 

TS 33.501 assumes that the SUCI is sent outside the EAP messages, however, the peer may still receive EAP-Request/Identity or EAP-Request/AKA-Identity messages. Table X.2-1 specifies how the 5G UE shall behave when receiving such requests. 

Table F.2-1: 5G UE behaviour when receiving EAP identity requests 

	REQUEST
	5G UE RESPONSE

	EAP-Request/Identity
	EAP-Response/Identity SUCI1)  

	EAP-Request/AKA-Identity 

AT_PERMANENT_REQ
	EAP-Response/AKA-Client-Error with the error code "unable to process packet" 2)

	EAP-Request/AKA-Identity 
AT_FULLAUTH_REQ
	EAP-Response/AKA-Identity 
AT_IDENTITY=SUCI 3)

	EAP-Request/AKA-Identity 
AT_ANY_ID_REQ
	EAP-Response/AKA-Identity 
AT_IDENTITY=fast re-auth identity OR 

AT_IDENTITY=SUCI 4)


1) 
RFC 3748 [27] allows the peer to respond with abbreviated Identity Response where the peer-name portion of the NAI has been omitted. The 5G UE responds with SUCI where the peer name has been encrypted. 

2) 
RFC 4187 [21] allows the peer to respond with a pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). The 5G UE follows the "conservative" policy that has been described in RFC 4187 [21] clause 4.1.6 (Attacks against Identity Privacy) for the pseudonym based privacy, i.e. the peer shall not reveal its permanent identity. Instead, the peer shall send the EAP-Response/AKA-Client-Error packet with the error code "unable to process packet", and the authentication exchange terminates. The peer assumes that the EAP-Request/AKA-Identity originates from an attacker that impersonates the network, and for this reason refuses to send the cleartext SUPI.

3) 
RFC 4187 [21] allows the peer to respond with a pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). The 5G UE responds with SUCI. 

4) 
RFC 4187 [21] allows the peer to respond with a fast re-authentication identity, pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). If the 5G UE supports fast re-authentication, it responds with the fast re-authentication identity, and if the 5G UE does not support fast re-authentication, it responds with SUCI. 

F.3 
Subscriber identity and key derivation 

EAP-AKA’ uses the subscriber identity (Identity) as an input to the key derivation (e.g. MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)). RFC 4187 [21] clause 7 describes that the Identity is taken from the EAP-Response/Identity or EAP-Response/AKA-Identity AT_IDENTITY attribute sent by the peer. This same principle applies to 5GS when the subscription identifier is sent within the EAP messages. 
When the SUCI is sent within the NAS messages, the Identity used in key derivation shall be SUCI.  

When the fast re-authentication identity (if supported) is sent within the NAS messages, the Identity used in key derivation shall be fast re-authentication identity. 

When the UE is re-authenticated without requesting the subscriber identity, the Identity used in key derivation shall be the SUPI. 

*** END OF CHANGES *** 

