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4.1.8.1 5G AKA over 3gpp/non3gpp access
1
Decision/action requested

The 5G AKA protocol is specifically designed to reduce the extent to which a home network needs to trust a serving network, by giving the home network reliable confirmation that successful authentication really occurred.  The natural time for the home network to reveal SUPI to the serving network is after this confirmation.
2
References

[1]
3GPP TS 33.501, version 0.7.0

3
Rationale
The diagram below is taken from section 6.1.3.2 of [1], and illustrates the 5G AKA protocol:
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA
In the current specification, the AUSF sends the SUPI value to the SEAF as part of the 5G-AIA message, in step 5.

The new features in the 5G AKA design are intended to reduce the extent to which the home network needs to trust the visited network.  The home network no longer has to take on trust the serving network’s claim that a particular subscriber has attached and authenticated; instead, the home network receives explicit, cryptographic confirmation that a successful authentication has occurred.
Given that the 5G AKA protocol has this enhanced security feature, it seems far more natural for the home network (AUSF) to reveal SUPI to the serving network (SEAF) only after it receives that cryptographic confirmation.  This helps to protect against privacy-undermining attacks by misbehaving / unscrupulous roaming partners.  We therefore propose that SUPI should instead be passed from the AUSF to the SEAF as part of the 5G-ACA message (step 13).

Delaying the revealing of SUPI until after successful authentication has no adverse impact on the ability to perform LI (with the obvious caveat that, if the AUSF fails to reveal SUPI when expected, the SEAF may need to drop the connection).

Some of the risks that this change mitigates could be mitigated in another way, by including the Serving Network Identifier as an input to the SUCI calculation.  Indeed, we believe that this would have some security value – although it would add further complexity to the protocol, and would probably also require an increase in the length of SUCI.  Whether or not that change is also made (we do not propose it in this pCR), however, it seems far more natural to us that the serving network should receive SUPI only after it proves that the authentication has happened.
4
Detailed proposal
*************** Start of Change 1 ****************
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

NOTE 1:
5G AKA does not support requesting multiple AVs.

In 5G AKA there are two types of authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced by the HXRES* and the KSEAF in the 5G AV.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA
The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For the 5G authentication vector requested, the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV with th Authentication Management Field (AMF) separation bit set as defined in TS 33.102 [9], deriving as per Annex A.2, and XRES* as per Annex A.4, and finally, creating the 5G HE AV from RAND, AUTN, XRES*, and KAUSF.
2.
The UDM/ARPF shall then return the 5G HE AVs to the AUSF in an authentication information response (Auth Info-Resp). 

3.
The AUSF may store the XRES* temporarily until itexpires. The AUSF may store the KAUSF.
4.
The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* according to Normative Annex A.5 5 and KSEAF from KAUSF according to Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV.

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.

5.
The AUSF shall then return one 5GAV (RAND, AUTN, HXRES*, KSEAF) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). The AUSF shall include an expiry time after which the SEAF shall not use the authentication vector for an authentication run.


NOTE 2:
The VPLMN is not required to wait for the AV to expire before requesting a new AV.
Editor's Note: The minimal expiry time of an AV needs to be standardised so that the serving network has time to run authentication.
Editor's Note: The flows needs to be updated to match SBA names and request/response style
6.
The SEAF shall verify that the expiry time specified by the AUSF has not yet expired. In case the timer has expired the SEAF shall request a new AVs. 
7.
In case the timer has not yet expired, the SEAF shall send RAND, AUTN to the UE in a NAS message Auth-Req. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful.  

8.
The USIM shall return RES, CK, IK to the ME. The ME then shall compute RES* from RES according to Annex A.#4. The UE shall calculate KSEAF from KAUSF according to Annex A.6.
9.
The UE shall return RES* to the SEAF in a NAS message Auth-Resp. 

10.
The SEAF shall then compute HRES* from RES* according to Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF shall reject the authentication. 

11.
The SEAF shall send RES*, as received from the UE, in a 5G Authentication Confirmation (5G-AC) message (containing the SUCI and the serving network name) to the AUSF.

12.
When the AUSF receives the 5G-AC message it may verify whether the AV has expired. If the AV has expired the AUSF may consider the confirmation unsuccessful. AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the confirmation message as successfully verified. 

13.
The AUSF shall indicate in the Authentication Confirmation Answer (5G-ACA) whether the confirmation was successful or not. In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), and if the confirmation was successful, then the AUSF shall also include the SUPI in 5G-ACA.
Editor’s Note: Treatment of missing 5G-ACA and treatment of 5G-ACA indicating an error is FFS. 

Editor’s Note: How SEAF informs UE and other network functions of 5G-ACA errors is FFS

If the authentication was successful, the key KSEAF received in 5G AV shall become the anchor key in the sense of the key hierarchy in subclause 6.2 of the present document. Then the SEAF provides the ngKSI and the KAMF to the AMF. Note: if a SUCI was used for this authentication, then the SEAF shall only provide ngKSI and KAMF to the AMF after it receives the 5G-ACA message containing SUPI; no communication services will be provided to the UE until the SUPI is known to the serving network.
The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in subclause 6.1.4 of the present document. 

Editor's Note: It is FFS whether the RES* could optionally be computed on the USIM.

*************** End of Change 1 ****************
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