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1
Decision/action requested

It is proposed that SA3 approves the modifications.
2
References

 [1]
3GPP TS 33.501 v0.7.0

3
Rationale

The key KAMF is used for deriving multiple sub-keys. In Section A.9 of TS 33.501 we have the following editor’s note: 
“Editor's Note: Whether different FC values or other parameters are used to distinguish the generation of KgNB and KNWI3F is FFS.”

To provide cryptographic separation different inputs should bee used when deriving keys for different purposes. Here, this can be achieved either using separate FC values, or by adding another input parameter. 
This document proposes a solution where the same FC value is used for keys at the same layer in the key hierarchy. The addition of a second parameter is used achieve cryptographic separation.

This aligns with the selected method for key derivation from KgNB and KAMF (specified in Section A.8 in of TS 33.501), where the use of the Algorithm type distinguishers provide different input values for the derivation of different keys from the same key and FC value. 

The addition of a new parameter has the advantage that only one FC value needs to be allocated. Although there is no real risk of running out of values, this approach is future proof. 
A short summary of the changes below

· Section A.9 is changed to address the derivation of both keys KgNB and KN3IWF
· This makes the Section A.11 redundant (Note that there are currently two sections with numbering A.11- this document refers to the section entitled “KN3IWF derivation function”.)

· An additional input parameter is added in section A.9 to provide cryptographic separation between the two derived key types.
4
Detailed proposal

*** FIRST CHANGE *** 

A.9
KgNB and KN3IWF derivation function

When deriving a KgNB and KN3IWF from KAMF and the uplink NAS COUNT in the UE and the AMF the following parameters shall be used to form the input S to the KDF. 

-
FC = 0x??

-
P0 = Uplink NAS COUNT

-
L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

- 
P1 = Access type distinguisher
-
L1 = length of Access type distiguisher (i.e. 0x00 0x01)

The values for the access type distinguisher are defined in table A.9-1. The values 0x00 and 0x03 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

The access type distinguisher shall be set to the value for 3GPP (0x01) when deriving KgNB. The access type distinguisher shall be set to the value for Non 3GPP (0x02) when deriving KN3IWF.  

Table A.9-1: Access type distinguishers
	Access type distinguisher
	Value

	3GPP access
	0x01

	Non 3GPP access
	0x02


The input key shall be the 256-bit KAMF.

This function is applied when cryptographically protected 5G radio bearers are established and when a key change on-the-fly is performed.


Editor's Note: The FC value shall be chosen among the un-used FC values allocated for 5G. Any value in the reserved range can be used, if it is not used for any other key derivations.

*** END OF FIRST CHANGE *** 

*** 2nd CHANGE *** 
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*** END OF 2nd CHANGE *** 

