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3
Rationale

SA3 has added the SEPP but has not considered the trust model of inter-PLMN authorization. As the SEPP is a single entity with control over all inter-PLMN communication we have two options for inter-PLMN authorization. The first option is to authorize requests statically based on the identity of the requesting network. The second option is to use a token-based solution where inter-PLMN requests contain an authorization token issued by the target PLMN. This token is then used by the target PLMN to authorize requests from NFs in the source PLMN.
3.1
Static authorization based on network identity
As part of the design of N32 security, SA3 is also designing a security solution for inter-PLMN communication that allows the SEPP to verify the identity of the source PLMN. Further, SA3 has also decided that all inter-PLMN signalling passes through the SEPP. This makes the SEPP the central entity in control of all incoming and outgoing inter-PLMN control plane signalling. As the SEPP is a central node with knowledge of all requests and it also has the ability to identify which PLMN a request came from, SA3 could opt for an authorization solution that is implemented in the SEPP and based on the identity of the roaming partner and on the kind of service that is requested.
However, authorization only based on the identity of the roaming partner and on the kind of service may not be sufficient. It may also be desirable to base the authorization on UE or subscription level information. 

To this end, the SEPP could keep an internal state for each roaming partner. The state could for example contain information on previous UE authentications, previous inter-PLMN requests and information on the trust level of the other PLMN. When a request is received by the SEPP, the SEPP consults the internal state to determine whether this specific request should be authorized or not. 
However, keeping state in the SEPP related to authorization is not optimal. For example, if the SEPP keeps track of successful UE authentications, then there is no way for it to know when information on a successful authentication can be removed as it does not know when the UE was last seen in the visited network. Further, authorization depending on UE authentication might time out, how does the SEPP reject a request in a way that allows the VN to know that a re-authentication of the UE is nessecary? 
Also, while the SEPP is a centralized entity in the 3GPP specifications, it is unlikely to be a centralized entity in the actual deployments. Instead it is more likely to have a SEPP consisting of multiple smaller instances distributed over several nodes.  Having to share a state between all SEPP instances is cumbersome and prone to unessecary overhead. 

Hence, just as for intra-PLMN authorization, static authorization seems to be inflexible and cumbersome for inter-PLMN authorization.

3.2
Authorization tokens inter-PLMN
Just as for authorization within a PLMN, a token-based solution seems preferable also for use between PLMNs. While a token-based solution might seem to require more work from SA3 than a static solution, it is unclear whether this is the case after considering all the corner cases of static authorization. We also note that with a token-based solution it is expected that the result would be more flexible and allow easier implementation of fine-grained access control of inter-PLMN requests.
Using the same authorization token solution within a PLMN and between PLMNs allows both NF consumers and NF providers to behave the same way independent of whether roaming is involved or not. Further it could allow the SEPP to offload some of the authorization work to the endpoint NF or other entities. 
If an NF Provider trusts tokens issued by other PLMNs this results in an unclear trust model and limits the evolution of token solutions within PLMNs. Instead we suggest that the NF Provider only trusts tokens issued by its local authorization server. This would require the NF Consumer to receive the authorization token from the remote authorization server. In Figure 1 we show the flow expected.
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Figure 1. Inter PLMN token request
The possible granularity of the authorization with this solution is per PLMN, per service or per subscription. However, due to topology hiding, a PLMN might not want to differ between different instances of the same service in another PLMN. 

Note that the SAF to SAF authorization in Step 3 of Figure 1 can not rely on a token based-solution. This however is not an issue introduced by the addition of the SAF, also the NRF to NRF authorization would require a non-token solution. Whether the non-token solution would rely on the existing SEPP-SEPP PLMN authentication or if SAF to SAF perform their own authentication is FFS.
3.3
Proposed way forward

Given the discussion above, we claim that an inter-PLMN token solution would be both achievable and preferable. Below, we propose a pCR to TS 33.501 that captures the agreement that a token-based solution for inter-PLMN authorization shall be adapted in Phase 1. As long as the agreement is made at SA3#90bis, the details could be added at later meetings. 
To avoid theft of tokens sent over the interconnect, we also add authorization tokens to the list of attributes that shall be confidentiality protected over N32.

4
Detailed proposal

**** Begin Change ****

9.1.3.3
Protection at the application layer

Integrity protection shall apply to all attributes transferred over the N32 interface.

The following attributes shall be confidentiality protected when being sent over the N32 interface:

-
Authentication Vectors

-
Cryptographic material

-
Location data, e.g. Cell ID and Physical Cell ID
-
Authorization tokens
The following attributes should additionally be confidentiality protected when being sent over the N32 interface:

-
SUPI

Editor's Note: Solutions in this subclause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.   

Editor's Note: This subclause is to include solutions satisfying the requirements on e2e security in clause 5.7. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
9.1.3.4.3
Authorization of NF service access

Editor’s Note: This content addresses the authorization of NF service access.
Editor’s Note: It is agreed that a token-based solution will be used for inter-PLMN authorization. A NF Consumer always requests tokens from the authorization server in its the local PLMN, which in turn requests tokens from the authorization server in the other PLMN. A NF Producer only accepts tokens from the authorization server in its local PLMN.
**** End Change ****
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