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Decision/action requested

Approve change proposal to living document S3-180352
2
References

 [1]
S3-180352, "Living document: Security of Service Based Architecture of 5G phase 1"
3
Rationale
At SA3#90, SA3 approved a prioritization list of IPX related security work for Phase 1 that was added to the living document [1] (clause 4.1.1). Task 6 is "Key distribution and management aspects". 
In this contribution, we propose the following: 
Proposal: For SEPP-SEPP communication on N32: Distribution and management of root keys and possibly certificates for SEPPs as well as any necessary PKI is out of scope for 3GPP.

The short timeframe for the standardization of N32 security makes it necessary to focus on the most essential topics. There should be clear agreement on which these topics are, in order to avoid unnecessary work. We believe that the distribution and management of root keys and certificates for the SEPP is not one of the most essential topics for 3GPP SA3. First, N32 security can be defined while leaving the root key distribution out of scope for the moment. Furthermore, GSMA would be a more suitable organization to provide requirements for this topic. GSMA DESS has indeed already started discussing a possible PKI for N32.
4
Proposal
Change proposal to living document S3-180352
***BEGIN CHANGES***
4.1.1
Prioritization of IPX related security work for Phase 1

SA3 has come to an agreement that the following tasks are necessary to implement for Phase 1.
Task 1: 
Define SEPP and its functionality

Task 2:
Define a mechanism/protocol allowing SEPPs to protect application layer information on the N32 interface.

Task 3:
Identifying all IEs that require e2e protection 

a. Integrity protect ALL IEs e2e. This would eliminate the need to identify and categorize IEs in phase 1. 

NOTE: The implication of this is that in phase 1 there is no support for intermediate nodes in IPX network to manipulate IEs that are in transit. 

b. Confidentiality protection is mandated ONLY for Authentication vector IEs, cryptographic material, Location Data (e.g. Cell ID and Physical Cell ID). In addition, SUPI may be confidentiality protected.
Task 4:
Come up with a protection scheme that will provide e2e confidentiality protection for AVs and e2e integrity protection, replay protection for ALL information transferred on N32.
Task 5:
Determination of where to implement e2e security – in SEPP or in individual NFs

NOTE: There was agreement at the call that e2e security shall be implemented in SEPP
Task 6:
Key distribution and management aspects. 
For SEPP to SEPP communication on N32: Distribution and management of root keys and possibly certificates for SEPPs as well as any necessary PKI is out of scope for 3GPP. 
NOTE:  SA3 has also discussed that TLS may be used in Phase 1 as a security solution between SEPPs, in case  any of the above identified tasks cannot be completed in Phase 1.
***END CHANGES***
