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1	Decision/action requested
This contribution proposes to specify a security capability negotiation mechanisn between the SEPPs. Such negotiation mechanism allows to introduce new security mechanisms between the SEPPs without bidding down problems. Especially, this would enable introducing a stepwise approach for N32 protection so that a “partial” security solution between the SEPPs can be designed in Rel-15 and a “full” solution in Rel-16. 
2	References
[1]	TS 33.501 v 0.7.0
[2]	S3-173407, LS from GSMA to SA3
3	Rationale
3.1	Need for SEPP to SEPP security capability negotiation
The completion deadline of Rel-15 is getting closer and one of the biggest open issues is SBA security, and especially how to solve the security between SEPPs over N32 reference point. On one hand, end to end security between the SEPPs is needed to overcome the security vulnerabilities of current SS7 and Diameter based networks, which use hop-by-hop security. On the other hand, the requirements received from GSMA (LS S3-173407) indicate that IPX entities between the SEPPs need to be able to see and modify specific attributes. 
These partly contradicting requirements point to an application layer security solution where some attributes (JSON elements) would be protected end to end between the SEPPS and some other JSON elements would be visible and modifiable by the IPX entities. Such an application layer solution can become quite complex and will be challenging to complete in Rel-15, even if an extension would be requested for the SBA security work.
There have been proposals, e.g. in the SA3 conference calls, to have a step-wise approach, where a partial SBA security solution would be specified in Rel-15, and then a full SBA security solution in Rel-16. The problem with such step-wise approach is that once a partial security solution is deployed in Rel-15, it will be very difficult if not impossible to migrate to a full security solution in the network in Rel-16 (or later) without bidding down problems since an attacker could always pretend to be a Rel-15 entity and therefore avoid using the full security solution. 
There have also been proposals to specify end to end TLS between the SEPPs in Rel-15 and specify an application layer solution in Rel-16. Taking such approach would not fulfil the requirements indicated by GSMA for IPX and could lead to that TLS might not be used in practice at all or only in a hop-by-hop manner. 
Proposal: Based on the above analysis we propose to specify an integrity protected security capability negotiation between the SEPPs. 
Such negotiation would enable the SEPPs to agree on the (most secure) security mechanism to be used which both SEPPs support and would avoid bidding down problems. This would allow a step-wise approach for SBA security solution(s) between Rel-15 and Rel-16, and it would also allow further security enhancements in the future. Additionally, it would allow also other than security related information to be negotiated and exchanged between the SEPPs. 
Proposal: Therefore, such integrity protected security capability negotiation should be specified regardless if a step-wise approach is used between Rel-15 and Rel-16 or not. Actually, the negotiation mechanism could be regarded as the minimum security functionality between SEPPs in Rel-15. 
Proposal: Having an integrity protected security capability negotiation between the SEPPs requires also mutual authentication and key agreement between the SEPPs to be specified. 
3.2	SEPP to SEPP security capability negotiation
According to the current draft TS 33.501: “All network functions shall support TLS. Network functions shall support both server-side and client-side certificates for authentication between each-other. If TLS is used for service based interfaces, all network functions shall use both server-side certificates and client-side certificates for authentication. “
Therefore, TLS with server-side and client-side certificates would also be a natural solution for mutual authentication of SEPPs and for providing integrity protection of the SEPP to SEPP security capability negotiation. 
Proposal: It is proposed to use TLS for protection of the security capability negotiation.
It should be noted that SEPP to SEPP security capability negotiation is a separate functionality than the functionality when NF related signalling is protected between the SEPPs. Therefore, using TLS between the SEPPs for security capability negotiation should not have any impact on which mechanism, e.g. TLS or application layer solution or any other solution, is used for protecting NF related signalling between the SEPPs. 
After the TLS connection has been established the SEPPs can initiate the security capability negotiation. One of the SEPPs, initiating SEPP, initiates the security capability negotiation by sending its supported security capabilities in priority order to the other SEPP, the responding SEPP. The responding SEPP compares the received security capabilities to its own supported security capabilities and selects a security capability which both initiating SEPP and responding SEPP support. The responding SEPP then sends the selected security capability to the initiating SEPP. The selected security capability is then taken into use between the SEPPs. An example of a security capability is a security mechanism used for protecting the NF related signalling between the SEPPs. For example, if different solutions are defined for protecting the NF related signalling between the SEPPs for Rel-15 and Rel-16, Rel-15 solution would be used as long as one of the SEPPs supports only the Rel-15 solution. However, the SEPPs can start to use Rel-16 solution as soon as they both support it. 
The pCR below implements the solution in draft TS 33.501. It is proposed to approve the pCR to be included in the draft TS. 
4	pCR

[bookmark: _Toc505803122]9.1.3.X	Security capability negotiation between SEPPs
The security capability negotiation allows the SEPPs to negotiate which security mechanism to use for protecting NF service related signalling over N32. There shall be an agreed security mechanism between a pair of SEPPs before conveying NF service related signalling over N32
When a SEPP notices that it does not have an agreed security mechanism for N32 protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP in order to determine, which security mechanism to use for protecting NF service related signalling over N32. 
A mutually authenticated TLS connection as defined in clause 9.1.3.2 shall be used for protecting security capability negotiation over N32. The TLS connection shall provide integrity, confidentiality and replay protection. 
 





Figure 9.1.3-X Security capability negotiation

0.	TLS connection is established. 
1.	The SEPP which initiated the TLS connection sends a Registration Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32 (see table 9.3.1.X-1). The security mechanisms are ordered in initiating SEPP’s priority order.  
2.	The responding SEPP compares the received security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both initiating SEPP and responding SEPP. 
3.	The responding SEPP sends a Registration Response message to initiating SEPP including selected security mechanism for protecting the NF service related signalling over N32. 
4.	The TLS connection may be released after security capability negotiation is completed.
Editor’s Note: The exact message names are FFS. 

Table 9.3.1.X-1: NF service related signalling traffic protection mechanisms over N32
	N32 protection mechanism
	Description

	Mechanism 1
	Mechanism defined for Rel-15 as specified in clause xx

	Mechanism n 
	Reserved



NOTE:	New security mechanisms can be added e.g. in further releases. 


image1.emf
SEPP

SEPP

1. Registration Request

(Supported security mechanisms)

3. Registration Response

(Selected security mechanism)

2. Select security 

mechanism

0. TLS connection

4. TLS connection release


Microsoft_Visio_2003-2010_Drawing.vsd
SEPP


SEPP


0. TLS connection


1. Registration Request
(Supported security mechanisms)



3. Registration Response
(Selected security mechanism)


2. Select security mechanism


4. TLS connection release



