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1
Decision/action requested

Endorse the Detailed proposal below
2
References

[1]
3GPP TS 33.501
3
Rationale

TS 33.501 [1] contains the following Editor’s Note on idle mode mobility from EPS to 5GS.
Editor’s Note: It is FFS whether integrity protection of the RR message in the text below would be required and if yes done using the mapped context.

Two solutions were proposed to solve the issue.

· Solution (A): Not protecting the Registration Request message.
· Solution (B): Using the mapped 5G security context.

For Solution (B), the issue is the selection of the NAS algorithm to be used with the mapped 5G keys. For Solution (B), a predefined table for security algorithm mapping is required. So that the UE can determine which integrity algorithm to use for the protection of the Registration Request. On this feature, it was earlier pointed out that the use of predefined mapping table would require continuous standard updates, should new algorithms be introduced for LTE or NR. 

Solution (A) is more in line with the legacy behaviour during idle mode mobility from UTRAN to E-UTRAN. Furthermore, the HASH mechanism described in clause 6.7.2 of TS 33.501 [1] would provide the necessary protection, should a NAS SMC be performed during the Registration procedure with the AMF. 

4
Detailed proposal

We propose to to endorse Solution (A) for the resolution of the Editor’s Note on protection of RR message using mapped security context.
