3GPP TSG SA WG3 (Security) Meeting #90Bis
S3-180701
26 February - 2 March 2018, San Diego (US)
revision of S3-18xabc
Source:
Ericsson
Title:
Agreement for EN on KASME generation in idle mode mobility from 5GS to EPS 
Document for:
Endorsement
Agenda Item:
4.1.10.2
1
Decision/action requested

Endorse the Detailed Proposal below
2
References

[1]
3GPP TS 33.501
3
Rationale

TS 33.501 [1] contains the following Editor’s Note on idle mode mobility from 5GS to EPS.
Editor’s Note: Generation of a mapped KASME key in AMF is FFS.

Two solutions were proposed to solve the issue.

· Solution (A): Deriving the KASME using the uplink NAS COUNT
· Solution (B): Deriving the KASME using other parameters than the uplink NAS COUNT.

Solution (A) is based on the legacy mechanism in idle mode mobility from E-UTRAN to UTRAN. In addition, Solution (A) fits better with the current definition of the 5G NAS security context that has almost the same parameters as the EPS security context. 

4
Detailed proposal

We propose to endorse Solution (A) for the resolution of the Editor’s Note on the protection on the generation of the mapped KASME.
