3GPP TSG SA WG3 (Security) Meeting #90Bis
S3-180699
26 February - 2 March 2018, San Diego (US)


Source:
Ericsson
Title:
New key for IPSec in non-3GPP access
Document for:
Approval

Agenda Item:
4.1.11.1 (non-3GPP access)
1
Decision/action requested

A new key is introduced in the key hierarchy for non-3GPP access. It is suggested that the chages are approved for the standard.

2
References

 [1]
3GPP TS 33.501 v0.7.0
3
Rationale

As a result of a successful authentication process for non-3GPP Access, a key KN3IWF is derived. The key is shared between the UE and te N3IWF (provided from the AMF). The authentication procedure is described in clause 7.2.1. of [1].

The key KN3IWF is used for for multiple purposes:

· In order to verify that the UE and N3IWF share the same key, KN3IWF, the UE should use the key to create the EAP-Res in step 9a of Figure 7.2.1-1 in [1]. However, EAP-5G messages are not yet defined in 24.502. 
· KN3IWF is used for deriving keys for IP Sec (step 10 in Figure 7.2.1-1 in [1]).
The key KN3IWF is the result of the authentication process on the NAS layer, is handed to the EAP-5G layer.  According to [1], The EAP-5G layer passes the key to the lower IKEv2 layer without modification. The passed key material is not bound to the outer authentication process layer (EAP-5G) in any way even though EAP-5G is a “key producing” EAP process from IKEv2 layer point of view.
Using one key for multiple purposes in different protocol layers is not recommended. To achieve cryptographic separation and to bind a key to its immediate upper layer, this document proposes the following:

· Derive a second key from KN3IWF, called KN3IPSec to be used as the master key for further derivations in the IPSec layer.

· Bind the key KN3IPSec to the upper EAP-5G layer by using the string “EAP-5G” as input to the key derivation.

Summary of changes:

· Addition of a new step 9c in clause 7.2.1 for derivation of the key KN3IPSec
· Details of key derviation parameters for KN3IPSec in a new clause A.x
4
Detailed proposal

*** FIRST CHANGE *** 

7.2.1
Authentication for Untrusted non-3GPP Access

This clause specifies how a UE is authenticated to 5G network via an untrusted non-3GPP access network. It uses a vendor-specific EAP method called "EAP-5G", utilizing the "Expanded" EAP type and the existing 3GPP Vendor-Id, registered with IANA under the SMI Private Enterprise Code registry. The "EAP-5G" method is used between the UE and the N3IWF and is utilized for encapsulating NAS messages. If the UE needs to be authenticated by the 3GPP home network, any of the authentication methods as described in clause 6.1.3 can be used. The method is executed between the UE and AUSF as shown below. 

When possible, the UE shall be authenticated by reusing the existing UE NAS security context in AMF.


[image: image1.emf]N3IWF AMF AUSF

2. IKE_SA_INIT

UE

Untrusted 

non-3GPP

Access Network

4. IKE_AUTH Res (EAP-Req/5G-Start)

5. IKE_AUTH Req (EAP-Res/5G-NAS/

AN-Params [S-NSSAI,...],

NAS-PDU (Registration Request))

6b. N2 msg 

(Registration Request)

3. IKE_AUTH Req (UE Id, without AUTH)

6a. AMF Selection

8. N2 msg 

(N3IWF key,

SMC, [EAP-Success])

10. IKE_AUTH (with AUTH)

8. IKE_AUTH Res (EAP-Req/5G-NAS/

NAS-PDU (SMC, [EAP-Success]))

The IPsec SA is established

1b. UE selects an N3IWF and obtains its IP 

address

1a. UE connects to untrusted non-3GPP access 

network and is allocated an IP address

9b. IKE_AUTH Res (EAP-Success)

9a. IKE_AUTH Req (EAP-Res/5G-Complete)

11. [NAS over IPsec] SMC Complete

11. N2 msg 

(SMC Complete)

7. Authentication as described in clause 6.1.3


Figure 7.2.1-1: Authentication for untrusted non-3GPP access
1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP. When the UE decides to attach to 5GC network, the UE selects an N3IWF in a 5G PLMN, as described in TS 23.501 [2] clause 6.3.6.

2.
The UE proceeds with the establishment of an IPsec Security Association (SA) with the selected N3IWF by initiating an IKE initial exchange according to RFC 7296 [25]. After step 2 all subsequent IKE messages are encrypted and integrity protected by using the IKE SA established in this step.

3.
The UE shall initiate an IKE_AUTH exchange by sending an IKE_AUTH request message. The AUTH payload is not included in the IKE_AUTH request message, which indicates that the IKE_AUTH exchange shall use EAP signalling (in this case EAP-5G signalling). The UE shall set the UE Id field in this message equal to any random number. The UE shall not use its GUTI/SUCI/SUPI as the Id in this step. 

4.
The N3IWF responds with an IKE_AUTH response message which includes an EAP-Request/5G-Start packet. The EAP-Request/5G-Start packet informs the UE to initiate an EAP-5G session, i.e. to start sending NAS messages encapsulated within EAP-5G packets.

5.
The UE shall send an IKE_AUTH request which includes an EAP-Response/5G-NAS packet that contains a Registration Request message containing UE security capabilities and the SUCI. The N3IWF shall refrain from sending an EAP-Identity request. The UE may ignore an EAP Identity request or respond with the SUCI it sent in the Registration Request.

NOTE 1: 
The N3IWF does not send an EAP-Identity request because the UE includes its identity in the IKE_AUTH request in message 5. This is in line with RFC 7296 [25], clause 3.16. 

6.
The N3IWF shall select an AMF as specified in TS 23.501 [2], clause 6.5.3. The N3IWF forwards the Registration Request received from the UE to the AMF.

7.
If the AMF decides to authenticate the UE, it shall use one of the methods from clause 6.1.3. In this case, the AMF shall send a key request to the AUSF. The AUSF may initiate an authentication procedure as specified in clause 6.1.3. Between AMF and UE, the authentication packets are encapsulated within NAS authentication messages and the NAS authentication messages are encapsulated within EAP-5G/5G-NAS packets. 

In the final authentication message from the home network, the AUSF shall send the anchor key KSEAF derived from KAUSF to the SEAF. The SEAF shall derive the KAMF from KSEAF and send it to the AMF which is used by the AMF to derive NAS security keys and a security key for N3IWF (KN3IWF). If EAP-AKA’ is used for authentication as described in 6.1.3.1, then the AUSF shall include the EAP-Success. The UE also derives the anchor key KSEAF and from that key it derives the KAMF followed by NAS security keys and the security key for N3IWF (KN3IWF). The N3IWF key is used by the UE and N3IWF for establishing the IPsec Security Association (in step 11). 

8.
The AMF shall send a Security Mode Command (SMC) to the UE in order to activate NAS security. This message is first sent to N3IWF (within an N2 message) together with the N3IWF key (KN3IWF). If EAP-AKA’ is used for authentication, the AMF shall encapsulate the EAP-Success received from AUSF within the SMC message. 

9a.
The UE completes the authentication (if initiated in step 7) and creates a NAS security context and an N3IWF key KN3IWF. After the N3IWF key KN3IWF is created in the UE, the UE shall request the completion of the EAP-5G session by sending an EAP-Response/5G-Complete packet. 
9b. This triggers the N3IWF to send an EAP-Success to UE, assuming the N3IWF has also received the N3IWF key from AMF. After sending an EAP-Success to UE, the EAP-5G layer in N3IWF derives KN3IPSec as described in Annex A.xx, and sends the derived key to the IKEv2 layer. This completes the EAP-5G session and no further EAP-5G packets are exchanged. If the N3IWF has not received the N3IWF key from AMF, the N3IWF shall respond with an EAP-Failure.
9c.
After receiving an EAP-Success packet, the UE derives KN3IPSec and forwards it to the IKEv2 layer.
10.
The IPsec SA is established between the UE and N3IWF by using the common key KN3IPSec that was received from the EAP-5G layer in step 9 as master key for further key derivations according to IPSec.

11.
The UE shall send the SMC Complete message over the established IPsec SA. 

Editor’s Note: The NAS SMC exchange needs to be aligned between 3GPP and N3GPP call flows.

*** END OF FIRST CHANGE *** 
*** SECOND CHANGE *** 
A.xx
KN3IPSec derivation function

When deriving a KN3IPSec from KN3IWF in the UE and the N3IWF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??

-
P0 = "EAP-5G" (i.e. 0x45 0x41 0x50 0x2d 0x35 0x47)
-
L0 = length of P0 (i.e., 0x00 0x06)
The input key shall be the 256-bit KN3IWF.

Editor’s Note: The selected FC value shall be separate from any other FC value used for key derivation. 

*** END OF SECOND CHANGE *** 
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