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1
Decision/action requested

This contribution contains the agreed agenda and notes for the SA3 conference call on SBA/N32 security.
2
Meeting information
Topic: SBA/N32 security

Date and time: Tuesday, February 6th 14:00 CET to 15:45 CET
Chair: Hans Christian Rudolph (Deutsche Telekom AG) chairs the call and takes notes.

3
Agenda and notes
Two input documents have been provided for the call, one by NOKIA and one by KPN. It is proposed to present and discuss each of them separately in the order they are listed in the table below. Informal agreements, if any, are to be captured in the conclusion clause.

	Discussion item
	Notes

	Opening
	

	Nokia discussion document:  Prioritization of SBA Security work
	Proposal 1

- DT: add “authorization” to NF-NRF registration procedure

- E///: has been captured in part of the TS, but not visible throughout

Proposal 2

- BT: Does it mean that GRX roaming brokers would need to implement SEPP? Do they have to break TLS in any way? We cannot have E2E encryption all the way from SEPP to SEPP.

- NOKIA: Only integrity protection for Phase 1, IPX providers would still be able to read IEs

- BT: Signal to GSMA that SA3 will not be able to meet all guideline requirements in Phase 1.

- KPN: This would be acceptable for our IPX provider in Phase 1.

- DT: Are you proposing SEPPs to be run by an IPX provider?

- KPN: Yes, this might be a valid use case, esp. for smaller operators.

- DT: Comprehensive solution on application layer strongly preferred. Possible impact on other 3GPP groups due to exception sheet should be identified.

TLS, much like IPsec, will not be used in practice. Would never allow to alter IEs in transit. On application layer, security could be detached from functionality an thus, modifications and their handling are up to operators in order to not rule out intermediaries in message flow.

- TIM: Agree with DT.

- HUAWEI: Requirements to CT3/CT4 (S3-180389) still valid in Rel-16?

- NOKIA: Yes.

	KPN discussion document: Proposal for using HTTPS end-to-end and consuming mediation services
	- DT: This would triple the number of messages in interconnect signaling. Logic required for this to work is quite complex. Also, this is different from the final solution we imaged. SEPP would have to keep track of all the information flows towards IPX providers.

- BT: Where does HTTPS terminate within the IPX services provider (Action 1)?

- KPN: MNO A would protect information by not exposing it to the Mediation service. Action 1 & 2 provide the controls about what an operator actually wants to share with its IPX provider.

- KPN: Whether additional signaling messages are worth the added security is FFS.

- BT: Trust of MNO A in MNO B and its network elements is questionable.

- China Mobile: Could IPX B alter messages between SEPP A and SEPP B?

- KPN: No, end-to-end tunnel between SEPPs. Re-writing error cases for interoperability could happen when SEPP B forwards the received message once again.

- China Mobile: Might not be possible after received from SEPP B. Some modifications might be necessary in transit.

- NOKIA: Does this scheme allow to selectively choose shared IEs?

- KPN: Yes, that would depend on what SEPP A signals in Action 1 and SEPP B in Action 1.

- NOKIA: Is this a typical scenario in the IPX world, where only two IPX providers need to touch the message?

- KPN: Yes, that’s a GSMA requirement.

- NOKIA: Would MNO A fully trust IPX A?

- KPN: Possibly. If operator decides to fully trust IPX A one could do hop-by-hop security towards this IPX.

- BT: Disadvantage is that all sensitive messages are part of one stream. Possible race condition with those complicated message flows?

- KPN: Action 1 would already protect the attributes one does not want to share. No race condition since messages are subsequent and state is kept within the SEPP.

- E///: How could SA3 agree on this scheme, but not on a pure application layer solution in Phase 1?

- TIM: Questioned number of signaling messages needed, seems overly complex. More time to further study this in SA3 and to identify possible problems is needed.

- BT: Worth giving it to CT4 as interim solution, because it doesn’t rule out all the use cases of an IPX.

- DT: For what percentage of possible business cases does this model allow?

- BT: At least it doesn’t rule out everything. Not as strong as current assumption (E2E TLS).

- KPN: Difference is that operators are in control of security measures, as opposed to leaving everything to IPX providers. Action 2 can be everything, e.g. encryption, integrity protection, etc.

- NOKIA: However, concerns regarding the time to specify solution still apply.

This seems like an alternative to application layer security. Additional measures needed in this case at all?

- DT: With final solution, one would reduce the number of messages and would not need to keep state in the SEPP. If this fits for other IPX use cases as well is FFS.

	Discussion: Possible exception sheet due to SBA security
	- NOKIA: Prefer not to have exception sheet, comments from IPX providers needed.

- DT: Not asking for exception is like giving up the whole topic completely in Rel-15 in face of CT3/CT4 requirements. 

- NTT DOCOMO: Agree with DT, SA3 has only one shot on getting this right. Otherwise, compatibility issues between Rel-15 and Rel-16. Needs to be flagged up at plenary level. How much of the fraud cases does SA3 expect to get rid of with this solution?

- KPN: Support DT and DTT DOCOMO, regarding careful analysis of what needs to be protected.

- NOKIA: If we ask for more time, let’s make sure to specify a complete solution rather than a compromise.

- The group seemed to agree on this
- NOKIA: If SA3 takes three months exception, it might still fit in Rel-15 timeline.

- NTT DOCOMO: Yes, we could still present it in September plenary.

- NOKIA: What are is going to be present to CT3/CT4 in the joint conference call?

- BT: (Regarding mandatory TLS support for all NFs as agreed during SA3#90) All network functions shall support TLS, doesn’t that include N32?

- NOKIA: Complete solution with regard to the GSMA DESS requirements to be considered, if SA3 is to take an exception sheet?

- NTT DOCOMO: Not much of a difference. Not necessarily a conflict in security goals.

- DT: Let’s stick with current agreement to one-shot integrity protection. Altering IEs could come in Phase 2.

- NTT DOCOMO: Remind CT4 that same information might be contained in different IEs. Should be brought up in the joint conference call.

- HUAWEI: This is ensured anyway; one information element can have multiple instances though (e.g. array). Would that be fine?

- NTT DOCOMO: Yes, acceptable as part of an ordered structure only, e.g. an array. Avoid unnecessary duplicates of information due to ease of parsing though. These information points would have to be matched by the SEPP: Why is the content repeated and what happens if they do not match? How will the SEPP know if two IEs refer to the same?

- HUAWEI: Understood, useful point to keep in mind for CT4. 

- NOKIA: Let’s collect API guidelines in SA3#90Bis. Provide CT3/CT4 with a draft version during the joint conference call.

- BT: Let’s collect information elements that need protection on N32.

- KPN: would you not need to see the SUPI for location data services as well?

- BT: You can correlate this with a hashed version of the SUPI.

- NTT DOCOMO: Will send initial draft to delegates highly involved in this discussion and include other as soon as some more points have been captured.

- NOKIA: How would the formal process of issuing an exception sheet work?

- DT: No SA plenary until next meeting, should suffice to bring it up during SA3#90Bis.

	Any other business
	Regarding the joint conferece call with CT3/CT4

- E///: Discuss possible exception sheet with CT3/CT4 during joint call next week.

	Closing
	


4
Conclusion
SA3 to issue an exception sheet for Rel-15 due to unresolved SBA/interworking security.

Impact on stage 3 work to be considered when deciding on additional time requested.

SA3 to specify N32 security solution on application layer, trying to meet part of the GSMA DESS guideline requirements as currently captured in living document on SBA (S3-180352).

SA3 to provide CT3/CT4 with further API guidelines for a security-friendly design. 

The requirements sent out during SA3#90 (S3-180389) should apply nonetheless.
