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1
Decision/action requested

Accept the text in X.Y on SEPP for normative spec in TS 33.501
2
References

[1]

S3-180362 TS 33.501 [after SA3#90]
3
Rationale

In 5G, SBA is introduced to model services as network functions (NFs) that communicate with each other using Restful APIs. In the scenario where the two communicating NFs are in two different PLMNs, communication happens over the roaming interface between the two participating PLMNs. 

To protect messages that are sent over the roaming interface, 5G introduces SEPP as the entity sitting at the perimeter of the PLMN network and acting as a proxy that protects all the traffic going out of the network. The SEPP implements application layer traffic for all the data exchanged between two NFs at the service layer.
In this paper an introductory text is provided for SEPP.
4
Detailed proposal

************* BEGIN CHANGE *****************
4.X
Security Edge Protection Proxy (SEPP)
4.X.1
Overview
In 5G, SBA is introduced to model services as Network Functions (NFs) that communicate with each other using Restful APIs. In the scenario where the two communicating NFs are in two different PLMNs, communication happens over the roaming interface (N32) between the two participating PLMNs. 

To protect messages that are sent over the N32 interface, 5G System architecture introduces Security Edge Protection Proxy (SEPP) as the entity sitting at the perimeter of the PLMN network that:
-
receives all service layer messages from the Network Function and protects them before sending them out of the network on the N32 interface and 
-
receives all messages on the N32 interface and forwards them to the appropriate Network Function after verifying security, where present.
The SEPP implements application layer security for all the service layer information exchanged between two NFs across two different PLMNs.
The SEPP acts as a non-transparent proxy and performs the following operations:

-
Protection of application layer control plane messages between two NFs belonging to different PLMNs and which use the N32 interface to communicate with each other.
-
Mutual authentication and negotiation of cipher suites with SEPP in the roaming network.
- 
Key management aspects that involve setting up the required cryptographic keys needed for securing messages on the N32 interface between two SEPPs.
-
Topology hiding by limiting the internal topology information visible to external parties.
-
Reverse proxy by providing a single point of access and control to internal NFs.
4.X.2
Application layer security
The primary function of SEPP is to perform confidentiality and integrity protection of application layer control plane messages from Network functions transiting the PLMN on the N32 interface.

SEPP behaves as a ‘non-transparent’ active proxy in that the NFs are aware of SEPP and send all inter-PLMN control plane traffic to SEPP. The connection between an NF and its local SEPP may be secured with TLS.
In the following figure, vSEPP in the VPLMN is communicating with the hSEPP in the HPLMN network over the N32 interface.
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Figure 4.X.2-1: Security Edge Protection Proxies in the visiting and home PLMNs

In the outgoing direction, i.e. from a Network Function to the other PLMN:
-
The SEPP secures outgoing traffic by either protecting all or some control plane information in the HTTP message, including information in the HTTP message payload and HTTP message header.

-
The SEPP does topology hiding by not exposing any of the intra-PLMN IP addresses/topology information in the outgoing traffic

-
The SEPP also implements identity hiding by securing SUPI information in the Request URI field of the HTTP Request line.
In the incoming direction, i.e. from the other PLMN to the Network Function within its PLMN:
-
The SEPP receives all the traffic addressed to it (as it is the reverse proxy) and verifies it based on the established security mechanism between the two SEPPs. 
-
The SEPP restores the protected message to its original form and forwards it to the correct Network function based on the resource identifier information in the Request URI.

-
The SEPP also performs access control by only allowing traffic from authorized/authenticated entities (i.e. peer SEPP on the other side of N32).
************* END CHANGE *****************
5
Conclusion
It is requested that SA3 agree on the introductory text for for Security Edge Protection Proxy (SEPP).
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