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4.1.6.5
1
Decision/action requested

It is proposed to reuse similar text as described in 23.401 for capturing the handover key generation for unauthenticated emergency calls, since the basic scenario is the same, i.e. usage of NIA0 and NEA0.
2
References

3
Rationale

It is proposed to reuse the text from 23.401 on the handover key generation for unauthenticated emergency calls, since the basic scenario is the same, i.e. usage of NIA0 and NEA0. The following text is propsed for TS 33.501, the yellow highlights show the update of the terminology compared to the text in TS 33.401.
4
Detailed proposal

Begin of Changes

10.2.2.3
Key generation for Unauthenticated IMS Emergency Sessions

10.2.2.3.1
General

An unauthenticated UE does not share a complete 5G NAS security context with the network as there has been no successful primary authentication run between the UE and the AMF. When the UE and the AMF does not share the security context the only possibility for an AMF that allows unauthenticated IMS Emergency Sessions is to run with the NULL integrity algorithm NIA0 and the NULL ciphering algorithm NEA0. 

When there has been no successful run of Primary authentication of the UE, the UE and the AMF independently generate the KAMF in an implementation defined way and populate the 5G NAS security context with this KAMF to be used when activating a 5G NAS security context. All key derivations proceed as if they were based on a KAMF generated from a successful Primary authentication run.

Even if no confidentiality or integrity protection is provided by NIA0 and NEA0, the UE and the network treat the 5G security context with the independently generated KAMF as if it contained a normally generated KAMF.
10.2.2.3.2
Handover


When UE attempts to make Xn/N2 handover, UE and gNB derive and transfer the keys as normal to re-use the normal handover mechanism. Since the derived keys have no ability to affect the output of the NULL algorithms it is irrelevant that the network and the UE derive different keys. This implies that source gNB will forward UE 5G security capability which contains NIA0 and NEA0 only to target gNB. So the target gNB can only select NIA0 for integrity protection and NEA0 for confidential protection. If the UE does not receive any selection of new AS security algorithms during a intra-gNB handover, the UE continues to use the same algorithms as before the handover (see TS 38.331 [22]).
End of Changes

