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1
Decision/action requested

This contribution proposes to add the N3IWF certificate validation to the visibility clause.
2
References

3
Rationale

If the UE cannot authenticate the N3IWF directly at the beginning of the communication, then there is a risk that the UE would detect a fake N3IWF only at a late stage in the procedure. IKEv2 alloes to send a certificate in the CERT payload of the AUTH request from the N3IWF, which would enable the UE authenticates the N3IWF identity. An absence of the certificate from the N3IWF or an unsuccessful validation should be made visible to the user via a respective API. 
4
Detailed proposal

Begin of Changes

5.4.1
Security visibility
Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application's concern, greater visibility of the operation of following security feature shall be provided:

-
AS confidentiality: (AS confidentiality, Confidentiality algorithm, bearer information)

-
AS integrity: (AS integrity, Integrity algorithm, bearer information)

-
NAS confidentiality: (NAS confidentiality, Confidentiality algorithm)

-
NAS integrity: (NAS integrity, Integrity algorithm)
-
N3IWF identity validation
The UE shall provide above security information to upper layer for applications (e.g. via APIs). 
Editor's Note: It is FFS how the application determines which bearer it is using for its data.
The serving network identifier shall be available for applications in the UE.

Editor’s Note: It is ffs if a security feature as detailed in S3-180085 and S3-180086 needs to be specified.

End of Changes

