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1
Decision/action requested

It is kindly requested to approve this doc
2
References

N/A
3
Rationale

This contribution proposes to derive the UP keys after the gNB receiving the security policy that is sent from SMF. The benefit is: UP keys can only be used by UE and the gNB after PDU session establishing. If the PDU session is not established, such as the UE in a restricted area, or the UP protection are not activated, the generated keys are wasteful.  

Furthermore, in Handover procedure, the UE will generate UP key after receiving RRC Connection Reconfiguration message, this scheme can be reused in 5G. 
The two Editor’s NOTE are deleted, as the content is aligned with them.
4
Detailed proposal

*************** Start of the 1st Change  ****************
6.7.4
AS security mode command procedure


The AS SMC procedure is for RRC and UP security algorithms negotiation and RRC security activation. The activation of UP security is as described in clause 6.6.2. AS SMC procedure consists of a roundtrip of messages between gNB and UE. The gNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 6.7.4-1.

The AS security mode command message sent from gNB to UE shall contain the selected RRC and UP encryption and integrity algorithms. This AS security mode command message shall be integrity protected with RRC integrity key based on the current KgNB. 

The AS security mode complete message from UE to gNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on the current KgNB. 

RRC downlink ciphering (encryption) at the gNB shall start after sending the AS security mode command message. RRC uplink deciphering (decryption) at the gNB shall start after receiving and successful verification of the AS security mode complete message. 

RRC uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the AS security mode command message.

If any control of the AS security mode command is not successful in the UE, the UE shall reply with an unprotected security mode failure message (see TS 38.331[22]).

Ciphering and integrity protection of UP downlink and uplink, at the UE and the gNB, shall start as defined by Clause 6.6.2.

AS SMC shall be used only during an initial context setup between the UE and the gNB (i.e., to activate an initial KgNB at RRC-IDLE to RRC-CONNECTED state transition). 

NOTE: Derivation of a KgNB at RRC-IDLE to RRC-CONNETED state ensures that AS SMC establishes a fresh KgNB. Consequently, the PDCP COUNTs can be reset.

Editor’s Note: Whether AS SMC can be used to negotiate algorithms for SgNB after UE initial attach to the MgNB is FFS and depends on RAN2 decision.
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Figure 6.7.4-1: AS Security Mode Command Procedure
*************** End of the 1st Change  ****************
*************** Start of the 2nd Change  ****************
6.6.2
AS UP security activation procedure


AS UP integrity protection and ciphering activation is done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see figure 6.6.2-1. 

After receiving PDU session establishment message, SMF retrieves security policy, which is defined in 23.501 [2], based on SUPI and other information, such as DNN. SMF then sends the security policy to the gNB.  
If the security indicates that UP encryption is to be activated, the gNB shall generate KUPenc whether or not KUPenc has been previously generated.
If the security indicates that UP integrity protection is to be activated, the gNB shall generate KUPint whether or not KUPint has been previously generated. 
The RRC Connection Reconfiguration Request message sent from the gNB to the UE for UP security activation shall contain an indication for the activation of UP encryption and integrity protection according to the security policy. This message shall be integrity protected using RRC security context that was negotiated and activated as part of the AS security mode command procedure as described in clause 6.7.4.
Similarly, the RRC Connection Reconfiguration Complete message from UE to gNB shall be integrity protected using the same RRC security context used to protect the RRC Connection Reconfiguration message.

If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB shall start at the gNB after gNB receives and successfully verifies the RRC Connection Reconfiguration Complete message.

If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB shall start at the UE after the UE receives and successfully verifies the RRC Connection Reconfiguration message.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP ciphering of downlink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the gNB after gNB sends the RRC Connection Reconfiguration message.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP deciphering of uplink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the gNB after gNB receives and successfully verifies the RRC Connection Reconfiguration Complete message.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP deciphering of downlink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the UE after the UE receives and successfully verifies the RRC Connection Reconfiguration message.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP ciphering of uplink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the UE after the UE sends the RRC Connection Reconfiguration Complete message.

If UP integrity protection is not enabled for a specific DRB, the gNB and the UE shall not integrity protect the traffic of such DRB.

If UP ciphering is not enabled for a specific DRB, the gNB and the UE shall not cipher the traffic of such DRB.
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Figure 6.6.2-1: User Plane security activation

*************** End of the Change  ****************
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