3GPP TSG SA WG3 (Security) Meeting #90bis
S3-180642
26 Feb. – 2 March, 2018, San Diego, USA
revision of S3-18XXXX
Source:
Huawei, Hisilicon

Title:
Add Skeleton for Dual Connectivity
Document for:
Approval

Agenda Item:
4.1.4.5
1
Decision/action requested

It is requested to approve the proposed pCR content for subclause 6.10 of TS 33.501.
2
References
3
Rationale

The contribution adds skeleton based on DC in LTE to clause 6.10. The skeleton contains subclauses for DC for gNB, NE-DC (Option 4), and NGEN-DC (Option 7). Editor’s Notes are no longer needed and are removed.
4
Detailed proposal

*************** Start of Change 1 ****************
6.10
Dual connectivity 



6.10.1
Introduction
6.10.1.1
General

6.10.1.2
Dual Connectivity architecture between gNBs

6.10.1.3
Dual Connectivity architecture between a MgNB and a Sng-eNB
6.10.1.4
Dual Connectivity architecture between a Mng-eNB and a SgNB
6.10.2
Dual Connectivity architecture between gNBs

6.10.2.1
Protection of the Xn reference point

6.10.2.2
Addition and modification of DRB in SgNB

6.10.2.3
Activation of encryption/decryption

6.10.2.4
Derivation of keys for the DRBs in the SgNB

6.10.2.4.1
SCG Counter maintenance

6.10.2.4.2 
Security key derivation 

6.10.2.4.3
Negotiation of security algorithms

6.10.2.5
S-KgNB update  
6.10.2.5.1
S-KgNB update triggers 
6.10.2.5.2
S-KgNB update procedure
6.10.2.6
Handover procedures
6.10.2.7
Periodic local authentication procedure

6.10.2.8
Radio link failure recovery
6.10.3
Dual Connectivity architecture between a MgNB and a Sng-eNB
6.10.3.1
Protection of the Xx reference point

6.10.3.2
Addition and modification of DRB in Sng-eNB
6.10.3.3
Activation of encryption/decryption

6.10.3.4
Derivation of keys for the DRBs in the Sng-eNB
6.10.3.4.1
SCG Counter maintenance

6.10.3.4.2 
Security key derivation 

6.10.3.4.3
Negotiation of security algorithms

6.10.3.5
S-Kng-eNB update  
6.10.3.5.1
S-Kng-eNB update triggers 
6.10.3.5.2
S-Kng-eNB update procedure
6.10.3.6
Handover procedures
6.10.3.7
Periodic local authentication procedure

6.10.3.8
Radio link failure recovery
6.10.4
Dual Connectivity architecture between a Mng-eNB and a SgNB

6.10.4.1
Protection of the Xx reference point

6.10.4.2
Addition and modification of DRB in SgNB
6.10.4.3
Activation of encryption/decryption

6.10.4.4
Derivation of keys for the DRBs in the SgNB
6.10.4.4.1
SCG Counter maintenance

6.10.4.4.2 
Security key derivation 

6.10.4.4.3
Negotiation of security algorithms

6.10.4.5
S-KgNB update  
6.10.4.5.1
S-KgNB update triggers 
6.10.4.5.2
S-KgNB update procedure
6.10.4.6
Handover procedures
6.10.4.7
Periodic local authentication procedure

6.10.4.8
Radio link failure recovery
*************** End of Change 1 ****************
