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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References
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3GPP TS 33.501: Security Architecture and Procedures for 5G System
3
Rationale

This contribution adds the context of NAS integrity mechanisms (clause 6.4.3). The changes proposed in clause 6.4.3 are mainly from TS 33.401 with modification to adapt to 5G. The Editor’s Note in clauses 6.4.3.1 and 6.4.3.3 is thus deleted.
4
Detailed proposal

*************** Start of Change 1 ****************
6.4.3
NAS integrity mechanisms

6.4.3.0
General
Integrity protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.4.3.1
NAS input parameters to integrity algorithm


Input parameters to the NAS 128-bit integrity algorithms as described in Annex D are an 128-bit integrity key KNASint as KEY, an 5-bit bearer identity BEARER which shall equal the constant value 0x00, the direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which is constructed as follows:

COUNT :=  0x00 || NAS OVERFLOW || NAS SQN 

Where

-
the leftmost 8 bits are padding bits including all zeros.

-
NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value.

-
NAS SQN is the 8-bit sequence number carried within each NAS message. 

NOTE:
The BEARER identity is not necessary since there is only one NAS signalling connection per pair of AMF and UE, but is included as a constant value so that the input parameters for AS and NAS will be the same, which simplifies specification and implementation work.

The use and mode of operation of the 128-bit integrity algorithms are specified in Annex D.

6.4.3.2
NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Replay protection shall be activated when integrity protection is activated, except when the NULL integrity protection algorithm is selected. Replay protection shall ensure that the receiver only accepts each incoming NAS COUNT value once using the same NAS security context. 

Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or the AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or the AMF in certain cases where it is not possible to apply integrity protection. 

NAS integrity shall stay activated until the 5G security context is deleted in either the UE or the AMF. It shall not be possible to change from non-NULL integrity protection algorithm to NULL integrity protection.
6.4.3.3
NAS integrity failure handling


The NAS integrity checks shall be performed both in the ME and the AMF. In case of failed integrity check (i.e. faulty or missing NAS-MAC) is detected after the start of NAS integrity protection, the concerned message shall be discarded except for some NAS messages specified in TS 24.501 [35]. For those exceptions the AMF shall take the actions specified in TS 24.501 [35] when receiving a NAS message with faulty or missing NAS-MAC. Discarding NAS messages can happen on the AMF side or on the ME side.
*************** End of Change 1 ****************
