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1
Decision/action requested

1
3GPP TS 33.501 V0.7.0 (2018-01) has two relevant editors’ notes in clause 6.9.3 Key handling in mobility registration update Editor’s Note: This subclause shall specify a list of parameters to be stored in the UDSF as part of the 5G security context. And Editor’s Note: Work on this subclause needs to take into account TS 29.274, clause 8.38, on “MM Context” that shows the security parameters that are transferred between MMEs in EPS

2
TS 29.274, clause 8.38, on “MM Context” has table giving the EPS Security Context and Quadruplets
3
3GPP TS 23.501 V15.0.0 (2017-12) System Architecture for the 5G System; Stage 2 clause 5.21.2.2 [3] gives an example of how the equivalent context for 5G is used by an optional UDSF to support AMF planned removals  
4  

S2-174367 TS 23.501: Clarification of UDSF definition and S3 171882 LS on Undetectability of LI Data stored in a UDSF, give some constraints on what may be stored in the UDSF    
5 It is proposed to add a table into 3GPP TS 33.501 V0.7.0 (2018-01) [1] in clause 6.9.based on the table from TS 29.274, clause 8.38, on “MM Context “but with 5G specific parameters replacing those for the EPS Security Context and Quadruplets.

SA3 is requested to approve the addition of this table and the deletion of the editors’ note “This subclause shall specify a list of parameters to be stored in the UDSF as part of the 5G security context”  
2
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3
Rationale

1
3GPP TS 33.501 V0.7.0 (2018-01) [1]
 has two relevant editors’ notes in clause 6.9.3
 Key handling in mobility registration update
KSEAF shall not be stored in the UDSF.

Editor’s Note: This subclause shall specify a list of parameters to be stored in the UDSF as part of the 5G security context.

KSEAF shall not be forwarded to another AMF set. 

Editor’s Note: Work on this subclause needs to take into account TS 29.274, clause 8.38, on “MM Context” that shows the security parameters that are transferred between MMEs in EPS.

 2
TS 29.274, clause 8.38, on “MM Context” [2] has the following table 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 107 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	NHI
	DRXI
	KSIASME
	

	
	6
	Number of Quintuplets
	Number of Quadruplet
	UAMBRI
	OSCI
	

	
	7
	SAMBRI
	Used NAS integrity protection algorithm
	Used NAS Cipher
	

	
	8 to 10
	NAS Downlink Count
	

	
	11 to 13
	NAS Uplink Count
	

	
	14 to 45
	KASME
	

	
	46 to g
	Authentication Quadruplet [1..5]
	

	
	(g+1) to h
	Authentication Quintuplet [1..5]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	p to (p+31)
	NH
	

	
	p+32
	Spare
	NCC
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	ECNA
	NBNA
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	s
	NHI_old
	Spare
	old KSIASME
	old NCC
	

	
	(s+1) to (s+32)
	old KASME
	

	
	(s+33) to (s+64)
	old NH
	

	
	w
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(w+1) to t

(t+1) to (t+2)

(t+3) to u
	Voice Domain Preference and UE's Usage Setting
	

	
	
	Length of UE Radio Capability for Paging information
	

	
	
	UE Radio Capability for Paging information
	

	
	u+1
	Length of Extended Access Restriction Data
	

	
	(u+2) to v
	Spare
	USSRNA
	NRSRNA
	

	
	v+1
	Length of UE additional security capability
	

	
	(v+2) to y
	UE additional security capability
	

	
	y+1 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-5: EPS Security Context and Quadruplets

3
3GPP TS 23.501 V15.0.0 (2017-12) System Architecture for the 5G System; Stage 2 clause 5.21.2.2 [3] gives an example of how the equivalent context for 5G is used by an optional UDSF to support AMF planned removals      
5.21.2.2
AMF planned removal procedure

5.21.2.2.1
AMF planned removal procedure with UDSF deployed

An AMF can be taken graciously out of service as follows:

-
If an UDSF is deployed in the network, then the AMF stores the context for registered UE(s) in the UDSF. The UE context includes the NGAP-UE-AMF-ID that is unique per AMF set. If there are ongoing transactions (e.g. N1 procedure) for certain UE(s), AMF stores the UE context(s) in the UDSF upon completion of an ongoing transaction.

-
The AMF deregister itself from NRF indicating due to AMF planned removal.
NOTE 1:
It is assumed that the UE contexts from the old AMF include all event subscriptions with peer CP NFs.

NOTE 2: Before removal of AMF the overload control mechanism can be used to reduce the amount of ongoing transaction.
An AMF identified by GUAMI(s) shall be able to notify the 5G-AN that it will be unavailable for processing transactions by including GUAMI(s) configured on this AMF. Upon receipt of the indication that an AMF(identified by GUAMI(s)) is unavailable, 5G-AN shall take the following action:

-
5G-AN should mark this AMF as unavailable and not consider the AMF for selection for subsequent N2 transactions until 5G-AN learns that it is available (e.g. as part of discovery results or by configuration).

-
If 5G-AN indicated support of timer capability during NGAP Setup procedure, the AMF may include an additional indicator that the AMF will rebind or release the NGAP UE-TNLA binding on per UE-basis for UE(s) in CONNECTED mode. If that indicator is included and the 5G-AN supports timer mechanism, the 5G-AN starts a timer to control the release of NGAP UE TNLA binding. For the duration of the timer or until the AMF releases or re-binds the NGAP UE TNLA binding the AN does not select a new AMF for subsequent UE transactions. Upon timer expiry, the 5G-AN releases the NGAP UE UE-TNLA-binding(s) with the corresponding AMF for the respective UE(s), for subsequent N2 message, the 5G-AN should select a different AMF from the same AMF set when the subsequent N2 message needs to be sent.

NOTE 3:
For UE(s) in CONNECTED mode, after indicating that the AMF is unavailable for processing UE transactions and including an indicator that the AMF releases the NGAP UE -TNLA bindings on a per UE-basis, the AMF can either trigger a re-binding of the NGAP UE associations to an available TNLA on a different AMF in the same AMF set or use the NGAP UE TNLA binding per UE release procedure defined in TS 23.502 [3] to release the NGAP UE-TNLA binding on a per UE-basis while requesting the AN to maintain N3 (user plane connectivity) and UE context information.

-
If the instruction does not include the indicator, for UE(s) in CONNECTED mode, 5G-AN considers this as a request to release the NGAP-UE-TNLA-binding with the corresponding AMF for the respective UE(s) while maintaining N3 (user plane connectivity) and UE context information. For subsequent N2 message, the 5G-AN should select a different AMF from the same AMF set when the subsequent N2 message needs to be sent.

-
For UE(s) in IDLE mode, when it subsequently returns from IDLE mode and the 5G-AN receives an initial NAS message with a 5G S-TMSI or GUAMI pointing to an AMF that is marked unavailable, the 5G-AN should select a different AMF from the same AMF set and forward the initial NAS message. If the 5G-AN can't select an AMF from the same AMF set, the 5G-AN selects another new AMF as described in clause 6.3.5.
An AMF identified by GUAMI(s) shall be able to instruct other peer CP NFs, subscribed to receive such a notification, that it will be unavailable for processing transactions by including GUAMI(s) configured on this AMF. If the CP NFs register with NRF for AMF unavailable notification, then the NRF shall be able to notify the subscribed NFs to receive such a notification that AMF identified by GUAMI(s) will be unavailable for processing transactions. Upon receipt of the notification that an AMF (GUAMI(s)) is unavailable, the other CP NFs shall take the following actions:

-
CP NF should mark this AMF (identified by GUAMI(s)) as unavailable and not consider the AMF for selection for subsequent MT transactions until the CP NF learns that it is available (e.g. as part of NF discovery results or via NF status notification from NRF).

-
Mark this AMF as unavailable while not changing the status of UE(s) associated to this AMF (UE(s) previously served by the corresponding AMF still remain registered in the network), and AMF Set information.

-
For the UE(s) that were associated to the corresponding AMF, when the peer CP NF needs to initiate a transaction towards the AMF that is marked unavailable, CP NF should select another AMF from the same AMF set (as in clause 6.3.5) and forward the transaction together with the old GUAMI. The new AMF retrieves UE context from the UDSF.
NOTE 4:
If the CP NF does not subscribe to receive AMF unavailable notification (either directly from the AMF or via NRF), the CP NF may attempt forwarding the transaction towards the old AMF and detect that the AMF is unavailable after certain number of attempts. When it detects unavailable, it marks the AMF and its associated GUAMI(s) as unavailable. CP NF should select another AMF from the same AMF set (as in clause 6.3.5) and forward the transaction together with the old GUAMI. The new AMF retrieves UE context from the UDSF and process the transaction.
Following actions should be performed by the newly selected AMF:
-
When there is a transaction with the UE the newly selected AMF retrieves the UE context from the UDSF based on SUPI, 5G-GUTI or AMF UE NGAP ID and processes the UE message accordingly and updates the 5G-GUTI towards the UE. For UE(s) in CONNECTED mode, it may also update the NGAP UE association with a new NGAP-UE-AMF-ID towards the 5G-AN.

-
The new selected AMF updates the peer NFs (that subscribed to receive AMF unavailability notification from old AMF), with the new selected AMF information.
-
If the new AMF is aware of a different AMF serving the UE (by implementation specific means) it redirects the uplink N2 signalling of the UE to that AMF if necessary, or reject the transaction from the peer CP NFs with a cause to indicate that new AMF has been selected. The peer CP NFs resend the transaction to the new AMF.

NOTE 4:
This bullet above addresses situations where 5G-AN node selects an AMF and CP NFs select another AMF for the UE concurrently. It also addresses the situation where CP NFs select an AMF for the UE concurrently
-
If the UE is in CM-IDLE state and the new AMF does not have access to the UE context, the new AMF selects one available AMF from the old AMF set as described in clause 6.3.5. The selected AMF retrieves the UE context from the UDSF and provides the UE context to the new AMF. If the new AMF doesn't receive the UE context then the AMF may force the UE to perform initial registration.
 4  

S2-174367 TS 23.501: Clarification of UDSF definition [4] and S3 171882 LS on Undetectability of LI Data stored in a UDSF [5] give some constraints on what may be stored in the UDSF.

5 
It is proposed to add a table into 3GPP TS 33.501 V0.7.0 (2018-01) [1] in clause 6.9.3 in the following format.    [Based on the table from TS 29.274, clause 8.38, on “MM Context” [2] but with 5G specific parameters as shown in the full table below.
	Symbol
	Description
	Multiplicity e.g. 1 per user and per mode
	Lifetime e.g. Updated at connection establishment or Lifetime of a radio bearer 


	Length e.g. 128 bits
	Mandatory/
Optional
	Protection

Transit/

Storage  

	ngKSI
	Key set identifier 
	
	
	
	
	

	KAMF
	AMF key
	
	
	
	
	

	……
	
	
	
	
	
	

	Symbol
	Description
	5G Equivalent 
	Multiplicity e.g. 1 per user and per mode
	Lifetime e.g. Updated at connection establishment or Lifetime of a radio bearer 


	Length e.g. 128 bits
	Mandatory/

Optional
	Protection

Transit/

Storage  

	Security Mode
	
	
	
	
	
	
	

	NHI
	Next Hop Indicator
	
	
	
	
	
	

	DRXI
	DRX Indicator
	
	
	
	
	
	

	KSIASME
	Key set identifier 
	ngKSI
	
	
	
	
	

	Number of Quintuplets
	
	
	
	
	
	
	

	Number of Quadruplet
	
	
	
	
	
	
	

	UAMBRI
	Used UE AMBR Indicator  ( Aggregate Maximum Bit Rate)
	
	
	
	
	
	

	OSCI
	Old Security Context Indicator 
	
	
	
	
	
	

	SAMBRI
	Subscribed UE AMBR Indicator
	
	
	
	
	
	

	Used NAS integrity protection algorithm
	
	
	
	
	
	
	

	Used NAS Cipher
	
	
	
	
	
	
	

	NAS Downlink Count
	
	
	
	
	
	
	

	NAS Uplink Count
	
	
	
	
	
	
	

	KASME
	
	KAMF
	
	
	
	
	

	Authentication Quadruplet [1..5]
	
	
	
	
	
	
	

	Authentication Quintuplet [1..5]
	
	
	
	
	
	
	

	DRX parameter
	
	
	
	
	
	
	

	NH
	Next Hop parameter
	NH
	
	
	
	
	

	NCC
	Next Hop Chaining Counter parameter
	NCC
	
	
	
	
	

	Uplink Subscribed UE AMBR
	
	
	
	
	
	
	

	Downlink Subscribed UE AMBR
	
	
	
	
	
	
	

	Uplink Used UE AMBR
	
	
	
	
	
	
	

	Downlink Used UE AMBR
	
	
	
	
	
	
	

	Length of UE Network Capability
	
	
	
	
	
	
	

	UE Network Capability
	
	
	
	
	
	
	

	Length of MS Network Capability
	
	
	
	
	
	
	

	MS Network Capability
	
	
	
	
	
	
	

	Length of Mobile Equipment Identity (MEI)
	
	
	
	
	
	
	

	Mobile Equipment Identity (MEI
	
	
	
	
	
	
	

	ECNA
	Enhanced Coverage Not Allowed
	
	
	
	
	
	

	NBNA
	NB-IoT Not Allowed
	
	
	
	
	
	

	HNNA
	HO-To-Non-3GPP-Access Not Allowed
	
	
	
	
	
	

	ENA
	WB-E-UTRAN Not Allowed
	
	
	
	
	
	

	INA
	I-HSPA-Evolution Not Allowed
	
	
	
	
	
	

	GANA
	(GAN Not Allowed
	
	
	
	
	
	

	GENA
	GERAN Not Allowed
	
	
	
	
	
	

	UNA
	UTRAN Not Allowed
	
	
	
	
	
	

	NHI_old
	
	
	
	
	
	
	

	old KSIASME
	
	Old ngKSI
	
	
	
	
	

	old NCC
	
	Old NCC
	
	
	
	
	

	old KASME
	
	old KAMF
	
	
	
	
	

	old NH
	
	old NH
	
	
	
	
	

	Length of Voice Domain Preference and UE's Usage Setting
	
	
	
	
	
	
	

	Voice Domain Preference and UE's Usage Setting
	
	
	
	
	
	
	

	Length of UE Radio Capability for Paging information
	
	
	
	
	
	
	

	UE Radio Capability for Paging information
	
	
	
	
	
	
	

	Length of Extended Access Restriction Data
	
	
	
	
	
	
	

	USSRNA
	Unlicensed Spectrum in the form of LAA or LWA/LWIP as Secondary RAT Not Allowed
	
	
	
	
	
	

	NRSRNA
	NR as Secondary RAT Not Allowed
	
	
	
	
	
	

	Length of UE additional security capability
	
	
	
	
	
	
	

	UE additional security capability
	
	
	
	
	
	
	

	
	Globally Unique AMF ID
	GUAMI
	
	
	
	
	

	
	NG Application Protocol UE-AMF-ID
	NGAP-

UE-AMF-ID


	
	
	
	
	


4
Detailed proposal

***** Start of Changes *****

6.9.3
 Key handling in mobility registration update 
Editor’s Note: Information flows for re-registrations and registration area updates are described here. Work on this subclause needs to take into account TS 33.401, clauses 6.1.4 and 6.1.5.

The procedure shall be invoked by the target AMF after the receiving of a Registration Request message from the UE wherein the UE and the source AMF are identified by means of a temporary identifier 5G-GUTIsource.

The protocol steps are as follows:

a)
  The target AMF sends a message to the source AMF, this message contains 5G-GUTIsource and the received Registration Request message.

b)
  The source AMF searches the data of the UE in the database and checks the integrity protection on the Registration Request message. 

i)
If the UE is found and the integrity check succeeds, when the target AMF and the source AMF are within the same AMF set, the source AMF shall send a response back that:

-
shall include the SUPI, and

-
may include any current 5G security context it holds

ii)
If the UE is found and the integrity check succeds, when the target AMF and the source AMF are not within the same AMF set, the source AMF shall send a response back that:

-
shall include the SUPI, and

-
may include a new 5G security context it derives from the current one it holds

The source AMF subsequently deletes the 5G security context which it holds.

If the UE cannot be identified or the integrity check fails, then the source AMF shall send a response indicating that the temporary identifier 5G-GUTIsource cannot be retrieved.

c)
   If the target AMF receives a response with a SUPI, it creates an entry and stores the 5G security context that may be included.

If the target AMF receives a response indicating that the UE could not be identified, it shall initiate the subscription identification procedure described in clause 6.12.4 of the present specification.

Editor’s Note: Dependency on AMF set needs to be removed.

NOTE: Security handling in AMF relocation (with and without AMF set change) is common to both idle-mode mobility and handover. 

Editor’s Note: This clause should contain relevant aspects related to AMF change with and without AMF set change.

Editor's Note: The following text is written under assumption that horizontal derivation of KAMF is mandatory at AMF set change. However, it is FFS if a horizontal derivation of KAMF is left, e.g., to network policy, rather than mandating/restricting it based on AMF set. It is currently mis-assumed that KAMF shall be changed when AMF set changes since there is a UDSF within an AMF set. But that assumption is not correct because the UDSF is an optional NF and a horizontal derivation of KAMF is relevant also within an AMF set. There may be no need of a restriction based on AMF set.

Within an AMF set, the 5G security context is stored in the UDSF. No key derivations are performed when a UE is assigned a different AMF from the same AMF set, as identified by the AMF SET ID. 

KSEAF shall not be stored in the UDSF.

The table below lists the parameters to be stored in the UDSF 

	Symbol
	Description
	Multiplicity e.g. 1 per user and per mode
	Lifetime e.g. Updated at connection establishment or Lifetime of a radio bearer 


	Length e.g. 128 bits
	Mandatory/

Optional
	Protection

Transit/

Storage  

	ngKSI
	Key set identifier 
	
	
	
	
	

	KAMF
	AMF key
	
	
	
	
	

	NH
	Next Hop parameter
	
	
	
	
	

	NCC
	Next Hop Chaining Counter parameter
	
	
	
	
	

	IMEI
	International Mobile Equipment Identifier 
	
	
	
	
	

	NHI_old
	old next hop indicator 
	
	
	
	
	

	Old ngKSI
	Old next Generation Key set identifier
	
	
	
	
	

	Old NCC
	old Next Hop Chaining Counter parameter
	
	
	
	
	

	old KAMF
	old AMF key 
	
	
	
	
	

	old NH
	old Next Hop parameter
	
	
	
	
	

	GUAMI
	Globally Unique AMF ID
	
	
	
	
	

	NGAP-

UE-AMF-ID

	NG Application Protocol UE-AMF-ID
	
	
	
	
	


KSEAF shall not be forwarded to another AMF set. 

Editor’s Note: Work on this subclause needs to take into account TS 29.274, clause 8.38, on “MM Context” that shows the security parameters that are transferred between MMEs in EPS.

At mobility registration update, if the source and target AMFs belong to the same AMF sets, the source AMF shall transfer current security context to the target AMF. If the source and target AMFs belong to different AMF sets, the source AMF shall allocate an input parameter (i.e. an <INPUT>) and generate a derived new key KAMF from the current active KAMF and the <INPUT> parameter. The ngKSI for the newly derived KAMF key is defined such as the value field and the type field are taken from the ngKSI of the current KAMF. The source AMF shall transfer the new KAMF, the new ngKSI, the UE security capability, the <INPUT> parameter to the target AMF. The key derivation of the new KAMF is specified in Annex A. If the source AMF has derived a new key KAMF, the source AMF shall not transfer the old KAMF to the target AMF and the source AMF shall in this case also delete any stored non-current 5G security context, and not transfer any non-current 5G security context to the target AMF.

Editor’s Note: The <INPUT> parameter is FFS. Some examples are a NONCE value, a COUNTER, a NAS UL/DL COUNT value, and a GUAMI.

When the target AMF receives the new KAMF together with the <INPUT> parameter, then the target AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the source AMF. 

If the target AMF decides to use the key KAMF received from source AMF (i.e., no re-authentication), it shall send the <INPUT> parameter received from the source AMF to the UE in the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the ngKSI for identifying the new KAMF from which the UE shall derive a new KAMF to establish a new NAS security context between the UE and target AMF. 

The target AMF shall derive new NAS keys (KNASint and KNASenc) from the new KAMF using the selected NAS algorithm identifiers as input. The target AMF shall integrity protect the NAS Security Mode Command message with the new KNASint key. 

If the UE receives the <INPUT> parameter in the NAS Security Mode Command message, then the UE shall derive a new key KAMF from the current active KAMF identified by the received ngKSI in the NAS Security Mode Command message using the <INPUT> parameter. The UE shall assign the received ngKSI in the NAS Security Mode Command message to the ngKSI of the new derived KAMF. The UE shall derive new NAS keys (KNASint and KNASenc) from the new KAMF and integrity check the NAS Security Mode Command message using the new KNASint key. 

The UE shall then derive a new initial KgNB from the new KAMF as specified in Annex <TBD>. 

Editor’s Note: It’s FFS whether any additional input to the derivation of the new initial KgNB from the new KAMF is used (e.g., NAS COUNT for re-using a single key derivation function) or not used (by having a separate key derivation function) since the new KAMF is fresh. 

The UE shall associate the derived new initial KgNB with a new NCC value equal to zero and reset the NAS COUNTs to zero.

After the ongoing mobility registration procedure is successfully completed, the ME shall replace the currently stored KAMF and ngKSI values on both USIM and ME with the new KAMF and the associated ngKSI.

If the target AMF, according to its local policy, decides to not use the KAMF received from the source AMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 

***** End of Changes *****

