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1
Decision/action requested

It is proposed to add the details on RRC security mechanisms in TS 33.501.
2
References

[1]
3GPP TS 33.401: 3GPP System Architecture Evolution (SAE); Security architecture
[2]
3GPP TS 33.501v70: Security Architecture and Procedures for 5G System
3
Rationale
This contribution adds the context of subclause 6.5. Currently clause 6.5 and its sub clauses are empty, new text is proposed for the content of these clauses. The changes proposed are mainly from TS 33.401 with modifications to adapt to 5G.
4
Detailed proposal
It is proposed to approve this pCR to TS 33.501 [1]. 
***************************Start of changes *************************************

6.5
RRC security mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.4, which is about RRC security mechanisms.

6.5.1
RRC integrity mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.4.1, which is about RRC integrity mechanisms.
RRC integrity protection shall be provided by the PDCP layer between UE and gNB and no layers below PDCP shall be integrity protected. Replay protection shall be activated when integrity protection is activated (except for when the selected integrity protection algorithm is NIA0, see Annex D). Replay protection shall ensure that the receiver only accepts each particular incoming PDCP COUNT value once using the same AS security context.
The use and mode of operation of the 128-NIA algorithms are specified in Annex D.

The input parameters to the 128-bit NIA algorithms as described in Annex D are an 128-bit integrity key KRRCint as KEY,, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

The supervision of failed RRC integrity checks for RRC signaling message shall be performed both in the ME and the gNB. In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded. This can happen on the gNB side or on the ME side.
Editor's Note: Security handling in RRC integrity failure scenario depends on RAN2 decision.
6.5.2
RRC confidentiality mechanisms

Editor's Note: This subclause is meant to contain contents corresponding to TS 33.401 [10], subclause 7.4.2, which is about RRC confidentiality mechanisms.
RRC confidentiality protection is provided by the PDCP layer between UE and gNB. 

The use and mode of operation of the 128-NEA algorithms are specified in Annex D.

The input parameters to the 128-bit NEA algorithms as described in Annex D are an 128-bit cipher Key KRRCenc as KEY, a 5-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
***************************end of changes *************************************

