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1
Decision/action requested

This document proposes to remove the service network name from the key material used to derive KAUSF.
2
References

[1]
3GPP TS 33.501 v0.7.0 Security Architecture and Procedures for 5G System
3
Rationale

According to the definition of the key derivation function in the current TS33.501 [1], in 5G AKA, serving network name is bound with the KAUSF derivation function, which means the KAUSF is bound to the service network. 
When UE registers to different serving networks, as specified in the following contents:

The authentication run also results in an intermediate key called the KAUSF. The KAUSF may be left at the AUSF based on the home operator's policy on using such key. 

NOTE 1:
This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access (this is possible according to TS 23.501 [2]).
If the UE registers to a serving network1, the KAUSF1 generated with the serving network name1 may be stored in the AUSF. When the UE registers to another service network2, the UE may continue to use the KAUSF1. In this case, the KAUSF derivation is contrary to the principle of key and service network binding, and there will be security issues. 
Therefore, in order to apply KAUSF to the scenario in Note 1 above, the serving network name shall be removed from the input parameters of the KAUSF derivation function.
4
Detailed proposal

***********************Start of the first change************************
6.2.2.1
Keys in network entities

Keys in the ARPF
The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall generate authentication key material from K that it forwards to the AUSF. The generation of this authentication key material is specific to the authentication method and is specified in clause 6.1.3.

For 5G AKA, the ARPF shall generate key KAUSF according to the Annex A.2.
The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of this specification.
Keys in the AUSF
The AUSF generates a key KAUSF from the authentication key material received from the ARPF for EAP-AKA' as specified in clause 6.1.3.1. This further key may be stored in the AUSF between authentication and key agreement procedures. 

The AUSF shall generate the anchor key, also called KSEAF, from the authentication key material received from the ARPF during an authentication and key agreement procedure.
Keys in the SEAF
The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF.

The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE: 
This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.

NOTE: 
The SEAF is co-located with the AMF.

Editor’s Note: It is ffs whether the following is true: KSEAF is no longer needed after KAMF has been derived and can be deleted. This may change if SEAF becomes an entity deployed separately from AMF and where a SEAF can be connected to multiple AMFs. 

Keys in the AMF
The AMF receives KAMF from the SEAF or from another AMF. 

The AMF shall derive a key K’AMF from KAMF for transfer to another AMF set in inter-AMF mobility. The receiving AMF shall use K’AMF as its key KAMF. 

NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 

The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer.  

Editor’s Note: it is ffs whether one or more instances of KNASint and KNASint are required at a time. 

The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.

-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value. 
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.5 “Security handling in mobility”.

-
the AMF shall generate KN3IWF and transfer it to the N3IWF. 

Keys in the gNB
The gNB receives KgNB and NH from the AMF. 

The gNB shall generate all further keys dedicated to protecting the 5G NR from KgNB and /or NH.  

Keys in the N3IWF
The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view.


Figure 6.2.2-1 Key distribution and key derivation scheme for 5G for network nodes
6.2.2.2
Keys in the UE

For every key in a network entity, there is a corresponding key in the UE.

Figure 6.2.2-2 shows the corresponding relations and derivations as performed in the UE.

Editor’s note: Figure needs to be updated according to the determination of the keys which should be stored in USIM. 

Editor’s note: Figure needs to be updated according to the decision of KAUSF storage in USIM.
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Figure 6.2.2-2 Key distribution and key derivation scheme for 5G for the UE
Keys in the USIM
The USIM shall store the same long-term key K that is stored in the ARPF. 

During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME.

If provisioned by the home operator, the USIM shall store the home network public key used for concealing the SUPI.

Keys in the ME
The ME shall generate the KAUSF from the CK, IK received from the USIM. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3. 

When 5G AKA is used, the generation of RES* from RES shall be performed by the ME.

Storage of the KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME.

Editor’s Note: It is FFS to define the event(s) that triggers the storage of KAUSF in the ME or in the USIM.

The ME shall perform the generation of KSEAF from the KAUSF. If the USIM supports 5G parameters storage, KSEAF shall be stored in the USIM. Otherwise, KSEAF shall be stored in the non-volatile memory of the ME.

Editor’s Note: It is FFS to define the event(s) that triggers the storage of KSEAF in the ME or in the USIM.

The ME shall perform the generation of KAMF. If the USIM supports 5G parameters storage, KAMF shall be stored in the USIM. Otherwise, KAMF shall be stored in the non-volatile memory of the ME.

Editor’s Note: It is FFS to define the event(s) that triggers the storage of KAMF in the ME or in the USIM.

The ME shall perform the generation of all other subsequent keys that are derived from the KAMF. 

Editor’s Note: It is FFS whether any subsequent keys that are derived from the KAMF needs to be stored at ME and if so, which keys.

Any 5G security context, KAUSF and KSEAF that are stored at the ME shall be deleted from the ME if:

a)
the USIM is removed from the ME when the ME is in power on state;

b)
the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;

c)
the ME is powered up and the ME discovers that there is no USIM  is present at the ME.

***********************End of the first change***************************
***********************Start of the second change************************
A.2
KAUSF derivation function

This clause applies to 5G AKA only. 
When deriving a KAUSF from CK, IK when producing authentication vectors, and when the UE computes KAUSF during 5G AKA, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??,



-
P0 = SQN ( AK

-
L0 = length of SQN ( AK (i.e. 0x00 0x06) 

The exclusive or of the Sequence Number (SQN) and the Anonymity Key (AK) is sent to the UE as a part of the Authentication Token (AUTN), see TS 33.102. If AK is not used, AK shall be treated in accordance with TS 33.102, i.e. as 000…0.


The input key Key shall be equal to the concatenation CK || IK of CK and IK.

***********************End of the second change***************************
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