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1
Decision/action requested

Retrieval of home public key before SUCI calculation in the ME.
2
References

[1]
3GPP TS 33.501 v0.7.0 

3
Rationale

During last SA3 meeting, SA3 decided that the SUCI calculation shall be performed either by the ME or by the USIM based on operator’s decision indicated in the USIM.

In case of SUCI calculation in the ME, the ME retrieves and uses the home network public key stored in the USIM to compute the SUCI. The home network public key shall not remain available in the ME after the SUCI calculation in the ME. Only the tamper resistant secure hardware component can guaranty the required protection in integrity for this key. Additionally, in case of change of USIM or UICC in the ME, the home network public key available in the ME could be different from the one stored in the new USIM.  

Consequently, we propose that the ME shall always retrieve the home network public in the USIM prior SUCI calculation in the ME. 

Additionally, we propose to remove the editor’s note related to the location of the SUCI calculation since this open question has been addressed during previous SA3 meeting. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TS 33.501 [1].

6.12.2
Subscription concealed identifier

The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate a SUCI using the raw public key that was securely provisioned in control of the home network. 

The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC).

The UE shall construct the SUCI consisting of the home network identifier, the identifier of the home network public key, and the scheme-output.

NOTE:
The scheme-output depends on the protection schemes as described in Annex C. 

When SUCI calculation is performed by the ME, prior to the SUCI calculation, the ME shall request the USIM to provide the SUCI calculation information, including the home network public key, the home network public key identifier, and the protection scheme identifier.
Editor's Note: The freshness and randomness of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
