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1
Decision/action requested

This paper proposes a way for visited network control of null-scheme.
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******************* START OF PCR (UE Requirment) *******************************************
5.1.5
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

The UE shall support 5G-GUTI.

The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The ME shall support at least one non-null scheme.

The home network public key shall be stored on the tamper resistant secure hardware component. 

The UE shall support the null-scheme.

If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.

Editor's Note: Where the calculation of SUCI is done is FFS. 

Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.

NOTE 1: If the indication is not present, the calculation is in the ME.

In case of an unauthenticated emergency call, privacy protection for SUPI is not required.

Provisioning, and updating the home network public key in the tamper-resistant hardware shall be in the control of the home network operator. 

NOTE 2:
The provisioning and updating of the home network public key is out of the scope of the present document. It can be implemented using, e.g., the Over the Air (OTA) mechanism.
Subscriber privacy enablement shall be under the control of the home network of the subscriber. 

The UE shall verify the signature for null-scheme request with the public key of the home network, and if verification is success, the UE shall re-register to the visited network using null-scheme for SUCI calculation. Normative Annex G describes the solution.

******************* SECOND OF PCR (SEAF Requirment) **********************************
5.9
Requirements on the SEAF

5.9.1
Subscriber privacy

AMF shall support primary authentication using SUCI.

The SEAF shall be able to request UE to use null-scheme with a signature. The signature is from the home network of the UE. The SEAF shall verify the signature with the public key of home network that received from home network.

******************* THIRD OF PCR (SIDF Requirment) **********************************
5.5
Requirements on the SIDF 

5.5.1 
Subscriber privacy

The SIDF shall resolve the SUPI based on the SUCI. 

The SIDF shall be located in the home network. 

SIDF shall be a service offered by UDM.

Editor's Note: The list of supported public key schemes is FFS.

The SIDF shall sign the null-scheme request for a UE from visited network with the private key of home network that corresponding public key has been provisioned to the UE. The SIDF shall send the signature and the public to visited network.

******************* FORTH OF PCR (NEW TEXT) **********************************
Annex G (normative):
Visited network control of using null-scheme
G.1
Introduction
If non-null scheme is used for SUCI calculation, the most part of SUCI will be transparent to visited network. If the transparent part contains information that only known by UE and home network, UE and home network can use this information to negotiate a fake SUPI, and sends the fake SUPI to visited network.
A very simple design for this trick is that home network provisions a non-null scheme on the UE, which contains a fake SUPI in the transparent part of the output, e.g. in padding field. The fake SUPI can be a real SUPI that actually held by some other user served in the visited network elsewhere. During the initial registration procedure, home network identifies the real user by SUCI, and sends the fake SUPI to the visited network via 5G-AIA message. UE can also use the fake SUPI if visited network requests information based on SUPI from UE.
In the above case, the visited network will be misled that it is serving another user that has served and will serve elsewhere. In order that the visited network is able to avoid this situation, visited network shall be able to control the UE to use null-scheme for a registration according to local policy.
G.2
Procedure when ECIES is used for SUCI calculation
Following figure shows the procedure of visited network control of using null-scheme when ECIES is used for SUCI calculation:
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1.
The UE sends an Initial Registration Request message including SUCI calculated using non-null scheme to the SEAF.
2.
The SEAF, based on local policy, decides to request UE using null-scheme, then gets key index of home network from the SUCI, and sends a 5G-AIR message including the key index of home network, public key of the SEAF, serving network name, and a request null-scheme flag to home network.

3.
The AUSF checks that the requesting SEAF is entitled to use the serving network name in the 5G-AIR, and determines the instance of UDM using the key index of home network, and sends Authentication Information Request (Auth Info-Req) message including the key index of home network, public key of the SEAF, and the request null-scheme flag to the UDM/SIDF.
4.
The SIDF, as offered as a service by UDM, computes a DH shared key using the public key of the SEAF and the private key indicated by the key index of home network. The SIDF uses the DH shared key and the request null-scheme flag to calculate a hash value, which is the signature of the request null-scheme flag. The SIDF sends Authentication Information Response (Auth Info-Resp) message including the public key of home network indicated by the key index, the signature to the AUSF.
5.
The AUSF sends 5G-AIA message including the public key of home network and the signature to the SEAF.
6.
The SEAF computes a DH shared key using the private key of the SEAF and the public key of home network. The SEAF uses the DH shared key and the request null-scheme flag to verify the signature. If verification is success, the SEAF sends Registration Reject message including the request null-scheme flag, the signature, and the private key of the SEAF to the UE.
7.
The UE computes a DH shared key using the private key of the SEAF and the public key of home network. The UE uses the DH shared key and the request null-scheme flag to verify the signature. If verification is success, the UE sends Initial Registration Request message again including SUCI calculated using null-scheme to the SEAF.
NOTE 1:
The public key and private key of SEAF are only used for the signature verification.

******************* END OF PCR *******************************************
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