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3	Rationale
This is an update to the SBA living document for Phase 1.
4	Living Document
4.1 Endorsed working assumption for SBA
Following security goals for further work on SBA is endorsed:
Goal #1	The following aspects need to be standardized for 5G SBA in Rel-15:
1. message origin authentication
“Who is the real sender?”
2. message integrity protection
“Was the message modified?”
3. cross-layer antispoofing enforcement
“Do identities (addresses etc.) used on different protocol layers all belong to the same sender?”
4. message content authorization
“Is the consumer legitimized to request or be subscribed to a specific service offered by the producer?”
Goal #2	Goal #1 is relevant for all procedures during registration, discovery, and communication between NF Service Consumer and Provider.
Goal #3	A 5G signalling edge proxy is required to protect traffic crossing a security domain boundary, and thus needs to be included in the architecture.
Goal #4	Authorization should consider the network edge, each NF, and the NRF.
Goal #5	5G CN signalling needs to support hop-by-hop security for message transport, and end-to-end security for sensitive parts of messages.
Goal #6	Define specific security requirements of the new signalling protocol stack[4], at least for JSON, and consider implementation recommendations.
The following proposals are taken as the basis for future work on security for service based interconnect interfaces.
Proposal 1: Add in the 5G architecture a network element at the edge of the service provider network that allows for interconnect security to be implemented, in addition to other security policies such topology hiding etc.
Proposal 2: Implement application layer security at the edge of the network.
Proposal 3: Add in the 5G architecture the possibility for active intermediate security nodes that may manipulate application layer information as it traverses through it.
Proposal 4: Take FS.19 – Diameter Interconnect Security, as the basis to identify Information elements (IEs) that need e2e protection in 5G SBA.
Proposal 5: Map identified IEs into one of the protection categories identified in clause 4.1.5 of S3-173486 [7].
4.1.1	Prioritization of IPX related security work for Phase 1
SA3 has come to an agreement that the following tasks are necessary to implement for Phase 1.
Task 1: 	Define SEPP and its functionality
Task 2:	Define a mechanism/protocol allowing SEPPs to protect application layer information on the N32 interface.
Task 3:	Identifying all IEs that require e2e protection 
a. Integrity protect ALL IEs e2e. This would eliminate the need to identify and categorize IEs in phase 1. 
NOTE: The implication of this is that in phase 1 there is no support for intermediate nodes in IPX network to manipulate IEs that are in transit. 
b. Confidentiality protection is mandated ONLY for Authentication vector IEs, cryptographic material, Location Data (e.g. Cell ID and Physical Cell ID). In addition, SUPI may be confidentiality protected.
Task 4:	Come up with a protection scheme that will provide e2e confidentiality protection for AVs and e2e integrity protection, replay protection for ALL information transferred on N32.
Task 5:	Determination of where to implement e2e security – in SEPP or in individual NFs
	NOTE: There was agreement at the call that e2e security shall be implemented in SEPP
Task 6:	Key distribution and management aspects. 
NOTE:  SA3 has also discussed that TLS may be used in Phase 1 as a security solution between SEPPs, in case  any of the above identified tasks cannot be completed in Phase 1.
4.2 Key Issues
4.2.1 Key Issue #1: Authorization 
4.2.1.1 Key issue detail
TS 23.501[9] stated that “network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions”. Most procedures between core NFs have become service based. In SBA, a service could be accessed by any other NFs with service based interface. This introduces a risk of service abuse if its invocation is not access controlled. SA2 has paid much attention to this and TS 23.501 [2] requires that “The Service authorization may entail two steps: (1) Check whether the NF Service Consumer is permitted to discover the requested NF Service Producer instance during the NF service discovery procedure. (2) Check whether the NF Service Consumer is permitted to access the requested NF Service Producer for consuming the NF service. ”
SA3 has also endorsed that authorization should consider the network edge, each NF, and the NRF [2]. 
Authorization in SBA is relatively complex because the service access between NFs is very frequent and services would be invoked across different network domains. To provide an effect and efficient method against service abuse, the following key issues should be taken into account:
· What is the granularity of authorization? Candidates include service based, NF based, NF type based.
· Since three authorization methods will be considered, i.e. the network edge, each NF, and NRF, the applicable scenarios of each method should be specified. 
· Solutions and procedures of each authorization should be specified.
· For each authorization method, where are the authorization rules determining whether to allow service access from and stored? Does NF profile include its authorization rules?
4.2.1.2 Security threats
In service based networks, NF services would be abused if NF service discovery and access are not access controlled. For example, the service Nudm_SubscriberDataManagement_Get provided by UDM should only be accessed by certain NFs like AMF and SMF to get UE’s subscriber data. Without access control, Nudm_SubscriberDataManagement_Get would be invoked by any NF, which leads to data leakage and privacy violation. 
4.2.1.3 Potential security requirements
TBA.

4.2.x Key Issue #x: <Title>
Editor’s Note: This subclause is used to collect all agreed candidate key issues.
4.2.x.1 Key issue detail
4.2.x.2 Security threats
4.2.x.3 Potential security requirements
4.3 Candidate solution for SBA security
Editor’s Note: The subclause is used to capture all potential solution agreed in SA3 meeting.
4.3.1 Solution #1: Authorization of NF service access
4.3.1.1 Introduction
This clause specifies authorization procedures for authorizing NF service consumer to access services provided by NF service producer. 
Granularity of authorization shall be per service based. In the case of authorization by NRF, prior to accessing a service defined in TS 23.502 [5], the NF service consumer shall request a token from NRF. The token records and proves that NF service consumer is permitted to access the service provided by the service producer. The NF service producer shall verify the token before executing the requested service. The authorization token can be reused to avoid requesting authorization for every service access.
Editor’s Note: It is assumed that NRF authenticates the NF service consumer before authorization. The authentication method is FFS.
4.3.1.2 Solution details
4.3.1.2.1 Service authorization procedure for non-roaming scenarios



Figure 4.3.1.2.1-1: Service authorization procedure for non-roaming scenario
1. NF service consumer to NRF: Service Authorization Request (NF type and NF instance ID of service consumer, NF type and NF instance ID of service producer, NF service name). Service Authorization Request is included in Nnrf_NFDiscovery_Request [2] if the NF Service Counsumer requests service authorization along with NF service discovery request.
2. NRF to NF Service Consumer: Authorization Result (Token).
NRF checks whether the access can be permitted according to the maintained authorization information. If the service can be authorized, NRF sends the result along with a token that proves this authorization.  The token should include the NF type and NF instance ID of NF service consumer, the NF type and NF instance ID of NF service producer, the NF service name that will becan be accessed, and a credential such as MAC (Message Authentication Code) or digital signature. If the token can be reused within a period of time, the expiration date should also be included. If Service Authorization Request is included in Nnrf_NFDiscovery_Request, NF service producer should include Authorization Result in Nnrf_NFDiscovery_Request Response [2] which will be sent to the NF Service Consumer.
3. NF service consumer to NF service producer: NF Service Request (NF type and NF instance ID of service consumer, NF service name, Token).
4. NF service producer to NRF: Token Verification Request (Token).
If NF service producer is able tocan verify the token, step 4 and step 5 are skippedby itself. Otherwise, NF service producer requests NRF to verify the token through Token Verification Request. It may also send the token to NRF to verify if it does not have enough information, such as the key material. 
5. NRF to NF service producer: Token Verification Response. 
NRF informs NF service producer the verification result. Token Verification Request and Response could introduce much overhead, thus it is recommended to verify the token by NF service producer itself. 
6. NF service producer to NF service consumer: NF Service Response.
If the token is validverified successfully and the NF service Request is consistent with the information in the token, NF service producer executes the requested service and response to NF service consumer. 
Editor’s Note: Parameters of the messages and parameters in the token are FFS. 
Editor’s Note: How to compute and verify the credential included in the token is FFS. 
Editor’s Note: The authorization in roaming scenario is FFS.
4. 3.1.2.2 Service authorization following service discovery


Figure 4.3.1.2.2-1: Service authorization together with service discovery
1. NF service consumer to NRF: Nnrf_NF Discovery Request (Expected NF Service Name, NF Type of the NF service producer, NF type of the NF service consumer). 
2. NRF to NF Service Consumer: Nnrf_NF Discovery Response (Token).
The NRF validates the Nnrf_NF Discovery Request message, if valid and the requested service can be authorized, the NRF issues a token which is a credential representing the NRF’s authorization, and send the token to the NF service consumer via Nnrf_NF Discovery Response message. In this scenario, Step 4 and Step 5 will be skipped. Optionally, the NRF can issue a token which just include the information of the NF service producer. The NRF stores the authorization information of the NF service consumer and the correspondence between the token and the authorization information.
3. NF service consumer to NF service producer: NF Service Request (NF type and NF instance ID of service consumer, NF service name, Token).
4. NF service producer to NRF: Token Verification Request (Token).
If the token include the authorization information, the NF service producer validates the token, and Step 5 will be skipped. Otherwise, the NF service producer forwards the token to the NRF for verification.
5. NRF to NF service producer: Token Verification Response. 
The NRF verifies the token, and if valid, returns a verification result to the NF service producer.
6. NF service producer to NF service consumer: NF Service Response.
If token is verified successfully and the NF service Request is consistent with the information in the token, NF service producer executes the requested service and response to NF service consumer.
Editor’s Note: Parameters of the messages and parameters in the token are FFS. 
Editor’s Note: How to compute and verify the credential included in the token is FFS.
Editor’s Note: The authorization in roaming scenario is FFS.
4.3.1.2.2 Authorization of NF service access for roaming scenario

Figure 4.3.1.2.2-1: Authorization of NF service access for roaming scenario
1. NF service consumer to NF service producer: NF Service Request (NF type and NF instance ID of service consumer, NF type and NF instance ID of service producer, NF service name). 
2. NF service producer to NRF in Home PLMN: Authorization Request (NF type and NF instance ID of service consumer, NF type and NF instance ID of service producer, NF service name).
3. NRF in Home PLMN to NF service producer: 
NRF in Home PLMN checks whether the access can be permitted according to the maintained authorization information (static policies). If the service can be authorized, NRF in Home PLMN sends the Authorization Response to the NF service producer.
4. NF service producer to NF service consumer: 
If authorized, NF service producer executes the requested service and response to NF service consumer.
Editor’s Note: The authentication mechanisms between different PLMNs is FFS.
4.3.1.3 Evaluation
4.3.2 Solution #2: Application layer protection based on JSON Object Signing and Encryption (JOSE)
4.3.2.1		General
Following aspects are considered when designing a solution for e2e protection of application layer information in the HTTP payload:
-	Which protocol to use to secure JSON content
-	Where to implement e2e security in the network
-	Which JSON information elements to protect and what kind of protection is required 
-	Algorithms to use for protection and their negotiation between two Edge Proxy end points
-	Key management aspects including key distribution to the Edge Proxies
-	Protection mechanism that allows selective protection of the payload while allowing other unprotected payload to be modified by the intermediaries
4.3.2.2	Application layer protection based on JOSE
JOSE [10] provides a set of specifications to protect JSON based data structures. These include standards for 
-	representation of integrity-protect JSON data based on public-key digital signatures as well as symmetric-key MACs using JSON Web Signing (JWS) [11], 
-	representation of encrypted data using JSON Web Encrypton [12],
-	specifying how to encode public keys as JSON-structured objects, 
-	specifying algorithms and algorithm identifiers using JSON Web Algorithm [13],
-	specifying a means to protect private and symmetric keys via encryption.
JOSE shall be used to protect JSON based application content in SBA.
Editor’s Notes: It is FFS how JOSE works when there are multiple HTTP sessions between two NFs, for e.g. between AMF and AUSF.
4.3.2.2.1	JSON based IEs that require protection (WHAT)
Editor’s Note: This clause shall determine the Information Elements that require protection, and places them in different protection categories.
JOSE framework will be used to integrity protect all the JSON IEs in the HTTP message payload. The JSON Web Signature [11] applies integrity protection either based on digital signatures (asymmetric protection) or Message Authentication Codes (symmetric protection). The resulting datastructure is of JSON type and contains JWS Signature representing a digitally signed or MACed message payload.
JOSE framework will be used to confidentiality protect Authentication Vector (AVs), cryptographic keys, SUPI and Location data (e.g. Cell ID and Physical Cell ID) contained in the HTTP message. The JSON Web Encryption [12] is based on the use of Authenticated Encryption with Associated Data (AEAD) based encryption algorithms. Hence it applies both confidentiality protection and integrity protection on the Authentication Vectors.
Editor’s Note: This clause shall be revisited again in Phase 2 if any change is identified in the list of IEs identified in this clause for protection in Phase 1.
4.3.2.2.2	Integrity and Confidentiality protection schemes (HOW)
Editor’s Note: This clause shall include the following aspects - whether Confidentiality protection and Integrity protection is based on Asymmetric encryption or Symmetric encryption, protection schemes needed to allow intermediate nodes to modify application layer information, if required.
4.3.2.2.3	Key management aspects
Editors’ Note: This clause shall include the following aspects - whether Confidentiality protection and Integrity protection is based on Asymmetric encryption or Symmetric encryption, how to establish the required keys for Integrity and Confidentiality protection.
4.3.2.3	Evaluation
[bookmark: _Toc496020536][bookmark: _Toc496020993][bookmark: _Toc496867181][bookmark: _Toc500341409][bookmark: _Toc500507631]4.3.3 Solution #3:	NF service registration process
4.3.3.1 Solution Details
During initial provisioning and configuration of NF, NRF is configured with NF’s public key and other information. And NF is configured with public key of NRF and other information.



Figure 4.3.3.1-1 Authentication of NF service registration 
1. NF service consumer sends Nnrf_NFManagement_NFRegister Request message to NRF, signed by NF’s private key and encrypted using public key of NRF. Registration request includes a nonce for replay protection. 
2. NRF sends Registration response signed by NRF private key. Registration response includes NF certificate and other parameters. 
3. Upon receipt if registration response, NF service consumer checks the integrity the Nnrf_NFRegister_Response by using public key of NRF decrypts the payload by NF Service consumer’s private key.
4.3.4 Solution #4: Authorization of NF service access
4.3.4.1 Introduction
During initial provisioning and configuration of NF, NRF is configured with NF’s public key and other information. And NF is configured with public key of NRF and other information.  During service registration, NF obtains certificate from NRF for its public key.
Service request and response uses TLS to establish a secure session between NF Service Consumer and NF Service Producer using their corresponding certificates. Upon successful Service request and response, a secure association is established between NF service consumer and NF service producer which provides secure session between the two. 
Service request and response can function within same PLMN or across PLMNs. Subsequent sections describe the detailed flow for each case.
4.3.4.2 Solution details
4.3.4.2.1 Authorization of NF service access in the same PLMN


Figure 4.3.4.2.1-1 Authorization of NF service request in the same PLMN
1. The NF Consumer sends an NF Service request to NF producer. It shall contain a self-signed client ID. Service request shall also include a client TLS [client_hello] message for the NF Producer. The contents of TLS client_hello are defined in the TLS specification.
2.  a. The NF Producer forwards the Signed Client ID as a payload to IsAuthorized message to NRF. 
b. NRF verifies client ID signature. If the NF Consumer ID is successfully verified, NRF checks the stored NF profile information to determine whether the access can be permitted. If the service can be provided, NRF sends the verification result back to NF Service Producer. If verification is unsuccessful, NF Service producer does not proceed.
Editor’s Note: IsAuthorized Request and response messages and VerifyCertificate message need to be defined. Its format and parameters are FFS. 
3. The NF Producer replies to the NF Consumer with TLS[server_hello], which further includes information elements such as server_hello, NF_P_Certificate, server_key_exchange, certificate_request, server_hello_done. These information elements are defined in the RFCs for the TLS.  
4. Upon receiving the TLS[server_hello] message NF consumer forwards the message to its NRF through VerifyCertificate message. NRF verifies the NF Producer certificate received in TLS [server_hello]. 
5. Upon successful verification of NF producer certificate, NF Consumer replies with TLS [client key exchange], which further contains information element such as client_certificate (NF_C_Certificate), client_key_exchange, client_certificate_verify, change_cipher_spec, client_finished, etc. 
6. After receiving the TLS [client_certificate] message NF consumer forwards the message to its NRF through VerifyCertificate message. NRF verifies the NF Consumer certificate received in TLS [client_certificate] by NRF’s public key. 
7. NF producer sends Nrf_Nf_Service Response with TLS [Server_finished] with change_cipher_spec to the NF Consumer.
8. Session Key (KSESSION_C_P) is used to secure further communication between NF consumer and producer. 
4.3.4.2.2	Authorization of NF service access in different PLMNs

Figure 4.3.4.2.2-1 Authorization of NF service access across PLMNs

1. The NF Consumer sends an NF Service request to NF producer in the home PLMN. It shall contain a self-signed client ID. Service request shall also include a client TLS [client_hello] message for the NF Producer. The contents of TLS client_hello are defined in the TLS specification.
2.  The NF Producer forwards the Signed Client ID as a payload to IsAuthorized message to NRF in home PLMN. hNRF acts proxy for NRF in serving PLMN and forwards the signed payload to it. Serving NRF verifies the Client ID signature. If the NF Consumer ID is successfully verified, NRF checks the stored NF profile information to determine whether the access can be permitted. If the service can be provided, NRF sends the verification result back to NF Service Produce through hNRF proxy. If verification is unsuccessful, NF Service producer does not proceed.
Editor’s Note: IsAuthorized Request and response messages need to be defined. Its format and parameters are FFS. 
3. The NF Producer replies to the NF Consumer with TLS[server_hello], which further includes information elements such as server_hello, NF_P_Certificate, server_key_exchange, certificate_request, server_hello_done. These information elements are defined in the RFCs for the TLS.  
4. NF Service producer’s certificate is sent to NRF in HPLMN for verification through the VerifyCertificate message. Serving NRF acts as a proxy and just transfer the payload to Home NRF. The NRF in HPLMN verifies the NF producer’s certificate received in TLS [server_hello]. 
5. NF Consumer replies with TLS [client key exchange], which further contains information element such as client_certificate (NF_C_Certificate), client_key_exchange, client_certificate_verify, change_cipher_spec, client_finished etc. 
6. NF Service consumer certificate is sent to NRF in SPLMN for verification through the VerifyCertificate message. HPLMN NRF acts as a proxy and just transfer the payload to Serving NRF. The NRF in Serving PLMN verifies the NF Consumers certificate received in TLS [client_certificate].
7. NF producer sends Nrf_Nf_Service Response with TLS [Server_finished] with change_cipher_spec to the NF Consumer.
8. Session Key (KSESSION_C_P) is used to secure further communication between NF consumer and producer.

4.4 Conclusion
Editor’s Note: The subclause is used to conclude real issues identified and selected solutions  which needs to move into TS 33.501
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