3GPP TSG SA WG3 (Security) Meeting #90Bis
S3-180525
26 February - 2 March 2018, San Diego (US)
revision of S3-18xabc
Source:
KPN
Title:
Resolution of Editor’s Notes in clauses 5.2.3 and 5.3.3
Document for:
Approval

Agenda Item:
4.1.4.4 AS Security – Editorials (pCR also includes an editorial for NAS)
1
Decision/action requested

Accept pCR for inclusion into TS 33.501
2
References

[1]
TS 33.501 v0.7.0
3
Rationale

Clause 5.2.3 and 5.3.3 contain the following Editor’s Notes:

Editor's Note: The list of exceptions is FFS.

Editor's note: Whether using NIA0 for DRB integrity protection in 5GS continues to introduce an over-the-air overhead of 32-bits MAC of zeros depends on RAN2 decision and feedback.
(where the first one appears also in 5.3.3)

In order to resolve the first Editor’s Note, we copy a sentence from clause 5.1.3.1. The second Editor’s Note does actually not affect our specification. It only says that NIA0 overhead depends on RAN2 decision and so it can be deleted as well.

4
Detailed proposal
*** Change ***

5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection and replay protection of user data between the UE and the gNB.

The gNB shall support integrity protection and replay protection of RRC-signalling.

The gNB shall support the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The gNB may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
Integrity protection of the RRC-signalling is mandatory to use, except in the following cases:
All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.


NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
*** END of Change ***

*** Change ***

5.3.3
Signalling data integrity 

5.3.3.1
Requirements on support of integrity protection

The AMF shall support integrity protection and replay protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:

-
128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The AMF may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Implementation of NIA0 in AMF is optional, NIA0, if implemented, shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
Integrity protection of NAS-signalling is mandatory to use, except in the following cases:
All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected.

*** END of Change ***

