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1
Decision/action requested

Accept pCR for inclusion into TS 33.501
2
References

[1]
TS 33.501 v0.7.0
3
Rationale

Clause 5.1.4 contains two Editor’s Note. The first one is:
Editor's Note: It is FFS whether such a security assurance scheme to be used for evaluation of the credentials and identifier storage and processing is within the scope of 3GPP and if so, the requirements related to it.

It goes without saying that it is highly recommended that operators only use UICCs that have a high EAL, however, the 3GPP spec is not the place to enforce that. The reasons are that an insecure credential storage will in the first place impact the operator that opted to use that particular credential storage and is therefore primarily a problem for the operator at hand. In the second place, an insecure credential storage will impact the roaming operator; it could lead to fraud cases, problems with billing, etc. 

The usage of a properly secured credential storage for roaming users is therefore a matter to be agreed between operators and should be agreed at GSMA as an agreement and not agreed in 3GPP as a requirement. The particular requirement should be changed to a recommendation in order to guide GSMA in their agreement.

Editor's Note: The above requirements need to be updated with the agreed terminology for e.g. long-term key.
The terminology for ‘long term key’ most likely the best one. Other ones would be:

-
Primary key. 

-
Root key.
Neither is more clear or captures a more generic concept. Also, note that long term does not mean ‘permanent’ so that long term key updates are still possible.
4
Detailed proposal

*** Change ***

5.1.4
Secure storage and processing of subscription credentials

The following requirements apply for the storage and processing of the subscription credentials used to access the 5G network:

-
The subscription credential(s) shall be integrity protected within the UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) shall be confidentiality protected within the UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 

-
The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.

-
The tamper resistant secure hardware component should be security evaluated.


*** END of Change ***

