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1
Decision/action requested

This document resolves the editor’s note in 4.3.1.1 of living document for SBA security.
2
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3
Rationale

In 4.3.1.1 of the living document [1], there is an editor’s note “It is assumed that NRF authenticates the NF service consumer before authorization. The authentication method is FFS.” In meeting #90, the transport layer based solution for authentication between NFs and NRF has been approved as following in TS 33.501[2]:

If the PLMN uses protection at the transport layer, the protection at the transport layer shall be used for mutual authentication of the NRF and NF.
If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.

On this basis, the NRF and NF can authenticate with each other. Therefore, the editor’s note should be removed. 
4
Detailed proposal
4.3.1.1 Introduction

This clause specifies authorization procedures for authorizing NF service consumer to access services provided by NF service producer. 

Granularity of authorization shall be per service based. In the case of authorization by NRF, prior to accessing a service defined in TS 23.502 [5], the NF service consumer shall request a token from NRF. The token records and proves that NF service consumer is permitted to access the service provided by the service producer. The NF service producer shall verify the token before executing the requested service. The authorization token can be reused to avoid requesting authorization for every service access.

