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1
Decision/action requested

It is proposed to remove editor’s note in UP security by aligning with SA2 procedure in TS 33.501.
2
References

[1] TS 33.501 v0.7.0 Security Architecture and Procedures for 5G System.
[2] TS 23.501 v15.0.1 System Architecture for the 5G System.
3
Rationale

This constribution is proposed here for updating the UP security policy part of TS 33.501 acoording the agreed SA2 procedure, and removing the Editor’s notes in section 6.6.1 UP security policy determination and transmission of TS 33.501 V0.7.0, which is described as follows: 

“Editor’s Note: Details and use of normative language need to be aligned with SA2 procedure.”
According to the last SA2 meeting, PDU session user plane security related procedures (described in the following) were added into section 5.10 of TS 23.501v15.0.1, which include the ways to retrieve and distribute the UP security policy by SMF.
5.10.X PDU Session User Plane Security 

The User Plane Security Enforcement information indicates for a PDU session, whether UP integrity protection is required or not for all the traffic of this PDU session. User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session it applies for the life time of the PDU Session
The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on 

-
SM subscription information received from UDM (User Plane security subscription information) and 

-
either the User Plane Security Policy received from the PCF, or the applicable UP security policies locally configured per (DNN, S-NSSAI) in the SMF when PCC does not apply or the PCF does not provide User Plane Security Policy.
The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place at establishment of a PDU session or at activation of the user plane of a PDU session. The NG-RAN may reject establishment of UP resources for the PDU Session when it cannot fulfill requirements in User Plane Security Enforcement information. In this case the SMF releases the PDU session.
User Plane Security Policy are communicated from source to target NG-RAN node at Hand-Over. If the target RAN node does not support requirements in User Plane Security Enforcement information, the target RAN rejects the request to setup resources for the PDU session and the PDU Session is not handed-Over to the target RAN node.

Therefore, alignments shall be made in section 6.6.1 of TS 33.501 V0.7.0, based on the SA2 procedure described in the above, including the choices made by SMF, also the way to send UP security policy to RAN, etc. Then, the Editor’s Note related with the alignments can be removed after the revision.
4
Detailed proposal

*************** Start of Change 1 ****************
 
6.6
UP security mechanisms

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.3, which is about UP security mechanisms.

6.6.1 UP security policy determination and transmission
The SMF shall determine the UP security policy during the PDU session establishment procedure as specified in TS 23.502 [8]. 

SMF receives the Request Type, PDU session ID, and DNN from UE during PDU session establishment procedure. If the Request Type indicates "Existing PDU Session", the SMF shall identify the existing UP security policy based on the PDU Session ID, and reuse the existing UP security policy for this PDU session. 

However, if the Request Type indicates "Initial request", and dynamic PCC does not apply, SMF shall use the UP security policy described in the SM subscription information received from UDM.
If the Request Type indicates "Initial request ", and dynamic PCC applies, SMF shall use the UP security policy, which shall be obtained from the PCF by sending PDU-CAN Session Establishment request, including Subscriber Permanent ID, and DNN. The PCF shall set the UP security policy corresponding the security requirements of DNN and send it back to SMF. If there are no security requirements related with the DNN, the PCF shall use the default UP security policy and send it back to SMF.


In the following, after SMF determines the PDU session UP security policy, SMF shall send it as part of PDU session related information to the gNB during establishment of a PDU session or at activation of the user plane of a PDU session. Finally, gNB retrieves the UP security policy from SMF.

The UP security policy shall indicate whether confidentiality and/or integrity protection shall be activated or not for all DRBs belonging to that PDU Session.

The gNB shall activate confidentiality and/or integrity protection per DRB, according to the received UP security policy, using RRC signalling as described in Clause <6.6.x “UP security activation procedure”>

*************** END of Change 1 ****************
