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1       Decision/action requested
Add high-level description to TS 33.501, section 4 "Overview of 5G architecture."
2       References
 [1]	3GPP TR 33.899 v1.3.0 "Study on the security aspects of the next generation system".
 [2]	3GPP TS 23.501 v15.0.0 "System Architecture for the 5G System".
 [3]         3GPP TS 33.401 v15.2.0 "Security Architecture for SAE".           
3       Rationale
The overview of 5G security architecture is still missing from clause 4 of TS 33.501. We believe it is time to add high-level picture to TS 33.501, in order to avoid last minute rush. 
The following 5G-specific notions are added in the overview of security architecture:
1. SBA domain security. 
2. Both Non-3GPP and 3GPP access network are reflected in the AN box.
3. Secondary authentication.
The pCR implements the additions.
4.     Detailed Proposal
- The figure in the pCR below is based on that in TS 33.401 (LTE security) which, in turn, is based TS 33.102 (UMTS security).
- In TS 33.102 and TS 33.401 the USIM is pictured on the right of ME. This gives the (wrong) impression that USIM communicates with the network directly, rather than through ME. We have corrected this by picturing USIM on the left of ME.  
- In TS 33.102 and TS 33.401 the vertical arrow (I) from USIM to ME indicated the CK, IK key pair. We have removed this arrow because in 5G security CK, IK (or any other symmetric key coming from USIM) are not used directly in Transport Stratum.
- In TS 33.102 and TS 33.401 arrow (III) between USIM and ME was defined as "User domain security (III): the set of security features that secure access to mobile stations." This meant, we think, the PIN which user has to enter in order to unlock the phone screen. In modern phones we have additional ways, like dot patterns and biometrics, to unlock the phone screen. Nevertheless we have kept this arrow in the picture. (And if other companies want we can remove it.)
- It is proposed that SA3 approve the following pCR for inclusion in TS33.501. 
***********************Begin of Change*************************
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Figure 4-1 gives an overview of security architecture.


Figure 4-1: Overview of the security architecture
The figure illustrates the following security domains:
· Network access security (I): the set of security features that enable a UE, which has been authenticated, to access the services via the network securely, including the 3GPP access and Non-3GPP access, and in particularly, to protect against attacks on the (radio) interfaces. In addition, it includes the security context delivery from SN to UE for the access security. 
· Network domain security (II): the set of security features that enable network nodes to securely exchange signalling data, user data (between AN and SN, within AN or SN, between two SNs and between SN and HN). 
· User domain security (III): the set of security features that secure access to mobile stations.
· Application domain security (IV): the set of security features that enable applications in the user domain and in the external data network domain to transfer messages securely.
· SBA domain security (V): the set of security features about the SBA security including the network element registration, discovery, and authorization security aspects, and also the protection for the service-based interfaces.
· Secondary Authentication and key management (VI): the set of security features related to secondary authentication. 
· Visibility and configurability of security (VII): the set of features that enable the user to inform himself whether a security feature is in operation or not and whether the use and provision of services should depend on the security feature.
Note: The Visibility and configurability of security is not shown in the figure.  
***********************End of Change*************************
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