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Abstract of the contribution: This contribution proposes LTK generation solution for inclusion in TR 33.834, Study on Long Term Key Update Procedures.
1
Decision/action requested

It is requested to approve the proposed change and incorporate it in TR 33.834. 
2
Rationale
. This PCR proposes a solution addressing the Key Issue #3 LTK generation vs LTK transport.
3
Detailed proposal

*** BEGIN CHANGES ***
9.x
Solution #x: LTK generation
9.x.1
Introduction
This solution provides high-level description of a mechanism for LTK generation. This solution addresses the threat described in Key Issue# 7.x.
9.x.2
Solution Description
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Figure 9.x.2.1: LTK Generation Process
The high-level steps involved in the LTK generation process are described below:

Step 0:
 It is assumed that there is a mechanism that detects a compromise of the LTK associated with a UE / eUICC. It triggers a LTK Re-generation process. The detection of the compromise can be accomplished at the UE or in the Network. Step 1-8 describes the LTK Re-generation process.

Step 1: On detection of the compromise, the UE / eUICC and the AUSF / ARFP perform a mutual authentication (e.g. eUICC private key; refer eUICC specifications) and establish a secure connection.

Step 2: The UE / eUICC or the AUSF / ARPF notifies one another of the compromise over the secure connection established in Step 1. This is an optional step.
Step 3:
 The notification from Step 2, triggers the LTK keying material generation on the eUICC associated with the compromised LTK and at the AUSF / ARPF.

Step 4: The UE / eUICC and the AUSF / ARPF exchange the keying material generated at Step 3.

Step 5: The UE / eUICC uses the keying material that it had generated together with the keying material received from the AUSF / ARPF to generate the LTK. Similarly, the AUSF / ARPF uses the keying material that it had generated together with the keying material received from the UE / eUICC to generate the fresh identical LTK.

Step 6: The UE / eUICC and the AUSF / ARPF exchange messages to provide Acknowledgement/proof-of-possession of the fresh LTK to each other.

Step 7: The UE / eUICC activates the fresh LTK for use with the particular MNO.

Step 8: The fresh LTK is activated and associated with the subscriber (USIM) within the ARPF (database) in a secure manner.
9.x.3
Solution Evaluation

TBD

*** END OF CHANGES ***
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