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4.1.14.2 SUCI and Schemes
This contribution provides PCR for making SUPI protection opaque to IMSI sniffers. This PCR has a companion Discussion Paper in S3-180505.
1
Decision/action requested

It is requested to approve the proposed change and incorporate it in TS 33.501. 
2
Rationale
The problem stemming from the ease of determination whether SUPI is in cleartext (null-scheme) or encrypted (SUCI) by an OTA attacker is described in the companion contribution in S3-180010. The same document goes over potential solutions aiming to make cleartext (null-scheme) and encrypted (SUCI) in-discernible for an OTA attacker.
3
Detailed proposal

*** BEGIN CHANGES ***
C.3.3
Processing on home network side

The ECIES scheme shall be implemented such that for deconcealing a SUCI, the home network shall use the received ECC ephemeral public key of the UE and the private key of the home network. The processing on home network side shall be done according to the decryption operation defined in [29].

NOTE:
Unlike the UE, the home network does not need to perform a fresh ephemeral key pair generation for each decryption. How often the home network generates new public/private key pair and how the public key is provisioned to the UE are out of the scope of this clause.

The Figure C.3.3-1 illustrates the home network's steps.
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Figure C.3.3-1: Decryption based on ECIES at the home network with integrated Format Preserving Symmetric Encryption

In Figure C.3.3-1: 
6> represents Symmetric Encryption function with Format Preserving properties that may be described in [yy]

FP Template (tweak, alphabet) is a set of input parameters for 6> Symmetric Encryption function with Format Preserving properties. FP Template describes the target input/output formats for 6>

FP Ciphertext Value is the SUCI (ciphered SUPI) represented in a format that is indiscernible from SUPI
*** END OF CHANGES ***
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