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1 Introduction

1.1 Scope

The GSMA Identity and Access Management (IAM) Task Force has studied, based on
NGMN (Next Generation Mobile Networks) input, opportunities for the mobile operators to
evolve their legacy AAA systems to:

¢ manage loT challenges in consumer and industrial 5G loT scenarios

e provide personalized network capabilities and services to the user by extending the
view from the subscriber to the user (defined as a “new identity” instantiated as a
human person, or a thing/sensor/actuator)

e afford consent-driven privacy controls to each identity in a privacy framework that is
technically feasible to function across multiple service provider IAM realms owned by
MNOs (mobile network operator) or non-MNOs alike

¢ implement network convergence by an access technology agnostic IAM

¢ allow cross-operator network services by extending roaming from traditional MNO
services to all network services

A primary goal is to enable the MNO to fully exploit 5G era network capabilities: to deliver
seamless user service experience by performing frictionless user-centric authentication and
authorization tasks across the expanding universe of heterogeneous access networks,
services, device types and IoT things that serve the “new identity” in the centre.

The document includes a problem statement, use cases, and requirements related to
enhancing the Identity and Access Management Framework in the future.

1.2 Definitions

Term ‘ Description

Contextually
Unique An identifier which is unique within a given context or subset of a registry system.
Identifier

A device that runs an application to provide a connected service. The device may:

e be cellular or non-cellular

e connect directly or indirectly (via a local gateway) to the network

e contain a UICC or another mechanism for securing its identity and
credentials (non-UICC based secure element, Trusted Platform Module

Devices )
or software based mechanism)
e be a complex device (e.g. car or smartphone) or simple device (e.g. an
actuator or sensor)
e be a component of a complex device (e.g. a cellular modem within a
connected car)
Globally
Unique An identifier which is globally unique within a given registry system.
Identifier
Identity and Management of both identities and their associated access control to services,
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Access
Management

Description
information and resources.

1.3 Abbreviations

Term Description

3GPP 3" Generation Project Partnership

Applications gg\;;:gpriigfvtig:(vg:\isc::rsensbles a service (e.g. an application resident within a
B2B Business to Business

B2C Business to Consumer

euiCC Embedded UICC

HSS Home Subscriber Service

IAM Identity and Access Management

IMEI International Mobile Equipment Identity

IMSI International Mobile Subscriber Identity

loT Internet of Things

MNO Mobile Network Operator

MSISDN Mobile Station International Subscriber Directory Number

NB-loT Narrow Band Internet of Things

NGMN Next Generation Mobile Networks

uicc Universal Integrated Circuit Card

Users The human users of connected devices, services or applications.

WLAN Wireless Local Area Network
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2 Future Identity and Access Management Framework

2.1 Introduction

Identity and Access Management (IAM) is a framework that enables the right entity to
access the right resources at the right time for the right reasons.

Identity and Access Management services are gaining importance due to the growing
number and diversity of connected devices, things and services in the digital economy.
Presently it is common for each service to require its own individual identifier and credentials
to perform authentication.

The current subscription-centric Identity and Access Management mechanisms used by
MNOs today have focused on authenticating subscribers for authorised service and network
access. In addition, this mechanism is enabling mutual authentication between (e)UICCs
and networks to enable customers to securely communicate with each other independently
of which network they subscribe to, and to securely roam onto other MNO networks whilst
still achieving service continuity. This mechanism secures the MNO and their service
provider customers by controlling (and limiting) access to paying subscribers.

The new and innovative services offer new business opportunities for MNOSs to provide for
consumer and enterprise markets and to connect billions of new devices via their networks.
To maximise this opportunity the legacy subscription-centric Identity and Access
Management mechanisms supported by MNOs will need to evolve and new
user/device/application/data-centric Identity and Access Management services could be
offered by MNOs as added value to their customers and to other entities (e.g. 10T service
providers) that rely on such identities. This will allow MNOs to play the role of identity
enablers and become the customer’s ‘one stop shop’ for IAM services.

2.2 Core Principles

2.2.1 Background
The mobile identifiers defined in today's mobile systems provide the ability to:

e |MSI (International Mobile Subscriber Identity) - Uniquely identify the user’s device
at network access level and to point to the user’s subscription record.

e MSISDN (Mobile Station International Subscriber Directory Number) - Uniquely
identify the subscriber at service level thus allowing addressing of the subscriber
for MNO services (e.g. voice, SMS, etc.).

e IMEI (International Mobile Equipment Identity) - Uniquely identify the User
Equipment attached to the network.

The support of these globally unique identifiers has enabled users to communicate with each
other independently of which network they subscribe to, and to achieve true mobility by
allowing devices supporting those subscriptions to roam onto other MNO networks whilst still
achieving service continuity.
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With the separation of access and service layer, new identities have been defined within the
IMS (e.g. Private User Identity, Public User Identity) to maintain these principles in VoLTE
and RCS.

These identities, and their applicability within 5G with focus on the number of connections
projected for Internet of Things and the potential evolution towards “internet-like” identities
and services, must be considered if they are sufficient for future networks and services
where:

e Users access services via different access networks and expect a seamless
experience.

e Users own multiple devices enabled with different access technologies (some without
UICC/eUICC).

o Devices are shared between multiple users (e.g. home tablet, car sharing, industrial
equipment, etc.)

o With the growth of Internet of Things devices predicted to reach over 25 billion by
2025, security risks from cyber-attacks may increase.

MNOs need to evolve their Identity and Access Management as a framework to safely and
securely manage access to networks and services. This framework should be done in a
common global manner, therefore it is seen that a standardised approach is necessary.
Existing standards and specifications should be used where applicable.

The IAM architecture shall support a level of security with respect to the protection of
Operator Credentials which is at least equivalent to the present levels of security (i.e.
eUICC/UICC). This applies in particular to the integrity of Subscriber identities (e.g. IMSI) as
well as the confidentiality of cryptographic keys and authentication parameters. The IAM
architecture shall not compromise the security and privacy of subscriber or end user data.
Examples depending on territory include identities that can be used for tracking (e.g. ICCID,
MSISDN, IMSI, Ki etc).

This document does not suggest alternative methods for authenticating subscribers for
access to 3GPP mobile networks.

2.2.2 Description

Identity and Access Management is gaining importance due to the growth of connected
devices and things as well as services in the digital economy.

Current mobile networks are subscription-centric, which allows MNOSs to protect the access
to the network and respect legal obligations, but such solutions do not enable the MNO with
the visibility of the specific “human” individual or the specific “loT device” that is utilising the
subscription (e.g. the mobile network is only able to identify the UE and the associated
subscription).

Having an enhanced Identity and Access Management approach could provide a solution for
the above mentioned issues, but it may also provide an enhanced user experience and may
be used to optimise performance of the networks and services.
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From the analysis performed, three core principles have been identified:

Introduction of “a new Identity” as the identity behind the device or devices. This
could be the identity of the individual human user of a service behind a device or in
the case of an loT service, identity of the gateway or of the host device, or the
individual subsystem device “Thing” behind the gateway (e.qg. the identity of specific
car, a medical device or a smart meter).

Implementation of a Service agnostic and Cross-layer Identity that bridges across
network domains, across access technologies and between the network and
services.

Introduction of an Identity Relationship Management concept — an architecture for the
“‘new ldentity”, subscriber identities, potentially device identifiers and their
relationships.

The Identity and Access Management Framework will lead to the ability to:

V1.0

Support a better loT experience

By defining a “new Identity” a new layer of security can be offered on top of the
existing security architecture. This could be used to identifying the individual 10T
module, CPE, dedicated loT gateways and provide an additional level of
authentication/authorisation with associated credentials to establish an additional
security association. Such a “new Identity” would be common across network
access technologies and services, which has the potential to provide the service
provider/device owner a better control over their devices.

Support a better User experience

Users will have several devices and services and regardless of the connectivity
and the device they are using they will expect a seamless user experience. A user
may wish to provide access to other people to allow them to utilise their devices
and services. For example, a parent can grant access to their family members to
use one tablet and each individual will have access to different services in the
tablet.

By adding a “new Identity” in addition to the existing access network and service
identities, the user will have more control over their device/subscription/services.
This can also be used as an additional anti-theft mechanism. Further examples of
differentiation could be:

e Seamless connection to the MNO across the various access types, fixed,
mobile, satellite, WLAN or hotspots

o Seamless authentication to the MNO and 3rd-party services irrespective of the
access network

e Seamless transfer of communications between different access networks —
even fixed networks (e.g. coming home and transferring of a voice call to a
video call from phone to the TVs set) — and vice-versa

¢ Easy management of profiles and context information (business, private,
hobby, parents)
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e Sharing and optimization of access network resources between multiple users
¢ Remote access and management of devices behind the home gateway

2.3 Use Cases

Two example use cases to illustrate how the Identity and Access Management framework
may be utilised are detailed below.

2.3.1 5G Subscription Activation

2311 Description

As a 5G user, | want to be able to easily register to 5G and access my 5G services (Internet
access, voice, video,...) on any device, so as to always be connected and reachable.

This scenario describes how a user may authenticate with their 5G Identity on a 5G-ready or
a vanilla device and access their 5G Operator services over those devices.

This use case does not suggest alternative methods for authenticating subscribers for
access to 3GPP mobile networks.

2.31.11 Actors

o End-user: Steffi: Steffi is a user of the operator services, using amongst other
services a 4G subscription and smartphone purchased by her husband Walter

¢ Customer (contract holder): Walter is the MNOs customer who is contracted with
the MNO and subscribed MNO services for himself, his wife and his children

e 5G mobile device + Vanilla android tablet device: Property of the end-user

e 5G network operator: the end-user’s 5G provider. MNO maintains a list of
Registered Devices and Services associated to the end-user and provides 5G
connectivity to the user’s 5G device in accordance with the end-user’s subscription
conditions

2311.2 Pre-conditions

Steffi is an existing user of the MNO services, and in particular of a legacy 4G subscription
and mobile phone, both purchased by her husband Walter. Steffi however isn’'t yet a
registered end-user, since she never created a user profile on the MNO Portal, be it for 5G
services or other (e.g. over-the-top services such as email or cloud services).

Steffi has decided to go to the electronic store next to her place and purchase two new
devices:

¢ A new “5G-ready” mobile phone to replace her old 4G smartphone

¢ a“Vanilla” Android tablet to use at home together with her husband Walter and son
Anton

o The 5G-ready handset holds an eSIM/eUICC compliant module.

¢ The 5G-ready handset can access the MNO network using an OEM-provided
Provisioning Profile on the eUICC, or can obtain unauthenticated access to the MNO
network & connection to (only) the MNOs subscription portal.

e The Vanilla device has a Wi-Fi module only (no 3GPP-compliant module).
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2.3.1.2 Flow of events

Back home, Steffi switches on the 5G-ready handset for the first time. The device
automatically connects to the MNOs 5G network. Since it isn’t yet associated with any user
identity, Steffi is requested to select one of the following options:

¢ Authenticate with an existing user profile

o ifthe useris already a 5G user (5G subscription already exists), they can add the
5G device to their 5G device list and start using their 5G services over the new
device

o ifthe userisn’t yet a 5G user (e.g. users using the email service of the MNO only),
they can contract with the MNO or refer to an existing contract and customer
relationship before signing up for a new 5G subscription.

e Create a new user profile

e users with no identity can create a user identity in the MNO IDM platform before
signing up for a new 5G subscription

Note: One assumption is that users can only subscribe to a 5G service after they
have been assigned a User Identity by the MNO in the MNOs IDM platform.

Since Steffi isn’t yet a registered user of the MNO, she creates a user profile and chooses an
identifier in the form of an alias, e.g. “steffiheinz” as well as a password.

The MNO creates a User Identity for Steffi and associates the newly created profile (alias
“steffiheinz”) to Steffi’s ID

Now, since Steffi’'s husband is already a customer of the MNO, Steffi refers to the existing
MNO contract (e.g. providing the MSISDN of her 4G subscription, associated with Walter's
contract). This action triggers an identity verification process by the MNO (as an example, a
message may be sent to the 4G device with a URL enabling Walter to perform a video
identification with the customer care).

After the Identity verification process has been completed, Walter (being the contract owner)
is proposed a list of 5G subscription packages. Walter selects a family package (e.g.
including 5G connectivity services for three users over five devices in parallel) and agree to
the Terms & Conditions.

Walter then configures his new subscription package and add “steffiheinz” to the list of users
being authorised to use the 5G subscription.

As soon as Walter has finished configuring his 5G package, Steffi can complete the setup of
her new 5G device by authenticating with her user profile and requesting that the device be
registered and added to her 5G device list.

The 5G MNO then performs the following final steps:

o registers the device in the network, creates a device profile and pushes the required
information (identifier, keys, ...) to the eSIM
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¢ adds the 5G device to Steffi's (empty) 5G device list
e associates the 5G device to Walter’'s 5G subscription

Eventually, Steffi is requested to choose a security code (e.g. 4- or 6-digit password) in order
to secure the access to her 5G profile and services from her new 5G phone.

Optionally, she is also offered the possibility to store the security code in a credential or
security key manager (e.g. iOS Keychain) and secure it using the device’s TouchlD feature.

Steffi then starts up her new tablet device. Since the tablet is a vanilla device (i.e. not “5G-
ready” or customised by the 5G MNO), Steffi must configure WLAN access manually on the
tablet so that it may access internet over her home network.

Once connected to the Internet and the device setup completed on her tablet, Steffi goes to
the device appstore and downloads the 5G communication application provided by her
MNO.

Steffi then starts the 5G communication app and is requested to authenticate herself. To do
so, Steffi provides her newly created 5G alias as identifier. The 5G MNO identifies the
associated 5G Identity of Steffi and triggers a secure 5G authentication process using a 5G-
Connect (Mobile-Connect-like) authentication sending an authentication request to the 5G
ready mobile phone device of Steffi (and optionally leveraging the TouchlID to unlock the
device keychain).

Once the secure authentication over Steffi’'s 5G ready mobile phone has been performed,
the 5G MNO securely stores a token based on Walter or Steffi 5G ready mobile phone
authentication credentials (e.g. IMSI)within the Android tablet (e.g. in the device’s Trusted
Execution Environment (TEE), Secure Element (SE)) and adds the tablet device to Steffi’s
device list, enabling Steffi to use her 5G communication services on the tablet until the token
expires (e.g. until the tablet is locked, after x minutes/hours/days, ...).

Optionally, Steffi may be able to authenticate to the 5G app using the tablet’s Touch ID,
linking her fingerprint to her 5G user profile within the app.

2.31.3 Post-Conditions

The 5G ready mobile phone of Steffi is associated with Walter's 5G subscription package
and registered in Steffi's 5G device list, so that Steffi can now access the internet and
communicate using all 5G services (voice, video, messaging) based on her 5G Identity and
associated user profile (alias “steffiheinz”).

Whenever Steffi’'s 5G ready mobile is turned off and on again, Steffi simply needs to use the
Touch ID of the 5G ready mobile phone to authenticate and unlock her 5G user profile and
connectivity services.

In parallel, Steffi can also use her tablet to communicate using the same 5G Identity and
associated user profile. She however needs to re-authenticate regularly over a secure
channel (e.g. with a 2-factor authentication over her 5G device) in order to prevent others to
misuse the communication app with her user profile.
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2.3.2 Payment at a parking lot barrier to exit the premises

2.3.21 Description

In a multi-MNO with interaction with non-MNO service provider scenario, a person trying to
exit a parking lot driving their car authorizes the payment requested using their Smartphone.
On the background, the devices (parking lot barrier and car) and the payment service
providers (parking lot and user) utilize the identity information stored by the MNOs to be able
to link those services and execute the several requests and validations needed for the action
to be executed.

2.3.21 Actors

e User: they drive the car and needs to exit the parking lot.

e User's smartphone.

o User’s Car: property of the User, communicates with the Parking Lot Barrier and
MNO1 5G.

e Parking Lot Barrier: prevents/allows the car to exit the Parking Lot.

e Parking Lot Payment Service Provider: receives the payment from the User Payment
Service Provider and informs the Parking Lot Barrier.

e User Payment Service Provider: receives the payment request and executes it after
the User authorizes it.

e MNO1 5G: is the User’'s 5G provider and has a list of Registered Devices and
Services associated to the User. If provides 5G connectivity to the User’s
smartphone.

¢ MNO2 5G: is the Car’s 5G vendor provider and has a list of devices (cars) to which it
provider 5G connectivity to the User’s car.

2.3.2.2 Pre-conditions

e User has 5G services active on their MNO1 5G Provider

o The Car, the Smartphone and the User's Payment System are registered as 5G
devices or services on the User’s 5G Devices and Services List.

e The Car is registered as part of the 5G cars on the Car Vendor Account with MNO2

¢ The Car and Smartphone are linked since the user approached the car to
authenticate with the Car access it and start the engine. The Smartphone informed
MNOL it has an active connection with the Car so MNO1 can activate all the 5G car-
mobility services of the User (Navigation system, Media, etc.)

e The Car is registered in the Parking Lot system with a Car Temporary One Time
Identifier (COTI) to guarantee the User’s privacy on the use of digital services.

The User’s Smartphone is active and temporary linked to the Car 5G system. This link is
established during the initial access and start of the car between the Car and the
Smartphone. This way, the user is pre-authenticated with the Car when they arrive to the
parking lot barrier.
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2.3.2.3 Flow of events
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Figure 1: Payment at a Parking Lot Barrier

Parking lot barrier announces the Car a payment is needed and sends its recipient
payment service information (payment provider and recipient account).

The Car uses its 5G connectivity through MNO2 5G Provider to pass the Parking Lot
payment request to the User's MNO1 5G Provider.

MNO1 5G Provider checks the Car and Smartphone are registered on the User’'s 5G
Devices and Services List and are currently active, it then sends to the User’s
Payment Service Provider the request.

The User's Payment Service receives the transaction request and then demands to
the MNO1 5G Provider for the authorization of the user.

The MNOL1 5G sends the authorization request to the user and they authorize the
payment through the speech recognition authentication system of the smartphone
(the communication for the authorization could be done through MNO2 and the Car
as an alternative connectivity path)

MNO1 5G Receives authorization and confirms the payment to the User's Payment
Service

User’'s Payment Service sends the payment to the Parking Lot's Payment Service.
Parking Lot's Payment Service confirms the payment and the Parking Lot Barrier
opens so the Car can exit the premises.
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2.4

Requirements

Non-confidential

ID

Requirement
Title

Requirements

User-centric
Identity

UCI-1. MNOs SHALL be able to associate a record of the identity of the specific “human” user or “thing” to
each identifier they issue.

UCI-2. The “new identity” SHALL flexibly support 1:1 as well as 1: many relationships between identities
and identifiers (or between two sets of identifiers).

UCI-3. The new identity SHALL enable the MNO and public users of the identity to discern the primary
human identified from other authorized human users of the same service (e.g., within the same
household, or in a workplace setting).

UCI-4. When applied to the “Internet of Things” the new identity SHALL enable the primary service
endpoint “device” or gateway (e.g., the main communications module in a Connected Car) to be
discerned from other integral system component “devices” (e.g., engine diagnostic module, sensors
for navigation) or individual things behind the gateway.

Flexible format

FF-1. Identifiers supporting the “new ldentity” SHALL have a flexible format to enable support of multiple
use cases.
FF-2. The “new Identity” SHALL be able to be supported by identifiers comprised of a set of public and/or
non-public parts
e The Public parts of the identifier SHALL support:
o public sharing of the identity,
o transactions enacted by humans
o the privacy requirements of the customer (see 6/PF1 & 8/SC3 below),
= which may require anonymity or pseudo-anonymity.
e The Non-Public parts of the identifier SHALL provide support of:
o User-owned private identifiers (e.g. Passport number)
o MNO owned identifiers that MAY be used to support inter-Provider transactions (c.f.
IMSI).
e The Public and MNO-Owned parts of the identifier SHALL be able to be shared with other
entities that are supporting the enabled service(s).
e The user-owned non-public parts of the identifier SHALL be able to be shared with other
entities according to the customer requirements and upon his/her consent.
e The MNO-owned parts of the supporting identifier MAY not be exposed to the customer, at
the MNOs discretion.
FF-3. The new identity SHALL be supported by identifiers that are not bound to a specific access network.
FF-4. MNOs providing this identification service SHALL NOT be required to own or operate any specific
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type of licensed access network (e.g. a 4G MNO is not required to deploy a 5G network in order to
provide the identification service).

FF-5. MNOs SHALL be able to issue contextually unique identifiers (and associated credentials) to Users,
Devices, Applications and Data in a reliable and secure (trustworthy) manner.

FF-6. The properties of the identifiers (e.g. contextually unique, potentially globally unique if the context
requires) SHALL be determined by the applications.

FF-7. These identifiers shall augment existing technology specific identifiers (e.g. IMSI) to enable MNOs
to offer IAM services to a wider range of service components than is presently addressable

AAI-1. The “new Identity” SHALL be available across different access networks and not bound to any

3 ﬁj(;cn?isti—agnosnc individual access technology (i.e. access agnostic).
. . |SCI-1. MNOs SHALL be able to issue identifiers and credentials that the customer can utilise across
4 Service agnostic iff . id
and Cross-layer different service providers. _ _ _
Identit SCI-2. The “new Identity” SHALL be applicable to being used at both the access-layer and service layer
y (including that of 3rd party service providers) for authentication/authorisation procedures.
Note: The service providers may be unrelated to one another.
5 Identity IAL-1. The “new identity” abstraction layer SHALL not replace the 3GPP subscriber identity which is

utilized for the access to the 3GPP network.

IAL-2. This abstraction layer SHALL ensure mapping of any associated authentication/authorisation
procedures in order to provide interoperability across heterogeneous networks and service
providers

IAL-3. MNOs shall be able to offer their customers “single sign on” capabilities and seamless service
access (and authentication) to different service providers based on a common IAM architecture that
manages identifiers and associated access credentials.

IAL-4. MNOs SHALL be able to provide “federated login/authentication” capabilities for their own services
and to other service providers that are relevant to the user.

abstraction layer

PF-1. The “new Identity” must be embedded into a privacy framework that allows MNOs to respect the

6 fl:;ra%fv?//ork privacy of the identity as a differentiator to other service providers.
7 Deqree of DOC-1.The “new identity” abstraction layer SHALL enable a “degree of confidence” value to be assigned to
cor?fidence each authentication, enabling an enhanced risk based authorization and user identification by

leveraging MNQ’s real-time awareness of the user’'s dynamic network status.

DOC-2.MNOs SHALL be able to dynamically set security policies (for example a “degree of confidence”) for
each identifier they have issued based upon its associated security/privacy properties and the
relationships that the identifier has established with other identifiers, services or according to MNO
assessment.

DOC-3.MNOs may update such security policies periodically, or upon the occurrence of an event, for
example, by a security alert.

DOC-4.Such policies could also be enhanced though use of other MNO held information such as credit
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Non-confidential

rating, subscription type, geographic location, certification status and network technology being
used. Depending on the degree of confidence, the policies may indicate that a different action is
required (e.g. for a lower or higher degree of confidence another level of authentication is
requested)

Security
credentials

&

SC-1.

SC-2.

SC-3.

SC-4.

SC-5.

SC-6.

SC-7.

SC-8.

The “new Identity” should have credentials that can be leveraged across devices, access types, and
services; and linked to the privacy framework properties associated to the identity (according to the
device, access, & service used)

MNOs SHALL be able to associate a set of security and privacy properties for each identifier they
manage.

MNOs SHALL be able to issue identifiers that satisfy the customer’s security policies for integrity,
confidentiality and availability.

The MNO SHALL also be able to allow the user to associate an alias (i.e. nickname) to each
identifier (.e.g. “John’s Car” or “Alice’s Drone”) for localised use by the user and MNO,

The storage of those credentials in a trusted, tamperproof part of the UE and/or network must be
supported.

MNOs SHALL be able to securely provision and manage identifiers and associated security
credentials to Users, Devices, Applications and Data that possess different security properties.

The IAM architecture shall support a level of security with respect to the protection of Operator
Credentials which is at least equivalent to the present levels of security (i.e. eUICC/UICC).

The 1AM architecture shall not compromise the security and privacy of subscriber or end user data.
Examples depending on territory include identities that can be used for tracking (e.g. ICCID,
MSISDN, IMS], Ki etc).

Interoperability

INTER-1. Standards for interoperable Identity and Access Management systems must be defined

that are abstract from the individual network access technology, its authentication methods and
authorization thus permit bridging between network operators, and between service providers and
MNOs.

INTER-2. MNOs SHALL be able to offer their customers seamless network access (and

authentication) across all of the MNOs network access technologies (fixed, mobile etc.) based on a
common IAM architecture that manages identifiers and associated access credentials. Seamless
network access could be used in combination with seamless handover of services at the service
layer to provide an enhanced user experience.

10

Identifier
Management

IM-1.

IM-2.

IM-3.

MNOs SHALL be able to establish, manage and update relationships between the identifiers that
they have issued and other identifiers issued by other trusted entities (i.e. other MNOs, device
makers, application providers etc.),

Such relationships could be one-to-one or one-to-many. ldentifier relationships SHALL bridge
across different MNO domains, access technologies and between mobile and 3" party services.
This information may be exposed to other relevant trusted organisations upon user consent and as
required by the local regulatory authority.
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11

Identity
Information
Sharing

[1S-1.

l1s-2.

MNOs SHALL be able to share identifier information (e.g. device, user, application etc.) and any
associated security and privacy properties with other trusted entities (e.g. other MNOS), subject to
the privacy policy they have established with the user of the identifier.

MNOs SHALL be able to inform their customers of their identifiers, the security/privacy properties
associated with their identifiers and the relationships that they have established with other
identifiers.

12

Data Analytics

DA-1.

MNOs SHALL to be able to use identifiers as a reference point (token) when performing and/or
applying enhanced data analytics:
i.  To optimise the performance of their networks for all devices and services connecting via

their network, irrespective of the network access technology used

ii. To combat fraud and security issues for all devices and services connecting via their
network; &

iii. As a service on behalf of their customers.
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3 Conclusion and Recommendations

A new form of IAM must be seen as a key enabler for 5G, especially in respect of the vision
that 5G is an end-to-end solution driven by different business contexts such as verticals (e.g.
automotive, eHealth, energy, Industrial Internet — Industry 4.0) and not only a novel air
interface.

In order to be successful in delivering that vision, MNOs need to articulate a clear Identity &
Access Management strategy for 5G, taking into consideration the following elements:

A common IAM architecture is the most practicable option for MNOs to implement
Fixed-Mobile-Convergence. Standardization bodies need to work beyond their
traditional fields and address identity related key issues in their architecture and
services standardization proposals thereby bridging between fixed and mobile
access.

IoT devices create extra challenges, in particular with regard to the multitude of
initiatives trying to address the interoperability and privacy challenges, and the
different standards enabling identification and communication across devices
irrespective of the model, manufacturer, or industry.

IAM standardization is key across current boundaries between network access
technologies, between MNOs and in order to integrate partner services.

By providing a trusted IAM product operators should act as partner in I0T, both in the
consumer segment (beyond gateway) and in industry use cases.

Enhanced User Experience as well as higher personalization of services can only be
achieved through a user-centric approach. Therefore, the MNOs view should be
extended from the subscriber to the user.

IAM is a critical success factor for launching 5G use cases on the market.
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Annex A Document Management

A.1  Document History

Version Date Brief Description of Change  Approval Editor /
Authority Company
1.0 13/11/2017 . . David Hutton
First version of new document Technology Group GSMA

A.2 Other Information

Type Description

Document Owner Technology Group

Editor / Company David Hutton / GSMA

It is our intention to provide a quality product for your use. If you find any errors or omissions,
please contact us with your comments. You may notify us at prd@gsma.com

Your comments or suggestions & questions are always welcome.
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