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Attachments:


1. Overall Description:

SA3 has discussed the use of UP security policy and agreed that UP security policy is communicated from SMF to the gNB for enforcement. In addition, SA3 understands that user plane security policy can be statically configured in SMF or downloaded dynamically during PDU session setup.

Currently SA3 expects the user plane security policy to at least include the following information:

· UP encryption algorithm

· UP integrity protection algorithm

· Whether UP integrity protection is required or not.

SA3 would like SA2 and RAN3 to consider the option of allowing the SMF to dynamically download the UP security policy. In addition, SA3 would like to ask SA2 and RAN3 the following questions.
SA3 Questions:
1. SA3 would like to know whether the SMF will be able to dynamically download the user plane security policy.

2. SA3 would like to know whether the SMF will be able to statically configure the user plane security policy.

3. SA3 would like to ask whether the SMF will be able to dynamically download the UP security policy during the PDU session establishment.

4. If SA2 and RAN3 believes it is possible for the SMF to dynamically download the UP security policy, SA3 would like to know whether implementation of this option is feasible in Phase 1 or not.
2. Actions:

To SA2 and RAN3 groups.

ACTION: 
SA2 and RAN3 are kindly requested to consider and answer the above SA3 questions.
3. Date of Next TSG-SA WG3 Meetings:
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