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1
Decision/action requested

It is requested to approve the contens in "detail proposal" for TS 33.501.
2
Rationale
It was discussed in a companion discussion contribution (S3-173092) why it is preferable to introduce in TS 33.501, a passive type solution where the false base station is detected by network with assistance from UE. This contribution proposes pCR parts based on the above mentioned discussion contribution.
3
Detailed proposal

*** BEGIN CHANGES ***
Annex X (informative):
UE-assisted network-based detection of false base station
X.1 
Introduction 

The UE in RRC_CONNECTED mode sends measurement reports to the network in accordance with the measurement configuration provided by the network. These measurement reports have security values in being useful for detection of false base stations or SUPI/5G-GUTI catchers. The network, in an implementation specific way, could choose UEs or tracking areas or duration for which the measurement reports are to be analysed for detection of false base station. The present Annex gives examples of how measurement reports from UEs could be used for detection of false base station, and some actions thereafter.
X.2 
Examples of using measurement reports 

The received-signal strength and location information in measurement reports can be used to detect a false base sation which attract the UEs by transmitting signal with higher power. They can also be used to detect a false base station which replays the genuine MIB/SIB without modification. 
In order to detect a false base station which replays modified version of broadcast information to prevent victim UEs from switching back and forth between itself and genuine base stations (e.g., modifying neighbouring cells, cell reselection criteria, registration timers, etc. to avoid the so called ping-pong effect), information on broadcast information can be used to detect inconsistency from the deployment information.

Further, a false base station which uses inconsistent cell identifier or operates in inconsistent frequency than the deployment of the genuine base stations, can be detected respectively by using the cell identifier or the frequency information in the measurement reports. 

Measurement reports collected from multiple UEs can be used to filter out incorrect reports sent by a potential rogue UE.
Upon detection of the false base station, the operator can take further actions, e.g. informing legal authorities or contacting the victim UE. 
*** END OF CHANGES ***

