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1	Decision/action requested
Approve the proposed text changes to clause 8.4
2	References
[1]	3GPP TS 33.501 v0.3.0
[2] 			3GPP TS 23.501 v1.1.0
3	Rationale
1) Alignment between 33.401 clause 7.3.1  and 33.501 clause 8.4.1 is needed to specify UP confidentiality.
2) in 33.401 clause 7.3.2 UP integrity is for a different purpose, this subclause applies only to the user plane on the Un interface between RN and DeNB. In 33.501 UP integrity can be optionally enabled for all DRBs.
3) In TR 33.899  the key agreement: 
[bookmark: _Toc484710557][bookmark: _Toc491083804]E.1.16 	Questions and Interim Agreements for Key Issue #1.16 
[bookmark: _Toc484710558][bookmark: _Toc491083805]E.1.16.0 	Questions in other clauses affecting this key issue
This key issue is affected by the questions on KI #1.15.
[bookmark: _Toc484710559][bookmark: _Toc491083806]E.1.16.1	Granularity of the UP protection
[bookmark: _Toc484710560][bookmark: _Toc491083807]E.1.16.1.1	Description of the Question
This question addresses the level of granularity on which the UP protection should be provided, i.e. whether on Network Slice, PDU Session, Flow, or even Radio Bearer-specific basis. 
[bookmark: _Toc484710561][bookmark: _Toc491083808]E.1.16.1.2	Interim Agreement
The system shall support UP protection between UE and the RAN  on Radio Bearer-specific basis.
***************************************** start of pCR *************************************
[bookmark: _Toc490577452][bookmark: _Toc490643568]8.4	UP security mechanisms
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3, which is about UP security mechanisms.
[bookmark: _Toc490577453][bookmark: _Toc490643569]8.4.1	UP confidentiality mechanisms
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3.1, which is about UP confidentiality mechanisms.
The PDCP protocol as specified in TS 38.323 [23] between the UE and the 5G-RAN shall be responsible for user plane data confidentiality protection.
The use and mode of operation of the 128-bit 5G-EA algorithms are specified in Annex B.
The input parameters to the confidentiality algorithms as described in Annex B are the message packet, an 128-bit cipher key KUPenc as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

Editor’s Note: The input parameters for confidentiality algorithm are FFS.
[bookmark: _Toc490577454][bookmark: _Toc490643570]8.4.2	UP integrity mechanisms
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3.2, which is about UP integrity mechanisms.
The PDCP protocol as specified in TS 38.323 [23] between the UE and the 5G-RAN shall be responsible for user plane data integrity protection.
The use and mode of operation of the 128-bit 5G-IA algorithms are specified in Annex B.
The input parameters to the 128-bit 5G-IA algorithms as described in Annex B are, the message packet, a 128-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded. 
Editor’s Note: The input parameters for integrity algorithm are FFS.
********************************************* end of pCR *********************************
