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1
Decision/action requested

It is proposed to approve the changes in section 4 for inclusion in TS 33.501[1].
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Rationale

According to 38.323[3] and Report of 3GPP TSG RAN WG2 meeting #99[4], For SRBs, the MAC-I field is always present regardless of whether integrity protection is configured or not. For DRBs, the MAC-I field is not present for a DRB for which integrity protection is not configured.

NIA0 integrity algorithm is defined in 5.6.1.2, and there is an interim agreement in 33.899 [2] describled as “UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1, with the exception of 5G UEs that can only access the EPC” in subclause E.1.3.1.1.

We propose to define a no MAC-I field indentifier for UP negotiation procedure, like AS SMC, additional connection establishing procedure, in case no integrity is configured on gNB for saving the overhead of user data.
There are two option indication method in AS SMC procedure for UP without integrity protection: Option 2.1) Implicit method: no integrity parameter means no integrity protection. This option is very difficult to distinguish missing integrity indicator from no integrity during handover case. Option 2.2) explicit method: an dedicated indicator for no integrity protection.We propose to use explicit indicator option2.2 to not present a MAC-I field for a DRB with no integrity protection.
4
Detailed proposal

*************** Start of Change 1 ****************
5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection of user data between the UE and the gNB.

The gNB shall support integrity protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.

The gNB may implement the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.

Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.

NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnessary overhead of 32-bits MAC with no security benefits.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's note: The list of exceptions is FFS.
Editor's note: Whether using NIA0 for DRB integrity protection in 5GS continues to introduce an over-the-air overhead of 32-bits MAC of zeros depends on RAN2 decision and feedback.

*************** End of Change 1 ****************
