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Decision/action requested

Endorse conclusions of this document.
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Rationale

The GSMA DESS group has studied IPX end to end security and has come up with a guideline [1]. In this document, we discuss what the implications of this guideline are and how SA3 should move forward.
3.1
Problem description

The GSMA DESS group has given the following requirements for the solution:

1. The solution must:

a. provide mandatory to implement and mandatory to use authentication and integrity protection on a per field basis as described in chapter 1

i. including support of intermediate adding of fields by IPX providers

ii. including support of intermediate modification and deletion of non-encrypted fields by IPX providers

b. provide mandatory to implement and mandatory to use confidentiality protection of authentication vectors

c. provide mandatory to implement and optional to use confidentiality protection on other fields

d. provide mandatory to implement and mandatory to use protection against replay attacks

e. be operationally feasible e.g. acceptable procedure for key management

f. include (at a minimum) the 5G successor of the Diameter 3GPP interfaces described as Network-Network interfaces by IR.88 (e.g. S6a) 

2. The solution should:

a. impact a minimal amount of network elements

b. Have an acceptable performance and overhead

c. Support the ability to delegate security functionality to another entity.
Of these requirements, the ones related to integrity and confidentiality protection are the ones we consider in this discussion document.

3.2
Integrity Protection

Integrity protection in the GSMA document [1] is provided making use of a set of fields of which a hash is calculated and a signature taken over the combination of fields. The reason for doing this is because some IPX add, delete or modify AVPs, which would break end-to-end integrity protection.
In a scenario where two intermediate IPXs modify the values, the GSMA mechanism works as follows:

Initial message:

{field1: ‘value1’, hash1: ‘h1’}
{field2: ‘value2’, hash2: ‘h2’}
{field3: ‘value3’, hash3: ‘h3’}
{field4: ‘value4’, hash4: ‘h4’}
{id: ‘sp1’, sign_sp1: ‘sign_sp1’, hash_sp1: ‘h1 XOR h2 XOR h3 XOR h4’}
Modification by IPX1:

{field1: ‘value1’, hash1: ‘h1’}
{field2: ‘VALUE5’, hash2: ‘H2_A’}
{field3: ‘value3’, hash3: ‘h3’}
{field4: ‘value4’, hash4: ‘h4’}
{id: ‘sp1’,  sign_sp1:  ‘sign_sp1’, hash_sp1: ‘h1 XOR h2 XOR h3 XOR h4’}
{id: ‘ipx1’, sign_ipx1: ‘sign_ipx1’, 
      hash_ipx1: ‘h1 XOR h2 XOR h3 XOR h4 XOR H2_A XOR hash(sign_sp1)’,
      trail: {action: ‘modification’, field: ‘field2’}
}
Modification by IPX2 (remove value 3):

{field1: ‘value1’, hash1: ‘h1’}
{field2: ‘VALUE5’, hash2: ‘H2_A’}
<<REMOVED>>
{field4: ‘value4’, hash4: ‘h4’}
{id: ‘sp1’,  sign_sp1:  ‘sign_sp1’, hash_sp1: ‘h1 XOR h2 XOR h3 XOR h4’}
{id: ‘ipx1’, sign_ipx1: ‘sign_ipx1’, 
     hash_ipx1: ‘h1 XOR h2 XOR h3 XOR h4 XOR H2_A XOR hash(sign_sp1)’,
     trail: {action: ‘modification’, field: ‘field2’}
}
{id: ‘ipx2’, sign_ipx2: ‘sign_ipx2’,
      hash_ipx2: ‘h1 XOR H2_A XOR h4 XOR h3 XOR hash(sign_ipx1)’,
      trail: {action: ‘deletion’, field: ‘field3’}
}
The red denotes changes, the blue denote signature fields. Each signature is an asymmetric key operation on the hash that results from the XOR operations. The proposal from the GSMA is thus to add hash values to all fields to be protected and to add a separate signature AVP. Verification by SP2 then works as follows:
· Verify: hash_ipx2 using key of IPX2, hash_ipx1 using key of IPX1, and hash_sp1 using key of SP1;
· Perform: h1 XOR H2_A XOR H4 XOR hash_ipx2 XOR hash(sign_ipx1) which will give h3;
· Perform: hash_ipx1 XOR hash_sp1 XOR hash(sign_sp1), which will give h2;
· Verify that the hash of SP1 is equal to h1 XOR h2 XOR h3 XOR h4.

The time field, that is included in the GSMA document, is left out in this example.
As this mechanism covers the most difficult scenarios it is proposed that SA3 adopts this integrity protection mechanism for IPX security. 

3.2
Confidentiality Protection

Confidentiality protection in the GSMA document is provided on one encrypted container only for performance and cryptographic reasons. Integrity protection is put outside this container. In the above mechanism, one of the fields could be the encrypted container. The initial message (field 4 contains the encrypted container) would then be constructed as follows:

Initial message:

{field1: ‘value1’, hash1: ‘h1’},
{field2: ‘value2’, hash2: ‘h2’},
{field3: ‘value3’, hash3: ‘h3’},
{field4: container1, hash4: ‘h4’},
{id: ‘sp1’, sign_sp1: ‘sign_sp1’, hash_sp1: ‘h1 XOR h2 XOR h3 XOR h4’}
Where the container1 (green) could be constructed as follows:

{sensitivefield1: ‘Svalue1’},
{sensitivefield2: ‘Svalue2’},
{sensitivefield3: ‘Svalue3’}
Since encryption is supposed to be end-to-end according to the GSMA document a protected bit would have to be added to prevent any of the intermediate nodes from modifying this field.

We propose to adopt this mechanism from the GSMA.

3.3
Message Format

The GSMA document [1] does not specify the message format. As it becomes clear from the previous discussion, the message format should be flexible and it should be possible to extend the messages. In order to be compatible with the SBA in 5G, it would be best if it were to be a HTTP2/JSON based format.
For the integrity protection, to the best of our knowledge no format exists that follows the exact mechanism proposed by the GSMA. However, in [2] and [3] a format is described that could serve as a format for the signature AVPs, which are based on the XOR of all the hash values. For confidentiality protection, the same documents [2] and [3] provide a solution for the encrypted container. 

We propose to adopt the solutions in [2]/[3] for the signature AVPs and for the encrypted containers. For the fields with their respective hash values, standard JSON could be used. Furthermore, we propose the message to contain two parts (apart from the header): the message-part and the signature part.
4
Proposal
Concrete proposals:

· SA3 agrees to adopt the integrity protection mechanism proposed by GSMA;
· SA3 agrees to adopt the confidentiality protection mechanism proposed by the GSMA;

· SA3 agrees to the overall structure of the messages with a message-content part and a signature part as proposed in the GSMA document;

· SA3 agrees to use the mechanisms in either [2] or [3] for the encrypted containers and the signature-part of the messages.
