
3GPP TSG SA WG3 (Security) Meeting #89
S3-173262
Nov 27 –Dec 1, 2017, Reno, USA


Source:
Vodafone
Title:
pCR to 33.501 - DH procedure with AMF for protection against passive eavesdropping
Document for:
Agreement
Agenda Item:
7.2.5
1
Decision/action requested

To counter the potential attacks on secret leakage, this contribution proposes to use D-H procedure to enhance the session key in serving network. 
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Rationale
The secret key leakage issue has been studied by both GSMA and 3GPP. In TR 33.899, various attack scenarios have been studied, e.g. in key issue #2.2 and #3.1 of TR 33.899.  Several solutions have been proposed and evaluated, e.g. solution #2.1, #2.2, #2.6, #3.1 and #10.2 etc. A secret key might be leaked due to long term key leakage or disclosed during transmission between networks. 

With a leaked long term key or session key, either passive listening attacks or active attacks can be launched. However, the cost of launching passive listening attack is low since only a radio receiving unit and computation unit are required. Signal transmission is unnecessary. The captured data can be decrypted online or offline. Passive listening is almost undetectable. 

The Diffie-Hellman (D-H) procedure is a widely used public key cryptography technology that can provide forward secrecy for data communications. By occasionally integrating a D-H procedure into the Security Command and Complete messages as an optional feature., the UE and AMF are able to establish a relatively long-lived key KDH which will remain unknown to a passive eavesdropper. It is also proposed to derive KAMF (and hence all other keys in the key hierarchy) in part from KDH. As a passive eavesdropper will not be able to derive any of these keys, the passive listening attack can be prevented even if long term keys are disclosed. This is in line with solution #3.1 of TR 33.899. 

One important concern with using the D-H procedure could be the delay incurred in the computation. However, the proposed solution herein requires the D-H procedure only very occasionally, potentially even less frequently than derivation of a new anchor key KSEAF. The D-H procedure will be required  only approximately as often as the UE needs to deploy SUPI encryption to the home network, also a public key operation. 

For future-proofing, the solution must allow the use of multiple cryptographic methods; but a concrete initial solution based on Elliptic Curve Diffie Hellman (ECDH) parameters is proposed. 
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Detailed proposal
*************** Start of Change 1 ****************
6.2.2.1
Keys in network entities

Keys in the ARPF
The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall generate key material from K that it forwards to the AUSF. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3.

Keys in the AUSF
The AUSF shall generate the anchor key, also called KSEAF, from the key material received from the ARPF during an authentication and key agreement procedure.

The AUSF may generate a further key KAUSF from the key material received from the ARPF. This further key may be stored in the AUSF between authentication and key agreement procedures. 

Keys in the SEAF
The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF.

The SEAF shall generate K’AMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE: 
This implies that a new K’AMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.

NOTE: 
The SEAF is co-located with the AMF.

Editor’s Note: It is ffs whether the following is true: KSEAF is no longer needed after KAMF has been derived and can be deleted. This may change if SEAF becomes an entity deployed separately from AMF and where a SEAF can be connected to multiple AMFs. 

Keys in the AMF
The AMF receives K’AMF from the SEAF or from another AMF. 

The AMF shall derive a key K’AMF from KAMF for transfer to another AMF set in inter-AMF mobility. 
The receiving AMF shall set its KAMF value to KDH || K’AMF if it shares a Diffie Hellman secret KDH with the UE (see clause 6.7.2) or to K’AMF if there is no such KDH value.. 

Editor’s Note: This depends on decisions on inter-AMF mobility. 
Editor’s Note:
It is FFS whether the KAMF can be variable length, or whether zero padding should be applied to convert it to a fixed length. 
NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 

The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer.  

Editor’s Note: it is ffs whether one or more instances of KNASint and KNASint are required at a time. 

The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.

-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value.

The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.5 “Security handling in mobility”.

Editor’s Note: the mentioning of NH depends on the assumption that a mechanism similar to vertical key derivation in EPS is used also with 5G NR access networks. 

-
the AMF shall generate KN3IWF and transfer it to the N3IWF. 

Keys in the gNB
The gNB receives KgNB and NH from the AMF. 

The gNB shall generate all further keys dedicated to protecting the 5G NR from KgNB and /or NH.  

Keys in the N3IWF
The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

*************** End of Change 1 ****************
*************** Start of Change 2 ****************
6.7.2
NAS security mode command procedure

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.4, which is about NAS security mode command procedure. 

Editor's Note: Aspects related to interworking are FFS.

Editor's Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor's Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
The NAS Security Mode Command message from the AMF to the UE shall contain: the replayed UE security capabilities, the selected NAS algorithm, the allowed NSSAI, and the <5G key set identifier> for identifying the KAMF. In the case of sending a NAS Security Mode Command message during a Registration procedure (i.e. after receiving the Registration Request message but before sending the Registration Response message) where the Registration Request message did not successfully pass its integrity protection verification, the AMF shall calculate a HASHAMF of the entire plain Registration Request message and include the HASHAMF in the NAS Security Mode Command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the <5G key set identifier> in the NAS Security Mode Command message (see Figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor's Note: Details of the HASHAMF calculation are FFS.

Editor's Note: The name of the Key Set Identifier is FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the  <5G key set identifier>. 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request message that it has sent and compare it against HASHAMF. 

Editor's Note: Details of the HASHUE calculation are FFS.

The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS Security Mode Command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case AMF requested it in the NAS Security Mode Command message. In case the HASHUE and the HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. The UE shall include the allowed NSSAI in the NAS Security Mode Complete message.

Editor's Note: the above paragraph needs to include UE action when there is a capability mismatch.
Editor's Note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. The AMF shall verify that the allowed NSSAI in the NAS Security Mode Complete message matches the allowed NSSAI it sent in the NAS Security Mode Command message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected. 

NOTE 4:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 

Editor's Note: Details of the NAS security mode command procedure failures are FFS.



To protect against passive eavesdropping, a Diffie-Hellman procedure may be performed together with the SMC message exchange to establish or re-establish a shared secret KDH, between the UE and the AMF.  Such a KDH   becomes part of an updated KAMF (abbreviated herein as KxAMF), The UE can indicate its D-H capabilities (list of supported algorithms) in a registration request. If the AMF chooses to establish or refresh a KDH with the UE, the AMF generates a D-H private key APRIV and a D-H public key APUB.  The AMF sends APUB in a NAS Security Mode Command message together with a one octet algorithm identifier.  

The most significant 4 bits of the algorithm identifier shall all be zeroes for Elliptic Curve Diffie Hellman. Other values are reserved for future usage. If the most significant 4 bits are zeroes, the least significant 4 bits shall be coded with the following values: 0 for NIST P-384, 1 for brainpool384, 2 for M-383, 3 for Curve41417, 4 for NIST P-256, 5 for brainpool256, 6 for Curve25519. Other values are reserved for future usage. 

After receiving the NAS Security Mode Command message from the AMF, the UE verifies the MAC and if successful, it generates a D-H private key BPRIV and derives a D-H public key BPUB. The UE sends a NAS Security Mode Complete message to the AMF with BPUB. 

The UE further derives a shared key KDH with APUB and BPRIV as input. The newly derived KDH replaces any existing KDH shared between the UE and the AMF as part of the updated KAMF. (KxAMF), The UE derives new keys for ciphering and integrity protection from the updated KAMF. 

The AMF extracts BPUB from the NAS Security Mode Complete message and derives KDH with BPUB and APRIV according to the selected D-H algorithm. The newly derived KDH replaces any existing KDH shared between the UE and the AMF as part of the updated KAMF  (KxAMF).. The AMF derives new keys for ciphering and integrity protection from the updated KAMF. 
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Figure 6.7.2-1: NAS Security Mode Command Procedure with Optional Diffie Hellman Exchange
*************** End of Change 2 ****************
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3. if D-H is supported, AMF generate a shared key KDH based on DH procedure with APRIV and BPUB.  UE derive a new Kx-amf based on Kamf and KDH. Start uplink deciphering, downlink deciphering and integrity protection  



