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1
Decision/action requested

It is requested to approve the proposed solution to be included in TS 33.501.
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3
Rationale

In companion discussion paper S3-173235, two solutions are proposed and evaluated. This document proposes the pCR for solution 1 in S3-173235.
4
Detailed proposal
***** Start of the First Change *****
6.x
Security for steering of roaming
When UE initiates registration through a VPLMN, the UDM/ARPF of the HPLMN may decide to send a list of PLMN/access technology combinations to the UE. In such case, upon reception of the Auth Info-Req from the AUSF, the UDM/ARPF sets Authentication Management Field (AMF) steering bit = 1 to indicate sending of the list to the UE, and computes a message authentication code MAC' using the list of PLMN/access technology combinations and IK as input parameters. The UDM/ARFP appends the MAC' to the list and includes the list and MAC' to the Auth Info-Resp message and sends it to the AUSF. The AUSF sends the 5G Authentication Initiation Answer (5G-AIA) message including the list and MAC' to the SEAF in the VPLMN. The SEAF shall include the list and MAC' in the Auth-Req message and send it to the UE. 
Upon reception of the Auth-Req message, the ME sends the AUTN to the USIM for verification and receives IK from the USIM. Then the ME shall verify the AMF steering bit=1, and verify the list is included in the Auth-Req message. If so, the ME shall compute XMAC' in the same way as the UDM/ARPF does and compare this with MAC'. If they are the same, the UE shall perform PLMN selection taking into account the received list, otherwise, the ME shall send an authentication failure message to the SEAF.
Editor’s Note: The steering bit in AMF is TBD.
Editor’s Note: The message authentication function used to calculate MAC' is FFS.
Editor’s Note: Other input parameter for the calculation of MAC' is FFS.
***** End of the First Change *****
