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1
Decision/action requested

It is proposed to add use type information “SUCI” to the construction of SUCI in annex C, TS 33.501 
2
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3
Rationale

A companion contribution S3-173230 [x] proposes to add type information to the encryption with home network public key, to make it future-proof. Currently, only agreed use case of home network public key is SUPI encryption, so, in this contribution, we propose the relevant changes to Annex C of TS 33.501 [y]. Additional consideration on inclusion of time and location of encryption is suggested as editor’s note. 
4
Detailed proposal

It is proposed to include the following change in Annex C of TS 33.501 [y].
*** Change Proposal ***

Annex C (normative):
Protection schemes for concealing the subscription permanent identifier 

C.1 
Introduction 

The present Annex specifies the protection schemes for concealing the subscription permanent identifier. 

C.2 
Null-scheme  

The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.

When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 

NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.

NOTE 2:
The null-scheme provides no privacy protection.

Editor's Note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.

C.x 
Inputs of the scheme  

The input parameters to the scheme is SUPI and the type of information to be protected, i.e., “SUPI”, with a home network public key as the key, as illustrated in Figure C.x.1. 

[image: image1.emf]SUPI

“

SUPI

”

SUPI protection scheme

HN Public Key

SUCI


Figure C.x.1: Inputs and outputs of subscription permanent identifier
Editor's Note: It is FFS if other inputs are necessary, such as time stamp (for protection against replay) and serving network name (for protection against relay to remote attackers).

*** End of Change Proposal ***
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