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Rationale

In 5G SBA, NF Service is provided only to authorized NF Service consumers. Therefore, Service authorization procedure is required that checks whether the NF Service Consumer is permitted to access the requested NF service producer for consuming the NF Service.

Service authorization is based on the Service authorization information that is configured as one of the components in NF profile of the NF Service Producer. This information includes the NF type (s) and NF realms/origins allowed to consume NF Service(s) of NF Service Producer.
A companion discussion paper S3-17abcd analyses and proposes OAuth based service authorization between Network functions in SBA.

This pCR provides introductory text in TS 33.501
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Detailed proposal

************************ BEGIN *********************************

7.1.3.4.3
Authorization of NF service access

Editor’s Note: This content addresses the authorization of NF service access.

7.1.3.4.3.1
OAuth 2.0 based authorization of NFservice access
In Service Based Architecture, NF service authorization is required to ensure that the NF Service Consumer is authorized to access the NF service provided by the NF Service Provider. 
The OAuth 2.0 Client Credentials Grant type provides the necessary capabilities that can be used for NF service authorization in SBA. The NF service Consumer is the Client (and the Resource owner) and the NF service Producer is the Resource server (API server). 

7.1.3.4.3.1.1 OAuth 2.0 Client Credentials Grant
OAuth 2.0 Client credentials grant type is typically used when the client is acting on its own behalf i.e. the client is also the resource owner, or is requesting access to protected resources based on an authorization previously arranged with the authorization server.
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Figure 7.1.3.4.3.1.1-1 OAuth 2.0 Client Credentials grant

1. Before invoking the Restful HTTP based API on the Server, the Client authenticates with an Authorization Server by presenting its credentials consisting of its Client Id and Client Secret. 

NOTE: The Client Id is issued by the Authorization server when the Client registers with the Authorization server (a pre-requisite step).

2. The Authorization server validates the Client and returns an access token. 
A secure JSON Web Token is returned by the Authorization server as the access token. The claims in the JWT contain information required for the API server to identify the client, scope of access, duration etc. 
NOTE: Security can be based on JSON Web Signature [x] or JSON Web Encryption [y].
3: When the Client calls the API, it sends includes the protected JWT in the API request.

Since JWTs are self contained and secure, all the required information is there and the API Server can validate it on its own, thus avoiding the need for an additional call to the authorization server or a look up in the database.
7.1.3.4.3.1.2 Service authorization based on OAuth Client Credentials Grant
This clause specifies OAuth Client Credentials based authorization procedures for authorizing NF service consumer to access services provided by NF service producer. 
The NRF shall play the role of OAuth Authorization Server. 
For illustration purposes, JWT is integrity protected based on public key/private key pair using RSA, where the NRF’s public key is available to all NF Service producers. This is required for verifying the signature.
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Figure 7.1.3.4.3.1.2 -1 Service authorization in SBA based on OAuth 2.0 authorization framework

Pre-requisite:

a. The NF Service registers with the NRF (Authorization Server) and obtains a client_id. This step may be combined with the NF Registration procedure.
b. The NRF’s public key is shared with the NF Service producer.
Step 1. NF Service consumer issues an Access Token Request (client_id, client_secret, grant_type = client_credentials, scope, Requesting NF Type, NF Service Name…) to NRF.
Step 2: The NRF authenticates the client based on the provided client credentials. 

If the client is successfully authenticated, it checks the stored NF profile information to determine whether the access can be permitted. If the service can be provided, NRF generates a JWT based access token with appropriate claims included.
Editor’s Note:  Mechanism used to authorize the NF Service Consumer in the NRF is FFS.
The NRF further signs this token using its private key. The signed JWT is included in Authorization Result (access_token).
Step 3. The NF Service consumer calls the required NF Service Producer API. It includes the access_token in the API Request.

Step 4. The NF Service producer verifies the token. At a minimum, it does the following:
· Check that the JWT is well formed.

· Check the signature.

· Validate the standard claims (specifically the exp, iss and aud claims)

· Check the Client permissions (scopes)

If all these checks were successful, the NF Service producer can be assured that:

· The token was issued by NRF.

· The token was issued to the correct NF Service consumer (identifier match)

The NF Service producer shall now execute the requested service.

Editor’s Note: Required set of parameters for the messages used in this procedure is FFS.
Editor’s Note: Claims included in the JSON Web Token by the Authorization server is FFS. 
Editor’s Note: Service access authorization in roaming scenarios may involve Edge Proxy as the entity that performs authorization checks. OAuth based authorization in roaming scenarios is FFS.
************************ CHANGE ********************************
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