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1
Decision/action requested

Approve the proposal in 4.3 on making Edge Proxy a mandatory element for SBA
2
References
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3
Rationale

The pCR S3-173220 outlines required additions to the 5G security SBA based on the on-going work in GSMA DESS. One of the proposals in the paper was to implement security enforncement at the edge of the service provider network.

This paper takes an initial look at incorporating an Edge Proxy at the edge of the service network with some thoughts on how this can be used to derive a complete security solution for service based interfaces over IPX networks.

4
Detailed proposal

4.1 Background
In the existing IPX based interconnect networks used in LTE for roaming scenarios, the carriers managing the IPX network may make changes to the signaling traffic for various reasons. This requirement also carries over to 5G SBA as captured in clause 5.7.4 in TS 33.501, and impacts how security is setup for service based interfaces over IPX. A two-tier security model is required to satisfy IPX network requirements, while fully meeting the desired protection level for 5G SBA.

In the two-tier security model, the security is provided at two layers - the transport layer and the application layer. The end-to-end protection of signaling messages, or parts of them (equivalent to AVPs in Diameter) between two NFs is provided at the application layer, while hop-by-hop security between two adjacents nodes in the IPX network is accomplished at the transport layer.
· Transport layer security, setup by hop by hop ensures that there is protection for application layer signaling messages as it traverses through the different nodes in the IPX network.

· Application layer security. setup end-to-end between two end-points in the HPLMN and VPLMN, ensures that critical IEs in the signaling message exchanged between two NFs, are protected such that only the two-authorised end-points in the two networks can see the in clear. 

As illustrated in companion paper S3-173220, the most logical choice for implementing application layer security is at the edge of the Service provider network. The Edge Proxy sits at the edge of the SP network and implements application layer security in addition to enforcing other operator-specific security policies required to protect the network.

4.2 Architecture
In the following figure, an Edge Proxy is setup at the edge of the PLMN network. Signaling between NFs in two different PLMNs is relayed through the Edge Proxy.
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Figure 4.2-1 Edge Proxy for Service based interfaces over Interconnect networks
The Edge Proxy provides provides confidentiality and integrity protection for the signaling message exchange between a NF in the visiting PLMN and a NF in the home PLMN.

Additional security policies may be implemented in the Edge Proxy such as topology hiding and firewall based filtering. When topology hiding is implemented, network functions in one PLMN do not directly communicate with network functions in another PLMN. For example, in 5G SBA, when service discovery is executed by a requesting NF in VPLMN for a target NF instance in HPLMN, the IP address or FQDN of the HPLMN Edge Proxy is provided to the requesting NF. 
Between two Edge Proxies, security may be provided hop-by-hop at the transport layer by TLS. Between an Edge Proxy and NFs within a PLMN, connection level security can be provided by TLS or physical security.
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Figure 4.2-2 Signaling message from AMF (SP1) to AUSF (SP2) passing through the proxies

In the above figure, an example is shown where an AMF in SP1 is communicating to an AUSF in SP2. 
· Between Edge Proxy in SP1 and Edge Proxy in SP2, protection is provided TLS

· Between AMF and SP1 Edge Proxy, connection level security is provided by TLS
· Application layer security of the JSON content is provided by the Edge Proxy. In the example, SP1 Edge Proxy encrypts and integrity protects messages coming from the AMF, whereas SP2 Edge Proxy decrypts the message and forwards it to AUSF in its network.
4.3 Conclusion 
SA3 is requested to approve the proposal for having an Edge Proxy network element at the perimeter of the network and furthermore initiate an LS to SA2 to standardize this network element in 5G.
A companion pCR S3-173222 updates TS 33.501 to make it a mandatory requirement to have Edge Proxy function for e2e core network interconnection security.
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