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Decision/action requested

It is requested to approve this TDoC for TR.
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Rationale

4
Detailed proposal
***********************Start of change************************
4.2. X Key Issue #x: Security Analysis for NF Discovery.
4.2. X.1 Key issue detail
A Control Plane Network function (NF) within the 5G Core network may expose its capabilities as services via its service-based interface, which can be used by other Control Plane CN NFs. The NF NF service discovery enables one NF to discover a set of available NF instances with specific NF service or a target NF type. The NF repository function (NRF) is the logical function that is used to support the functionality of NF and NF service discovery.

The consumer NF initiates NF service discovery by providing the type of the NF, or the specific service is attempting to discover (e.g., SMF, PCF, UE location Reporting) and other service parameters, e.g., slicing related information to discover the target NF(s).  NRF provides the IP address or the FQDN or the identifier of relevant services and NF instance(s) to the consumer NF for producer NF instance. Based on that information, the requester NF can select one specific NF instance or an NF instance that can provide a particular NF Service.
Operator PLMN may not be protected by virtue of physical access security. This is because single PLMN deployment can cross different physical locations due to it size and furthermore because of network virtulization. 
Editor’s Note: Details for Roaming Scenario is FFS.

4.2. X.2 Security threats
When discovery request/response is used without any protection, malicious NF can receive a list of NFs from NRF in discovery response message.  Received information can reveal operator network’s topology (e.g. IP address of each NF, number of NFs, type of each network function, the load capacity of the operator). Malicious NF may use this information to launch attacks on operator network or use this information for competitive reasons.  Furthermore discovery response messages from NRF may be modified by MITM entity during transmission. e.g. MITM can provide list of rouge NFs to consumer NF , indicate non-availability to NF  or it may also route consumer NF to fake produce NF during the registration procedure. 
Editor’s Note: Security Analysis for Roaming Scenario is FFS.

4.2. X.3 Potential security requirements

NF discovery request and NRF discovery response shall be integrity protected with replay attack protection.
NRF Discovery response may be confidentially protected. 

***********************End of change************************
