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1
Decision/action requested

SA3 is kindly requested to approve the proposed pCR changes in section 4 into TS 33.501.
2
References
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[2]
3GPP TS 38.401 v0.1.0 NG-RAN Architectrue description.

3
Rationale

1) Control plan shall support anti-replay attach for in line with clause 5.1.3 in 33.501[1] for mitigating replay attack like spoofing a user by replaying the user’s attachment procedure with core network, etc.
2) Solving the EN about F1 inteface in 7.1.1. According to 38.401[4], F1 interface is logic connection used to connect a gNB-CU and a gNB-DU. Since all the requirements about F1 interface have been defined in caluse 5.2.9
Requirements for gNB DU-CU interfaces, we should delete the EN.

3) Since it’s too much to use SeGW to terminal IPsec and simply the implementation of gNB’s transport security function, we propose to mandatorily implement IPsec in gNB for Xn interface security, which is the same security requirements as N2 and N3.
4
Detailed proposal

*************** Start of Change 1 ****************
7.1
Protection of interfaces between 5G Network Functions
7.1.1
General

This clause applies only to signalling interfaces, with the exception of N3 (user plane interface between the access network and the core network). 

Editor's Note: It is ffs whether to include further user plane interfaces here.
Editor's Note: Whether to include management interfaces here is FFS. 


7.1.2
Interfaces based on DIAMETER or GTP

7.1.2.1
General

7.1.2.2
Protection at the network layer

Editor's Note: Solutions in this subclause may apply, in particular, when there are no intermediaries modifying messages, e.g. in intra-domain situations.   

Here, the solution from EPS can be adapted to use in 5G.

The protection of IP based interfaces for 5GC and 5G-AN shall be done according to NDS/IP as specified in TS 33.210 [3]. Traffic on interfaces carrying control plane signalling shall be integrity and replay-protected according to NDS/IP. In addition to the mandatory integrity protection, traffic carrying subscriber specific sensitive data, e.g. cryptographic keys, shall be also confidentiality protected according to NDS/IP. 

NOTE:
According to TS 33.210 [3] and TS 33.310 [5], in case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection.
Whenever IPsec ESP is required, then it shall be implemented according to RFC 4303 [4] as profiled by TS 33.210 [3]. For IPsec implementation, tunnel mode is mandatory to implement while transport mode is optional. 

Editor's Note: Whether IPsec support is mandatory or optional for 5G CN entities is FFS. 

Whenever IKEv2 certificates based authentication is required, then it shall be implemented according to TS 33.310 [5]. The certificates shall be implemented according to the profile described in TS 33.310 [5]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [5].

QoS considerations
If the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header's DSCP, the resulting traffic may be reordered to the point where the receiving node's anti-replay check discards the packet. If different DSCPs are used on the encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as specified in RFC 4301 [6]. 

Editor's Note: This might need to be revised depending on the progress on the QoS architecture in other working groups.

*************** End of Change 1 ****************
*************** Start of Change 2 ****************
7.7
Security procedures on Xn

Xn is the interface connecting 5G-RAN nodes. It is used to carry signalling and user plane data.

In order to protect the traffic on the Xn reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in subclause 7.1.2 of the present document with confidentiality, integrity and replay protection. IPsec is mandatory to implement on the gNB.
QoS related aspects are further described in subclause 7.1.3 of the present document.
*************** End of Change 2 ****************
